Practical cube-attack against

Fast Software Encryption (FSE) 2023

Jules BAUDRIN, Anne CANTEAUT & L€0 PERRIN

Inria, Paris, France
V4

lrrzia—

Thursday, March 23 2023

Contact: jules.baudrin@inria.fr

1712


mailto:jules.baudrin@inria.fr

In this falk

Ascon rationale, its internal components and our attack setting
Cube attacl, main problems, first part of the answer
Conditional cubes, second part of the answer

Overview of the internal-state recovery

2/12



AscoN [DEMS19] design rationale

Authenticated encryption
— one of the winners of CAESAR (2014 - 2019).

Lightweight

"meets the needs of most use cases where
lightweight cryptography is required”  [NIST webpage]

— winner of NIST LWC standardization process (2018 — 2023).

Permutation-based
Duplex Sponge mode [BDPAT11] instantiated with permutation
p: B — T,
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The permutation

A confusion/diffusion structure. .. ...studied algebraically

The state

X Yo = X4X] + X3 + XoX| + Xo + X1 Xg + X7 +Xg

Y1 = X4 + X3Xo + X3X| + X3 + XoX| + Xp + X] +Xg
P =pLopPsopc Yo = XpXy +Xg + Xp + X7 + 1
Y3 = XgXg + X4 + X3Xg + X3 + X + X1 +Xg

it Ya = XgX1 + X4 + X3 + X1 Xg + X
The constant addition pc 4= XX TXg T a0 T

.} l. x Algebraic Normal Form (ANF) of the
; % S-box
| ]
N The substitution layer o Xo =X & (Xg 3> 19) & (Xg > 28)
f Xy =Xy @ (X3 > 61) & (X3 > 39)
5 Xog=Xp & (Xg 3> 1) & (Xp 3> 6)
M X3 =X3 ® (X3 >>10) @ (X3 >> 17)
The linear layer o, Xg=Xg @ (Xg >>7) @ (X4 > 41)
T HHHH\HHHHHHH\HHHHH\HH\HHHHHHHHHHH\!I:@
[ %

ANF of the linear layer p;
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The nonce-misuse scenario

Simplified setting of Ascon -128

o

o Co 0" C;

IRAmA Y

Chosen external state

Unknown internal state

T

k|N
T
Initialization Encryption T State before encryption

Many reuse of the same (k. V) pair.

- State recovery = compromised confidentiality without interaction.
- No frivial key-recovery nor forgery in that case.

Different from the generic attack [VV18].
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Cube attack principle

fi: j-th output coordinate, f; € Fo[an. - - . dss][Vo, -+ -, Ves].
63
fi = > ay, | <]‘[ v,”") .where o ; € Folan, -, sl
i=0

(Ug,- :Uos)E]FE’A
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Cube attack principle

fi: j-th output coordinate, f; € Fo[an. - - . dss][Vo, -+ -, Ves].
63
fi= > ay, j <]‘[ v,”i) .where o ; € Folan, -, sl
i=0

(Ug,- :Uos)EFgA

Polynomial expression of o, ; + value of o,

equation in unknown variables

~

recovery of some information

- Offline recovery of the expression.
- Online recovery of the value: o, = 3 fi(v) 2% chosen queries.

v=u
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Main problems with the polynomials recovery

Problem O: impossible access to the full ANF.
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Main problems with the polynomials recovery

Problem O: impossible access to the full ANF.

Problem 1. impossible access to «, ; expression for fixed v and .
Too many combinatorial possibilities.

Vovi = Vo X v = (Vovy) x 1= (vov1) x Vo = (Vo\q) X v = (Vo) x (Vovi)

Problem 2: finding «, ; with simple enough expressions.

» Highest-degree terms (degree 2/~ at round 1) are easier to studly!
Strong constraint: products of two highest-degree terms one round before.

VoVy = Vo X V) = (VT = (W x 7 = (W x 77 = (Vauy 75 77)
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A partfial answer: highest-degree terms

Strong constraint: products of two former highest-degree terms.
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A partfial answer: highest-degree terms

Strong constraint: products of two former highest-degree terms.

Trail fo Trail

Vo Vo
v >V0 Vi . ) ) V0V7<\/v
1 Trail 1, Trail t3 Trail 14 /
VoV Vo Vs VoV Ve V7
Vo Vi

v3>V2 & Vi Vc<

Ve
VoV Vo V3V Vs Ve V7

2 V3
Vi Vs V3V,
\/5> 4 Vs 3 4<V4
V4V Ve V7 ol % Trail f Vo V3V Vs
V7 rail 7s rail 7; N Vs
Ve V7 Vo Ve
vé> 6V 2 5<v2

R 1 Rz Rg RA R3 RQ R 1

8/12



A partfial answer: highest-degree terms

Strong constraint: products of two former highest-degree terms.

Trail fo Trail

Vo Vo
VoV VoV
V1> o1 () 7<v7
VoV1 V2 Vs VoV1 Ve V7
Vo Vi
VoV, V1V,
v3> 2V3 1 °<v6

VoV1 Vo V3V V5 Ve V7
Va4 V3
V4 Vs V3V,
V5> 4Vs 3 4<V4
V4 Vs Ve V7 Vo V3V, Vs
vy Vs
VeV, Vo Vi
V<s> 6V7 2 5<\/2

R'\ Rz Rg RA R3 RQ R'\
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A partfial answer: highest-degree terms

Strong constraint: products of two former highest-degree terms.

Trail fo Trail
Bo.1, Vo o+, Vo
P0.% 0.t
. VoVi Vo V7 ,
dw,r0V1> <d7,n %
VoV Vo Vs VoV1 Ve V7
B2.1,V2 B1.4W
’ Vo V3 V1 Ve .
Bs 1y V3> <r‘%‘r1 Ve
VoV VoV Va Vs Ve V7
4.1, Va 3.1 Va
o Y V3V, S
ﬁs.rOV5> 478 ¢ 4<fo31 Va
V4 V5 Ve V7 7 7 Vo V3V, Vs
Byt Ve au=T16, + 104 +--- G5 1 Vs
=750 h h =9,
. Ve V7 i=0 i=0 Vo Vs
Be.t, V<s> <32.r1 Vo
Ry Ry R Ry R R, Ry

Forr = 6, still too many trails and «, usually looks horrible!
» Cheaper / easier recovery: conditional cubes [HWX"17, LDW17, CHK22]
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Condifional cube

- We look for «, with a simple divisor: .
- oy mostly unknown, but we stillget: o, =1 = 5y = 1.
- If 5y is linear, we get a linear system.
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Condifional cube

- We look for «, with a simple divisor: .
- oy mostly unknown, but we stillget: o, =1 = 5y = 1.
- If 5y is linear, we get a linear system.

Trail fg Trail #

£:>%W %W<i_f

VoV V2Vs

VoViVe V7
Vo Vi
V2Vs V1Ve
V3 > < Ve
VoV Vo V3V Ve Ve V7
\%Z V:
v4>v4 Vs vava v3
5 4
V4 Vs Ve V7 Vo V3V Vs

Z:>%w W%<::$

2

Ry Ry R Ry Rs Ry Ry
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Condifional cube

- We look for «, with a simple divisor: .
- oy mostly unknown, but we stillget: o, =1 = 5y = 1.
- If 5y is linear, we get a linear system.

Trail fg Trail #
Vo Vo
?V1>v0v1 V0V7<?V7
VoV Ve V7
?Vg ?V1
?V3>V2 V3 4 V6<,? Ve

VoV Vo V3 VaVsVe V7

Vg 3
V4 Ve V3V,
?V5> 4Vs , , 3 4<’?V4
ay = o 11?+11?+"' VoV3VaVs

/= I=
7v7 ?Vs
Ve V7 V2o Vs
'?vb> <?v2

Ry Ry R Ry Rs Ry Ry
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Choosing conditional cubes by forcing linear divisors

15" round

(g + Do +--- +— By =g+ 1
Vo + -

_(Cot b fNvo+--- | +—7p:=Co+do+]
QoVot - - -

10/12



Choosing conditional cubes by forcing linear divisors

15" round
(ag+ Nvg +--- +— By =g+ 1
Vo 4
(Co+do+ NHvo+--- “~—:i=Co+dy+1
QoVo+ - -
279 round

- Forany vovi, i #0: 5oP + 1Q + 1R + (4o + 1)S.
- But for some it 3P or 1R.

10/12



Choosing conditional cubes by forcing linear divisors

15" round
(ag+ Nvg +--- +— By =g+ 1
— T
(Co+do+ NHvo+--- “~—:i=Co+dy+1
—aer
279 round

- Forany vovi, i #0: 5oP + 1Q + 1R + (4o + 1)S.
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6™ round
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Choosing conditional cubes by forcing linear divisors

15" round
(Go+ Vot ~—foi=0o+1
Vo 4
T H T T | ~——r0:=Co+ o+ 1
QoVo+ - -
2nd round

- Forany vovi, i #0: 5oP + 1Q + 1R + (4o + 1)S.
- But for some it 3P or 1R.

6™ round

- With chosen u, oy ;= Go(...) +0(...) , for all output coordinates.
- (v 0ue) #(0,0,0) = do=Torp=1

- In practice, reciprocal also true! [a, =0, Vj] = fy=0and ;=0

ao=0,e =0 a=0e=1 a=16=0 a=1e=1
100 100 1000 100
75 75 750 7
50 50 500 0
25 25 250 25
0 0 0 0
0 60 4 20 40 60 0 20 40 60 0
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Overview of the infernal-state recovery

Step 1, non-adaptative: 32-degree conditional cubes
Recovery ofall + — ¢, + d, + 1,and half of the 5, — o, + 1.
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Overview of the infernal-state recovery

Step 1, non-adaptative: 32-degree conditional cubes
Recovery ofall + — ¢, + d, + 1,and half of the 5, — o, + 1.

Step 2, adaptative: 32-degree cubes
- The coefficients depend only on -, and /3.
- Thanks to Step 1, the coefficients drastically simplifies.
- Simple-enough to be effectively-solved (Cryptominisat, [SNC09]).
» Recovery of the remaining 7.

Step 3, adaptative: 31-degree cubes

- Other cubes needed to recover H; and c,.
- Same principle as Step 2.
» Recovery of all b, and ¢,.
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Conclusion

- Full-state recovery on the full 6-round encryption.
About 2% online time and data, but nonce-misuse.,

Hard to study the complexity of the solving of equations.
However effective.,

Does not threaten Ascon directly ... if used properly!

Main questions/openings

» Be careful with implementation : nonce # constant!

» Can it lead to key-recovery or forgery attacks?

» Free counter-measure : changing the external state row.
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Conclusion

- Full-state recovery on the full 6-round encryption.
About 2% online time and data, but nonce-misuse.,

Hard to study the complexity of the solving of equations.
However effective.,

Does not threaten Ascon directly ... if used properly!

Main questions/openings

» Be careful with implementation : nonce # constant!

» Can it lead to key-recovery or forgery attacks?

» Free counter-measure : changing the external state row.

Thank you for
your attention!
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The whole AscoN AEAD mode

ZAD ZE XF
VA As PG Py Cig Pi Ci s T

vy ! ' r r r '

B B Wit
o° ' o° o° ' o° o ' o°
Pany : LSRN N c Fany : c c c : Fany

VKN 0*[K s 0%+ iK||0* K
Initialization Associated Data Plaintext Finalization
[DEMS, Jea16]
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Justifying the “in practice” reciprocal

ay = (00 + Npja+(Co+dy+ NP2 Vje[o,---,63].

When (an + 1,¢0 + dy + 1) # (0,0), o, ; are not expected to be all canceled at
the same time.

Whenever we observe that o, ; = 0V j, we guess that (ap, ¢ + dp) = (1,1).

a =0,e=0 ap=0,e =1 a,=0,e=0 a=0,e=1

600 o 0 o 0 o 0 i 0
500 100 100
400 75 75
300 50
200 50
100 25 25

0 0 0

20 40 0 20 40 60 0 20 40 60
a=1e =0 a=1e=1 a=1e=0 =16 =1
600 100
1000

500
200 750 s
300 500 50
200
100 250 25

0 0 0

0 20 40 60 o 20 40 0 20 40 60 o 20 40 60
—— B(64, 0.5) probability mass function
Individual cancellations of each «, | Hamming weight of the cube-sum vectors
(1000 random intemal states) (1000 random internal states)
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Counter-Measure: Changing the Input Row

State after Linear terms Size of Analysis
initialization after § the sets
Qg (Q()“rb[,]‘#do‘ﬁ‘ W)Vo 5
Vo (bo+Co+ ])Vo 3
bo Vo 5+3+5+12 <31
Co Vo No conditional cube
do (Ao + do+ 1o 5 as we describe.
Nb of variables not multiplied
12
by vy after S,
Ao (bg F )V[] 4
bg (bo+co+ 1Ny 6 4+ 6423 >31.
Vo Vo Cubes can be built as
Co Vo described but less effective.
do *
Nb of variables not multiplied 23 (32 of the 256-bit state in avg.)

by vy aofter S,

Table: Example : the first row states that, for § indices i, the coefficients of all v, v; share
(ag + bg + dg + 1) as a factor.
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Counter-Measure: Changing the Input Row

State after Linear ferms Size of Analysis
initialization after the sets
Qo Vo
bo (bo+co+ 1w 3
Co dUVO 4 3+4+5+]2<31
Vo (Ao + Nvo 5 No conditional cube
do Vo as we describe.
Nb of variables not multiplied 12
by vy after S,
do bgVO 5
bo Vo 5+4+5+5+12=231
Co (do+ Tvo 4 but by and by + 1 cannot
do (a0 + vo 5 be used at the same fime.
Vo (bo + Mo 5
Nb of variables not multiplied No conditional cube
12 .
by vy after S, as we describe.

Table: Example : the second row states that, for 3 indices i, the coefficients of all vyv; share
(bg + co + 1) as a factor.
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