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Abstract. Statistical attacks form an important class of attacks against block ciphers.
By analyzing the distribution of the statistics involved in the attack, cryptanalysts
aim at providing a good estimate of the data complexity of the attack. Recently
multiple papers have drawn attention to how to improve the accuracy of the estimated
success probability of linear key-recovery attacks. In particular, the effect of the
key on the distribution of the sample correlation and capacity has been investigated
and new statistical models developed. The major problem that remains open is
how to obtain accurate estimates of the mean and variance of the correlation and
capacity. In this paper, we start by presenting a solution for a linear approximation
which has a linear hull comprising a number of strong linear characteristics. Then we
generalize this approach to multiple and multidimensional linear cryptanalysis and
derive estimates of the variance of the test statistic. Our simplest estimate can be
computed given the number of the strong linear approximations involved in the offline
analysis and the resulting estimate of the capacity. The results tested experimentally
on SMALLPRESENT-[4] show the accuracy of the estimated variance is significantly
improved. As an application we give more realistic estimates of the success probability
of the multidimensional linear attack of Cho on 26 rounds of PRESENT.
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1 Introduction

1.1 Background and Previous Work

Statistical cryptanalysis of block ciphers have traditionally used sampling models under
the hypothesis of statistical equivalence of keys. On the other hand, many modern ciphers
have been shown not to obey this hypothesis, which causes doubts about the validity of the
cryptanalytic results. In order to compute accurate cryptanalysis estimates the statistical
models must be improved, and, in addition to the data, also the key must be integrated in
the statistical model of the cipher.

Such development has taken place also for linear cryptanalysis and its extensions.
Previously, most statistical models used in linear attacks determine and exploit distributions
of the observed correlation with a fixed key and taking only the data as random variable.
Then it is assumed that for all cipher keys, the distributions for wrong key candidates are
identical, and similarly, that the distributions obtained with the correct key are identical.
This practice may be due to the fact that for most ciphers, it is feasible to compute the
expected value of a linear correlation, but estimating the variance is difficult. Previously,
in [DR06, DRO7] the authors provide experiments to show that also significant variances
occur, and stress that the importance of the variance and of the expected linear potential
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(ELP) of the linear correlation. In particular, they present an estimate of the variance of
the correlation in the wrong-key case. In [BT13], this influence of the wrong-key variance
for the classical linear attack was taken into consideration and a better estimate of the data
complexity of a linear attack was obtained and demonstrated in experiments. In [HVLN15],
the distribution of the capacity for the right encryption key was established and was used
to determine weak-key quantiles, that is, lower bounds of capacity that are satisfied by a
given proportion, say one half, or 30% of the keys. Such approach was previously taken
in [Leall, CW16] in the case of single linear hull.

In [BN15a] a complete treatment on the statistical distributions of linear attack test
statistics, that is, the empirical correlations and capacities, was presented by considering
both the data and the key as random variables. In this work, the different sampling
models in linear cryptanalysis, that is, the known plaintext (KP) and the distinct known
plaintext (DKP) models in linear cryptanalysis were studied for general multiple and
multidimensional linear cryptanalysis. The first version of this work, completing [BN15b],
was posted in September 2015. While it provided complete statistical models that were
shown to comply well with practical examples if real parameter values were used, this
version failed to provide accurate methods for computing estimates of the expected value
and variance of capacity. Even worse, using the capacity estimate provided by Cho, this
model was giving some too groundless doubts about the validity of the multidimensional
linear attack of [Chol0] on 26 rounds of PRESENT.

The reason for this failure was that the capacity of the linear approximations is
underestimated in the offline analysis, since only the most dominant characteristics and
approximations can be taken into account. In a comment on this problem, Bogdanov
pointed out that also many weaker linear characteristics contribute to the total correlation
at least as much as random noise [Bog16]. While the model of [BN15a] correctly estimates
the expected capacity of £ linear approximations for random n-bit cipher to be equal to
£27™ it fails to consider the corresponding random behavior due to the weak characteristics
of the linear approximations. Since the estimated capacity for the right key [Chol0] given
in the first version of [BN15a] is then smaller than the one for the wrong keys, the attack on
26 rounds seems to fail. In reality, if the impact of the weak linear characteristics is taken
into account, even if not more than random noise for all involved linear approximations,
the capacity estimate will never be less than the capacity of random linear approximations.

It is interesting to note that the insufficiency of the single-bit characteristics in
PRESENT for providing accurate values of the correlations of linear approximations
was previously observed in [AABL12] particularly as the number of rounds is increasing.
It was concluded that then also characteristics with two- or three-bit masks must be
taken into account. An alternative approach taken in this paper is to model the effect
of higher-weight characteristics as a linear approximation of a random cipher. This ap-
proach is computationally much lighter, and seems to work well for the purposes of linear
cryptanalysis.

The methodology for estimating the variance of capacity used in [BN15a] was the
same as in [HVLN15]. In the experiments done on SMALLPRESENT it was shown to
give an underestimate of the variance, particularly in the case of multidimensional linear
cryptanalysis. In the first version of [BN15a] this problem was identified and discussed.
The method is based on the assumption that the correlations of all linear approximations
involved in the attack are independent and have equal FLP. Since this is quite unrealistic
in the multidimensional case, an improved method was briefly sketched. The idea was
to separate between the sets of linear approximations used in the offline analysis and in
the actual online attack. The main advantage of this approach is that no independence
assumption needs to be imposed on the linear approximations used in the multidimensional
cryptanalysis. Only a (usually small) subset of linear approximations used in offline
analysis, such as a linearly independent set of so-called base approximations, must be
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assumed to be statistically independent. This solution is not included in the published
version [BN16] of the work [BN15a]. The full description of this method is now part of
Section 3 and comparison is provided in Subsection 4.3.

Relation to previous work by Vejre et al. The key-variance of the capacity was first
considered in [BLNW12] in the case of attacks with zero correlation. The starting point of
the work of Vejre et al. [Bog16,Vej16,BTV16] was to incorporate the variance of correlations
to the capacity value and variance estimates and to apply the signal/noise approach, as
was also done already in [BT13] for single linear cryptanalysis. The introduction of the
noise-based capacity value and variance estimates provided by this paper are due to Vejre
et al. They can be considered essentially as a special case of [Vej16] with zero covariances
and considering an equal number of approximations in the offline and online analysis.

1.2 Contributions of this Paper

The main goal of this paper is to solve the issues discovered in the treatment of the first
version of [BN15a] and left open in [BN16]. Although there are generic approaches how
to estimate a correlation of a linear approximation for a given block cipher, the details
depend crucially on the structure of the cipher. The same is true even more when the
goal is to estimate the expected value or the variance of the capacity. In this paper we
present solutions to an iterated key-alternating block cipher. The proofs are given under
the assumption of a long-key cipher, that is, a cipher with independent round keys. The
results are tested in experiments also for other key-schedules.

To carry out this analysis we need some basic properties of correlations of linear
approximations and their distributions. Therefore, we start by presenting a statistical
model of the linear key-recovery attack in the case of one linear approximation that
has a number of dominant characteristics. When the linear approximation has many
dominant trails as described in [BT13], it is often the case that the correlation of the linear
approximation is close to zero. In this paper we present, to the best of our knowledge,
the first estimate of the data complexity of a simple linear attack when the expected
value of the correlation of the linear approximation equals zero. The classical case of
a single dominant characteristic was presented in [BN16]. In that case the probability
distribution of the right-key correlation is modeled as a union of two normal distributions
that are symmetric with respect to zero. As the number of dominant characteristics
increases the number of normal distributions increases and their union can be modeled
using a single normal distribution with mean close, or equal to zero. By integrating the
key as a random variable in both the wrong key and right key case and modeling the
effect of weak characteristics as random noise, we accomplish the work done in [BT13]
and give the success probability of the key-recovery attack using the hypothesis testing
distinguisher. The results are provable for long-key iterated block ciphers. To test our
model we have done experiments on 20 rounds of SIMON32/64 and compared it with the
previous models [Sel08,BT13].

This case also demonstrates the crucial role of ELP in linear cryptanalysis as stated
in [DRO6]. Even if the expected correlation is equal to zero, that is, the same as in the
random case, distinguishing from random is still possible depending on the ELP (variance)
of the correlation. This fact underlines the importance of getting the variance estimates
accurately.

We then proceed by presenting an improved capacity estimate of an iterated block
cipher in multiple or multidimensional linear cryptanalysis by replacing the effect of missing
characteristics by independent noise. We show that the quantity computed in [Chol0)]
using the matrix method is not a valid capacity estimate in the key-dependent model. By
adding the noise factor, the expected capacity for the right key is always larger than the
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one for the wrong keys. The validity of the multidimensional linear attack on 26 rounds of
PRESENT hence depends on the variance of the capacity.

The open problem from [BN16] of how to properly estimate the variance of capacity
is then resumed. As outlined in that preliminary work, the sets of linear approximations
used in offline and online analysis typically differ, in particular, when the multidimensional
linear attack is concerned. We derive the formula of the estimated variance under the
assumption that, over the key, the correlations of the strong linear approximations used
in the offline analysis are independent and normally distributed with mean equal to zero.
In addition to being conceptually easy to handle in theory, this basic model captures the
behavior of the PRESENT cipher quite accurately. It is also computationally feasible in
practice. The simplest variance estimate can be computed given the number of the strong
linear approximations involved in the offline analysis and the capacity estimate.

Using the new formula of the capacity estimate and of its variance we show that Cho’s
attack on 26 rounds of PRESENT is still valid and give realistic estimates of its success
probability.

The theoretical results are backed up by several experiments. The main new results of
this paper are summarized in Theorem 2 where a new estimate of the success probability
and data complexity for a linear key-recovery attack is provided, and in Theorem 4 and
Theorem 5, where improved estimates of the capacity deviate are provided. In addition, we
present an extended comparison with the previous related work. The different experimental
results illustrate the improvements in the correlation and capacity deviate estimates. The
most visual experimental results are provided in Figure 4 and Figure 5.

Outline. The outline of this paper is as follows. In Section 2 we introduce the necessary
notation, determine the data-complexity of a linear attack using several strong linear
characteristics and explain how to use noise to estimate the mean and the variance of the
correlation in this case. In Section 3 we focus on the multiple and multidimensional linear
cryptanalysis. Based on experiments, we show that the new estimate of the key-variance of
the capacity is more accurate than the previous ones. In Section 4 we use the new estimate
to derive more accurate data complexity estimate for multiple and multidimensional linear
cryptanalysis. The theory developed in this paper is backed by experiments in Section 5.
Section 6 concludes this paper.

2 Linear Attacks

2.1 Key-Alternating Cipher and Key-Recovery Attack

An iterated key-alternating block cipher with block size of n bits processes plaintext
x € {0,1}™ and expanded key K’ = (ko,..., k) by iterating a round function g to obtain
ciphertext y. For simplicity of notation, we restrict to the case where k; € {0,1}" as
depicted in Figure 1. In some parts of this paper, the proofs are derived for a cipher
with independent round keys. We refer to such cipher as a long-key key-alternating
cipher [DROT].

kO ky ko ky—1 ks
T —b~ g N> g r-H----- > g N> g b= Y

Figure 1: Key-alternating block cipher of 7’ rounds with round function ¢ and expanded
encryption key (ko, k1, ..., k)

A statistical attack can be performed when one has detected a statistical property that
can be observed from some quantity computed from the cipher data. Let us denote by E’
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this part of the cipher. The cipher Ek is then written as Ex(x) = (Hg o B} o Gk )(x)
where G and Hp represent respectively the first and last rounds, and E corresponds
to r < r’ iterations of the round function g.

In the classical linear cryptanalysis, the property in consideration is a biased linear
combination of input and output bits over E% . Given a vector u in the input space and
a vector v in the output space of E}., the Boolean function u -z @ v - Ej(z) is called
the linear approximation over E% with input mask v and output mask v. Its strength is
measured by its correlation. In general, we call the quantity

cor(u-xz+v- f(x)) =
2_"[#{x€{O,l}"|u~x+v~f(ac):0}—#{xelﬁ‘g\u-m+v-f(:r):1}].

the correlation of the linear approximation u - 4+ v - f(x) of a vectorial Boolean function
f of n variables. For brevity, we use the following notation

c(u,v)(K) = cor(u-z +v- Ex(z)).

In the offline analysis of the cipher, the attacker selects a linear approximation (u,v). In
the classical linear cryptanalysis by Matsui [Mat93] the linear approximation is selected
such that c¢(u,v)(K) is large in absolute value, for all K. This is possible if the linear
approximation has a single dominant characteristics. In the general case, it is required
that the ELP is large, where ELP = Expy (c(u,v)(K)?), see Subsection 2.3.

In the online analysis, we want to extract a part of the encryption key K. Let us
denote this part of K by Kj. For this purpose, the attacker has chosen u and v in such a
way that there exist some truncation é;{/o and HI}; of the outer round mappings G i and
H;(I, respectively, such that they depend only on Ky and that

u- Gro(x) = u- G (x) and v- Hyl(y) = v- (Ej o Gi) (@),

for all plaintexts x and ciphertexts y = Ex (x).
We denote by D the sample of N plaintexts and by x the candidate key used in the
attack and define the statistic ¢(D, K, k) as follows

D, K, k) = %{#{xeDW«@(w)Jr%H,{_l(y):0} 1)

- #{xeD|u-@(m)+v-H§1(y) :1”.
Further, let us make the following notation

R [ ew(D,K, k), ifr# Ko,
e(D, K, k) _{ ¢rn(D, K), if x = K. (2)

Then for the right key, the outer round computations are cancelled and the statistic can
be expressed as follows

éR(D,K):%[#{ZEED\u~x+v~E}((x):0}7#{z€D|u~x+v~E}<(z):1} .

2.2 Distribution of Correlation of Long-Key Cipher

In general, the correlation over the r-round part E’ of a key-alternating block cipher Ex
depicted in Figure 1 can be written as

Z (-1 Hcor(n,l cz+1-9(2), (3)

i=1

c(u,v)(K) = cor(u-z +v- Ex(z))

T
TO=U, Tr=0
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where the sum is taken over all r-tuples 7 = (19, 71,...,7), where 79 = v and 7. = v.
Such a sequence 7 is called a linear characteristic of the linear approximation (u,v) and
the quantity

H cor(ri—1 -z + 7 - 9(2))
i=1

is called the correlation of the characteristic 7. A linear approximation is said to have a
single dominant characteristic if there is a characteristic t = (o, t1, .. .,t-) such that the
absolute value of its correlation is large and

[ TTcor(tior -2+ ti- g(2)| = lew, 0) (),
i=1

for all K, and all other characteristics 7 # t have equally small or zero correlations.
Originally Matsui [Mat93] describes linear attacks for linear approximations with single
dominant characteristic. This case was revisited and the key variable integrated in the
model in [BN15a, BN16].

Nowadays, many ciphers are designed in such a way that all linear approximations
comprise several dominant characteristics. As the number of dominant characteristics grows
the correlation as expressed in Equation 3 will take several different values, depending of
the encryption key, with non-negligible absolute value. As the number of rounds increases
it becomes unfeasible since the number of equally dominant characteristics increases. It was
shown in [RN13] that it is possible to distinguish between different values of correlations
up to seven rounds of PRESENT. In particular, it means that for an increasing number of
encryption keys the correlation will be equal, or close, to zero. Still, linear cryptanalysis
may be possible.

The goal of this section is to give a statistical model of linear cryptanalysis using such
a linear approximations. We follow the theory developed in [DR07,BT13]. The proofs are
presented for a long-key cipher. We start by stating the following general property.

Lemma 1. Suppose that (u,v) is a linear approzimation of a long-key block cipher. Then
Expg(c(u,v)(K)) =0 and Varg(c(u,v)(K))= ELP.

Many authors have performed extensive experiments to study the shape of the distri-
bution of the correlation of a linear approximation [DR07, AABL12,BT13,RN13]. Most
researchers agree that in practical cryptanalysis of most contemporary ciphers it is quite
realistic to assume that the shape of the distribution is normal. We also make that
assumption throughout this work.

2.3 Data Complexity of the Attack

Although the correlation has an expected value close to or equal to zero, that is, equal
to the expected value of a random correlation, it can still be distinguished from random
thanks to its larger variance. In this section, we recall the hypothesis testing approach for
key recovery by distinguishing distributions, and then apply it to determine the success
probability of a key-recovery attack using a linear approximation with several dominant
characteristics.

The aim of the classical key-recovery attack is to distinguish a part of the encryption
key, which we call the right key, from wrong key candidates as explained in Subsection 2.1.
To estimate the data complexity of the attack it is then necessary to know the distribution
of the involved random variables. In the classical linear context, the variables éw (D, K, k)
and ég(D, K), as defined by Equation 2 for the wrong and right keys, are assumed to
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be normal deviates. Under this assumption, a new expression of the parameters of these
normal distributions when both the deviation from the data and the key are taken into
consideration was derived in [BN15a,BN16]. The estimates were obtained simultaneously
for attacks in the known plaintext (KP) and distinct known plaintext (DKP) model. To
state the result of [BN16] we introduce a constant B defined as follows

1, for KP,
— n __
B = %, for DKP. (4)

Let us denote by ¢ the expected value of ¢(u,v)(K) taken over K. Then by Theorem 5
of [BN16] it is known that ér(D, K) has the following mean and variance

B
Expp g (¢r(D,K)) =c and VarD,K(eR(D,K)):N+ELPf02.

If moreover the number of dominating characteristics is large then the distribution of
¢r(D, K) has a normal shape.

In [BT13] (see also [BN16]) it was proved that éw (D, K, k) follows a normal distribution
with mean and variance, respectively, as

B
=0 d o3 =—+2""
mw an ow NJr

By Lemma 1 we summarize these results for a long-key cipher as follows.

Theorem 1. Given a linear approzimation of a long key-cipher let us assume that its
correlation c(u,v)(K) is normally distributed. Then the empirical correlations ég =
¢r(D, K) and éw = éw (D, K, k) are normal deviates with parameters

pr=0 and o%=—=+ELP,
pw =0 and o =

Note that in the DKP context, we have ¥ + 27" ~ % and the expression of this
variance estimate can be simplified accordingly.

In this case pur and pw are equal as both are equal to zero. Then the derivation
of the success probability and data complexity estimate is different than in previous
cases [Sel08, BT13,BN16] for a classical linear attack. An example distribution is plotted
in Figure 2. Even if ur = puw = 0 the difference between the variances makes it possible
to distinguish the right key from the wrong ones. On the left side, we illustrate the
statistical inference based on the observed correlation é(D, K, k). Then if it is smaller
than the threshold —©, or larger than O, the key candidate « is likelier to be the right
key k = K than a wrong key. An alternative way of doing this inference is to consider
the square correlations. In that case, the observed correlations ér(D, K) in the right-
key and éw (D, K) in the wrong-key case when squared and divided by their variances
follow a x? distributions with one degree of freedom. It means that ¢% = ¢g(D, K)? and
¢34, = éw (D, K, k)? follow Gamma distributions and have means and variances as follows

2
Expp  (¢%) = % +ELP and Varpg (¢}) =2 (ff + ELP) ,

B B 2
Expp (k) (6%4/) =N +27" and Varp (g x) (é%/v) -9 (N + 2n) .

The parameters of the Gamma distributions are 1/2 and 202 where o2 is equal to 012% or 0‘2,[,
as given in Theorem 1 . Key candidates x with é(D, K, k)? > ©2 are the likeliest candidates
for the right key. An example of this case is depicted on the right side of Figure 2.
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Figure 2: Left: distribution of ¢g and ¢y . Right: distribution of 6% and é%,v These are

theoretical curves obtained from U%/V =2"% and 0123 =273,

Using the hypothesis testing approach we obtain the following estimates of the data
complexity of a linear attack. The proof provided in Appendix A.1 is based on distinguishing
the two normal distributions on the left of Figure 2.

Theorem 2. Given the advantage a of the key-recovery attack and op and ow as in The-
orem 1, the success probability of the attack is given as

Ps =22 (ZV; -@1(1—2a1)>, (5)

where ® and &1 denote the cumulative distribution function and quantile of the central
normal distribution. Equivalently, the data complezity NXY or NPKP of q linear attack
using non-distinct or distinct known plaintexts can be estimated as follows:

@—1(1 _ 2—@—1)2 _ @_1(1 _ PS’/2)2
ELP&$1(1 — Pg/2)2 — 2-n@-1(1 — 2-a-1)2’
ke, PN 2702 9ol P22
(ELP —27™)9~1(1 — Pg/2)?

NKP _

In [CW16] a linear attack on 21 rounds of SIMON32/64 [BSS™13] has been implemented.
To check the validity of our results we have performed similar experimental attacks than
in [CW16]. The description of the experiments are provided in Appendix B.1 and confirmed
(see Table 5) that taking into consideration the key-variance for the right and the wrong
keys allows us to provide a relatively good estimate of the success probability of the attack.
In the same appendix we recall previous estimates of the success probability of a classical
linear attack.

In Appendix B.2, we also discuss the difference between the distinct plaintext and
non-distinct plaintext models, which becomes significant when the sample size is close
to the full codebook. With the DKP sampling the success probabilities are higher and
achieve the maximum with full codebook. If the KP model is used, then one must go
beyond the full codebook to achieve success probabilities comparable to the one achieved
using the DKP model and the full codebook of data.

2.4 Estimating ELP and Experiments

The experiments on SIMON32/64 presented in Appendix B.1 were based on an ELP
value computed experimentally from the cipher, which is infeasible for ciphers with larger
block size. The aim of this section is to present a method for estimating FLP in the
offline analysis for an arbitrary key-alternating block cipher. Our theoretical model is
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restricted to linear approximations of long-key block ciphers. The model will be tested in
experiments also on other types of key-schedules.

Given a correlation of a linear approximation of a key-alternating block cipher as
in Equation 3 we denote the correlation of the characteristic 7 by p.. Then

cluo)(K)= Y (=17 %p.. (6)

TO=U, Tr=0
If moreover the cipher is a long-key cipher, the linear hull theorem [Nyb94, DR06] holds,
which means that the FLP of the linear approximation can be expressed as follows

ELP = Expg (c(u,v)(K)?) = Z P2 (7)

T
TO=U, Tr=0

Now let us assume that the cryptanalyst has found a linear approximation (u,v) such
that, in its correlation given as Equation 6, the quantities p, can be identified and quantified
for a significant number of characteristics 7. Let us denote by S the set of identified
characteristics for the linear approximation (u,v). Further, we denote the corresponding
part of the total correlation as

Qu,v)(K) =Y (=1 pr, (®)

TES

and by R(K) the correlation contribution of the remaining characteristics, that is,
R(K) = c(u, v)(K) = Q(u, v)(K). 9)

We assume that the offline enumeration of the dominating linear characteristics is exhaustive
so that the remainder R(K) behaves like random noise, similarly as in the case of a single
dominant characteristic [BT13, BN16]. By [DRO7], a correlation of a random linear
approximation is normally distributed with expectation zero and variance equal to 27™.
Throughout this paper we model R(K) as the correlation of a random linear approximation.

On the other hand, it can be shown that the variance of R(K) for a long-key cipher is
equal to ZT¢ s P2. Then we get the following theorem.

Theorem 3. Suppose that a linear approximation over a long-key cipher admits a set S of
dominating characteristics, and suppose that R(K) = Zﬂés(fl)T'KpT ~ N(0,27™). Then

Varg (c(u,v)(K)) = ELP = Z P27,
TES

The Sbox used in the block cipher PRESENT [BKL"07] has the particularity of having
strong linear approximations with mask of weight one. They can be traced easily over
multiple rounds of the cipher. In particular, for this cipher we can use a matrix method
to estimate the correlation of linear approximations with input and output masks of
weight one. For experimental purposes, we use a scaled version [LealO] of this cipher
called SMALLPRESENT-[4]. One round of this 16-bit cipher is represented in Figure 6 in
Appendix C. In Table 6, Appendix C, we recall the strong correlations which are used
to estimate the correlation of a linear approximation over multiple rounds of the cipher.
The principle of the matrix method to estimate the ELP of a linear approximation is also
provided in Appendix C.

In [AABLI2] it has been experimentally illustrated that the variance of a linear
approximation varies depending on the dependency between the round keys. For the
purposes of experiments we define three key-schedulings. When the round keys are
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independent, the length of the master key of a r-round version of the cipher is 216("+1)
bits. We refer to this key-schedule by LonekEY. Secondly, from a 20-bit master-key we
derive 16-bit round keys using a key-schedule called scHEDULING given by the algorithm
described in Appendix E. Finally, from a 16-bit master key the key-schedule called sAME
consists of identical round keys. In the experiments the expected values and variances are
computed using a sample of 22° random long keys, and all 22° and all 2!6 master keys of
the key-schedules sSCHEDULING and SAME, respectively.

The results of our experiments are given in Table 1. As explained earlier the set S
taken for experimental purpose consists of the 1-bit linear characteristics of PRESENT.
We can see that the noiseless estimate ) ¢ p2 of the ELPs of the linear approximations
used in [Chol0] is far from accurate. When taking the noise into consideration the estimate
of the variance is significantly improved particularly for the LoNGKEY scheduling when
the round keys are independent.

Table 1: Variance of the correlation of the linear trail with © = v = 0x0020

r 2 2 | oon|Vark(c(u,v)(K))|Varg (c(u,v)(K))| Varg (c(u, v)(K))
2
2ires Pr|Lres Pr + LONGKEY SCHEDULING SAME
3[ g-10.22 5-10.39 5-10.30 5—0.08 5-10.83
4| 9-12.83 9—12.68 9—12.35 9—12.15 9—11.90
5| 9-15.42 9—14.68 9—14.16 9-14.11 9—14.01
6l o-18 9—15.68 9—15.36 9—15.36 9—15.04

3 Multiple and Multidimensional Linear Attacks

3.1 Preliminaries

The goal of this section is to extend the statistical model of key-recovery attack to
generalizations of linear attacks of iterated block ciphers. As depicted in Figure 2 the
Gamma distributions related to the squared correlation have different means in the
right and wrong key case for certain linear approximations. The idea of using multiple
linear approximations simultaneously is to amplify this effect by combining such Gamma
distributed variables. When applying these attacks in practice, sufficiently accurate
estimates of the parameters of the involved distributions is needed. The accuracy of the
parameter estimates depends on the amount and quality of information obtained from the
cipher.

To collect information of the correlations of all the linear approximations over E% used
in the attack the notion of capacity was introduced in [BCQ04] and generalized in [HCN09].
Given a set of linear approximations with input and output mask pairs (u;,v;), 7 =1,...,¢,
where (uj,v;) # 0, their capacity is defined as the sum of the squared correlations:

C(K) = cluj, v;)(K)*.
j=1
The expected value of the capacity is denoted by C. Then

14
C' = Expg (C(K)) =Y Expg(cluy, v))(K)?),

Jj=1

that is, the sum of the FLP values of the involved linear approximations. Estimating the
capacity is essential for providing estimates of the strength of the attack. Given estimates
of the ELP values we obtain by summing them up an estimate of the capacity. There
exist also algorithms that compute the capacity estimate directly.
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Figure 3: Estimating the capacity of a multidimensional linear approximation.

r — 2 rounds

N
D

YY)
SPDD

5EE
YT
S3
R

v

3.2 A Setting of Estimating Capacity for Iterated Ciphers

It is quite common in multidimensional linear cryptanalysis that the linear approximations
used in the attack are different from those in the offline analysis when estimating the
capacity. In Figure 3 we present an example where the linear approximations (u,v) € U XV
over r rounds of the cipher are used in the online attack while the estimation of the capacity
C can be done using the linear approximations («, 8) that span over r — 2 rounds only.
The idea is to exploit the fact that a probability distribution is preserved under a bijective
mapping. In the example situation depicted in Figure 3, the probability distribution of
three 4-bit data values (z1, za, 23) observed outside the Sboxes is identical to the probability
distribution of the data values (S;(21),S5 (22), S5 '(23)) looked from the inside of the
cipher before the Sboxes.

Let us assume that the cipher is an SPN cipher and denote by S the Sbox layer. Then
the round function g of the iterated block cipher is affinely equivalent to S. It suffices
to show that the expected capacity value of the multidimensional linear approximation
over r rounds determined by (u,v) € U x V is equal to the capacity determined by linear
approximations (a, 3) € S(U) x S~1(V) over r — 2 rounds.

In addition to reducing the number of nonlinear rounds, this approach is advantageous
if the linear approximations («, ) are easier to analyze. For example, it may be the case
that only a subset of them have large ELP and their independence can be justified. For
example, the key bits that control the encryption function are different for different (o, 3)
in this subset.

We denote the expected linear potential of a linear approximation (a,b) by ELP(a,b).
By Equation 7 we then have

ELP(u,v) = sz = Z cor(u-z+ 71 - 9(2))?ELP(11, 7r_1)cor(t,_1 - 2 + v - g(2))2.

T1,Tr—1

Since S is the only nonlinear function of the round function g, it follows that for each 7
there is a unique «, a linear mask after the first Sbox layer, and also for each 7,._; there is
a unique [, a linear mask before the last Sbox layer, such that

Z cor(u-z+ 71 - 9(2))2ELP (11, 7r_1)cor(t,_1 - 2z + v - g(2))?
= Zcor(u 24 a-S(2))?ELP(a, B)cor(f - z +v - S(2))2.
a,p
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Due to the properties of the Sbox layer, it holds for all w € U and v € V that
cor(u-z+a-5(2)) =0, ifa ¢ S(U), and cor(B-z+v-S(2)) =0, if 8¢ S~(V).
Then we obtain

C = > ELP(uwv)= Y  ELP(uv)-1
(u,0)EUXV (u,v)eUXV
(u,v)#0

= Z ZZcor (u-z+a-S(2)*ELP(a,B)cor(B -z +v-5(2))? — 1

(u,)eEUXV «

= Z Z ELP(«a Zcoru z4+a-S(z Zcorﬁ z4v-8(2)% -

acS(U) BesS—1(V) uelU veV
= Z Z ELP(a,B) —1= Z ELP(a, ),
a€eS(U) BES—1(V) (a,B)ES(U)xS™H(V)
(a,8)#£0

where the first equality on the last line follows from Parseval’s theorem. Hence we have
shown that the capacity determined by the linear approximations (u,v) € U x V can be
computed using the linear approximations («, ) € S(U) x S=Y(V).

3.3 Estimating Expected Value of Capacity

Next we show how to derive a capacity value estimate by restricting to a subset of all
linear approximations involved in the computation of the capacity and using sufficiently
many enumerated strong characteristics for each linear approximation. Let us denote by
ELP; the expected linear potential of c(u;,v;)(K). By Equation 7 we have

ELP; = Expg (c(uj,vj)(K)Z) ,
for j =1,...,¢, and for the capacity,

14

l
C = Expye(C(K)) = Y Exprele(uy,0)(K)*) = Y ELP,

holds. Then we focus on a subset of M linear approximations, which we number from
1 to M. Under the assumption of a long-key cipher, one can select, for each dominant
linear approximation (u;,v;), j =1,..., M, an enumerated part Q(u;,v;)(K) as defined
by Equation 8 and use them to compute a capacity estimate

M M
Ci = Expg ZQ(uj’Uj)(K)Q = Z Z 072—, (10)

j=1 j=171€eS;

where we denote by S; the set of significant characteristics for (u;,v;). For a practical
example, how to compute such an estimate as a product of squared correlation matrices
see Appendix C or [Chol0]. In this manner, one gets a lower bound of the average value
of the capacity over the keys. For all involved linear approximations the effect of missing
characteristics is modeled as the correlation of a linear approximation of a random cipher
as presented in Subsection 2.4. Consequently, we get the following capacity estimate.

M 14

4
=Y ELP; =) [ Y 242" |+ > 2 "=C.t27" (11)
j=1

j=1 \7eS; j=M+1
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3.4 Estimating Capacity Variance When ELP Estimates Are Known

Similarly as in the previous subsection we assume that a subset of linear approximations
has been identified to have large (squared) correlations and express the capacity as

0 M 14
C(E) =Y cluy,v)(K)* = cluj, ) (K)? + Y eluy,v)(K).
j=1 j=1 Jj=M+1

In the second sum we collected squared correlations of linear approximations which are
assumed to behave as random. Then it remains to assume that the correlations of M
linear approximations with significant FLP are independent to have a set of ¢ independent
and normally distributed random variables ¢(u;, v;)(K) such that the means are equal to
zero and

ELP;, forj=1,2,...,M, and

Varg (c(uj, v)(K)) = { 2" forj=M+1,2 ¢

by Lemma 1 assuming that the cipher is a long-key cipher. It follows that the squares
of the correlations divided by the variance of the correlation are independent random
variables and follow a x? distribution with one degree of freedom. From the parameters of
the x? distribution we obtain that

Varx (e J(E)?) 2ELP]2, for j=1,2,...,M, and
arg (c(u;, v; =
R 21-2n for j= M +1,2,...,0

By independency, the variance of the capacity is now obtained as a sum of all these
variances and we can state the following result.

Theorem 4. For a long-key key-alternating cipher, given a set of £ linear approzimations
where M have ELP estimates, we assume that their correlations are independent random
variables with normal distribution with variance as given by Theorem 3. Moreover, it
is assumed that the remaining ¢ — M linear approxzimations behave like random linear
approzimations. Then the variance Varg (C(K)) is given by

M M
Varg (C(K)) =Y 2ELP} +((— M)2"" " =23 " | Y~ p2 | +C.22" 402172 (12)
j=1 j

where C* is as defined by Equation 10.

Parallel to our work, Vejre has developed a method for computing the capacity variance
in the case of dependent correlations by taking into consideration the covariances of the
correlations [Vejl6]. In the case where M = ¢, our estimate given in Equation 12 is a
special case of Vejre’s method, and is obtained from it by setting the covariances and the
expected values of the correlations equal to zero as shown in Subsubsection 4.3.3.

3.5 Estimating Capacity Variance When Only Capacity Estimate Is
Known

Given only an estimate of the capacity C, further assumptions are needed to obtain an
estimate of the capacity variance. The simplest approach is to assume that all ELP;,
j=1,..., M, are equal, in which case we can state the following result.

Theorem 5. In the context of Theorem 4, let us suppose that all the ELP estimates are
equal for all j =1,..., M. Given the capacity value C the capacity variance is given by
{—M {—M

2 2
VaI'K (C(K)) = MCQ — 7022—1@ + 7621_271 = MCE + C*22_n —+ €21—2n.
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Proof. If all the ELP; estimates are equal, then

1 1
ELP; = —(C = ({ = M)2™") and > = 170" forallj=1,.... M.
TESj

We get the claimed result by substituting these expressions to Equation 12. O

In this paper we show results of experiments where the capacity estimate is given and
the variance estimate is obtained by Theorem 5.

3.6 Experiments

The different steps of our experiments on SMALLPRESENT-[4] are described below. We
selected a multidimensional linear space of size £ = 28 — 1, involving bits 8,9, 10,11 at the
input and bits 4,5, 6,7 after r rounds as described in blue in Figure 7 given in Appendix D.
For this multidimensional linear space, we can estimate the capacity of the multidimensional
linear approximation using the matrix method over r — 2 rounds. In Subsection 3.2 we
explained how to estimate the capacity for such multidimensional linear space. Note
that the technique is similar to the one used in [Chol0] to estimate the capacity of the
multidimensional linear space involved in the attack on 26 rounds of PRESENT. For this
reduced cipher we have M = 9.

The value of C, = Z;Vil Do S, pZ is given in Table 2 as well as the estimate of the
capacity using Equation 11. In the same table, we provide the expected value of the
capacity for the three different key-schedules introduced in Subsection 2.4.

Table 2: The expected value of the capacity

e o |Bxpx(C(K)) [ Expy (C(K)) | Expg (C(K)) | Expg (C(K)) — Cs
LONGKEY SCHEDULING SAME LONGKEY
5 9—7.41 | 9—6.68 9—6.600 9—6.596 9—6.598 9—7.82
9—10.02 2—7.68 2—7.42 2—7.404 2—7.401 9—7.68
7 2712.61 277‘94 277.95 277‘940 277‘950 278.01

In the last column of Table 2 we compare the difference between the expected value
of the capacity and C, computed in the offline analysis, and demonstrate that the noise
is close to 27" = 278 in the setting of the presented experiments. The noise-based
modeling of estimated capacity has also been experimentally verified in [Vej16], Fig. 5.1,
see also [BTV16], Fig. 3.

Next, we compare in Table 3 the estimates 2CZ and 2C?, which correspond to the
estimates derived in [BN16], and the estimate provided in Theorem 5 with the experimental
variances for the different key-schedules defined in Subsection 2.4.

Table 3: Comparison of between different theoretical and experimental capacity variances

olozee | o2 202 + 2210, + 2172 | Vark (C(K))| Varg (C(K))|Varg (C(K))
L ¢ Theorem 5 LONGKEY | SCHEDULING SAME

5 | 9—21.82[9—20.36 9—16.91 9—17.39 9—17.83 9—16.96
9—27.04 | 9—22.37 9—21.31 9—20.94 9—20.71 9—20.85

7 | 9—32:21 | 9—22.89 9—22.82 9—22.51 9—22.40 9—22.34

These experimental results illustrate that for a long-key key-alternating cipher the
variance estimate provided in Theorem 5 is much closer to the experimental one. The
implication of this result to the success of the attack is provided in the next section.
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Note that while we observe a difference in the capacity variance depending of the used
key-schedule, this difference becomes marginal as the number of rounds increases and the
theory developed in this paper for a long-key cipher is also applicable on ciphers with
different key-schedules.

In previous publications [Chol0, Leall], the experiments were performed on a reduced
number of rounds of the 64-bit PRESENT. The influence of the noise was then not detected
since C, was too large in comparison to the noise ¢27". Experiments on a scaled (here
16-bit) version of the cipher may be helpful for detecting the influence of the weak linear
characteristics and approximations.

4 Impact on Multidimensional Linear Attacks

4.1 Statistic for Right Key

In practice when an attack is performed only part of the data is considered. In the
multiple/multidimensional linear context the statistic T'(D, K, k) is computed during the
online part of the attack

¢
T=T(D,K,x)=NY» &(D K, k) (13)
Jj=1
where ¢;(D, K, k) is the empirical correlation of the j-th linear approximation as defined
by Equation 1 in the classical linear context.
In multidimensional linear key-recovery attacks, the online test statistic is computed

over all non-zero linear approximations in space U x V, in which case, instead of the
individual empirical correlations, cryptanalyst may compute the test statistic over the

observed data (G, (z), H: '(y)) with G.(z) € U and Hy'(y) € V, also as follows

(14)

¢ —s
T=T(D,K, k)= Z%ﬂ
n=0

where V[n)] corresponds to the number of times the value n € U x V occurs for the observed
data (év,g(a:), H;'(y)) in the sample D. In the offline analysis, only a subset of all linear
approximations are taken into consideration when the capacity estimate is computed over
the linear space U x V or an equivalent space as explained in Subsection 3.2.
To perform an attack, the statistical model for both the wrong and right keys have to
be considered. Let us make the following notations
Tr(D,K) = T(D,K,k), for k = K,
Tw(D,K,k) = T(D,K, k), for k # K.
Theorem 6. The statistic Tr(D, K) computed either as in Equation 14 (only in multidi-
mensional linear attack) or as in Equation 13 has the following mean and variance
pr = Expp g (Tr(D,K)) =Bt + N -Expg(C(K)) and (15)
0% = Varp g (Tr(D,K)) = 2B*( + 4BN - Expy (C(K)) + N? - Varg (C(K)),

where B is as defined in Equation 4 for a KP or DKP attack.

Proof. From [HCNO09] for the KP model and from [BN15b] for the DKP we have that for
a fixed key a constant multiple of Tr(D, K) follows a non-central y? distribution. The
parameters are the following

Expp, (Tr(D, K)) = Bl + NC(K) and Varp (Tg(D, K)) = 2B*( + 4ABNC(K).
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From the following formulas

Expp x (Tr(D,K)) = Expg (Expp(Tr(D, K))).,
Varp k (Tr(D, K)) = Expg (Varp(Tr(D, K))) + Vark (Expp(Tr(D, K))),
we derive the result. O

Using the results from Subsection 2.2 and the estimate given in Theorem 5, we obtain
the following estimates of the expected value and variance of the statistic Tr(D, K).

Corollary 1. Given B defined by Equation 4 let us suppose that C = Expy (C(K)) is
equal to Cy + 027" = Z]Ail ZTE& p2 + 027" as given in Equation 11. Assuming the
estimate of the capacity variance given in Theorem 5, we have

Expp x(Tr(D,K)) = B{+NC, and

VarD’K(TR(D, K))

2
2B°+4BNC + N* (302 +2°7"Co + 421727,

Or equivalently in the KP setting (B =1)

N? 2N NC, N
VarD’K(TR(D7K)) = 28(1 + ﬁ + %) +4NC*(]. + oM + 27

),

and in the DKP setting

NC*)
2M

Varp x (Tr(D,K)) ~ 20 +4NC,.(1 +

4.2 Statistic for Wrong Key

Let us denote by Cy the expected capacity in the wrong key case. Then

Cw =Y Expp ks (&(D, K, )*), k# Ko.
J

In [HCN09, Cho10] the value Cy = 0 was used. Now that we take the noise introduced by
the key variable into account, we take this estimate to be equal to Cyy = 27™¢ as in [BN16].
Then the behavior of the test statistic for the wrong key can be stated as follows.

Theorem 7. [BNI16] Assuming that £ > 50 and a normal approximation of the x>
distribution, the statistic Ty (D, K, k) for k # K follows a normal distribution with mean
ww and variance ¥, defined as follows

pw = BC+ N2 and 0% = = (B + N27"0)?

~| Do

where B is given as in Equation 4.

4.3 Previous Models for Right Key
4.3.1 The model of [HCN09, Cho10]

In [Chol0] a multidimensional linear attack on 26 rounds of the block cipher PRESENT is
presented. The success probability estimate was based on the statistical model developed
in [HCNO09]. In this model it was assumed that the statistic Ty for the wrong keys follows
a normal distribution with mean ¢ and variance 2¢. For the purpose of clarity, we denote
these previous estimates by jiyy = ¢ and 3, = 2{. Recently, in [BN15a], new estimates of
pw and o have been provided. These estimates are recalled in Theorem 7 and are based
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on the estimate Cy = £27™. For the right key, in [HCN09], the mean fir and the variance
of 6% were estimated to

fir =+ NC,, and 6% = 2(¢ + 2NC,).

In [Chol0] the capacity was computed using the matrix method as described in Sub-
section 2.4 and Subsection 3.6. In particular C' was estimated to be close to C, =
ij\il Do S, p2 meaning that the mean and the variance of Tr were estimated to

fir =+ NC,, and 6% = 2(¢ +2NC,).

In this paper we showed the difference between C, and C which is particularly important
when C is close to 27" (see example in Table 2) and provide a new estimate of the expected
value pup of Tr. The difference between the means in the right-key and wrong-key case is
always positive and the same as estimated in [Chol0], meaning that fir — i = g —puw =
NC.,. The success probability (see Equation 17) of the attack is then not influenced by
these new mean estimates obtained for the wrong keys in [BN15a] and for the right keys
in Subsection 4.1. Using the result of [BN16] for a fixed success probability using the new
variance estimate we obtain a better estimate of the data complexity of the attack.

4.3.2 The model of [BN15a, BN16]

Assuming, as it is possible for SIMON32/64 a good estimate of the ELP of each linear
approximation, in [BN16] the following result is derived

Theorem 8. [BN16] Assuming that all linear approzimations have equal ELP and given
C= ijl Expy (c(uj,v;)(K)?) and Cy = Z§:1 Expy (c(uj,v;)(K))?, we have

Expp (Tr(D,K)) = B{+ NC, and Varp x(Tr(D, K)) = %((BE + NC)? — (NCp)?)

The form of the distribution of Tr can be determined in two cases:
1. £ > 50, in which case normal approximation can be used, or

2. Cy =0, in which case Tr follows a Gamma distribution with variance

2 2
7(Bl+ NC)?) =2B*( +4BNC + NQ(ZCf +2% 0, +0- 20 (16)

The variance estimates provided in Corollary 1 and in Equation 16 are similar. The
difference is only in the multiplier of C2. The previous estimate from Equation 16 has
multiplier ¥ and it was experimentally observed in [BN15a] to give an underestimate
for the variance of Tr(D, K). In the formula given in Corollary 1 this multiplier is equal
to % where M < ¢ corresponds to the number of dominant linear approximations. The
experimental comparison between these estimates is given in Subsection 5.1.

4.3.3 The model of [Vej16,BTV16]

In this section we recall the result of [Vej16, BTV16], in the particular case where we
assume that covariances of the linear approximations are equal to 0.

Theorem 9. Corollary 2 of [Vejl6]. Given ¢ linear approzimations (u;,v;), let us denote
by C\) = Z§:1 > ores; p2 and C = C\9 4 027", Assuming that the correlations of these
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linear approzimations are statistically independent, we have

Expp i (Tr(D, K)) B+ N(CY 427" = Bt + NC
Varp i (Tr(D,K)) = 2B* +4BNC +2N?(27"1C{) 4 ¢.272m)

+

N7y [(Bxpic (@t 0)(K)) = (Bxpe (@, ) () -

j=1
In the special case, when Exp g (Q(uj,v;)(K)) =0 as in Section 2, we obtain

2

4
Varp x(Tr(D,K)) = 2B+ 4BNC + N2 (2 S 2] 22 el 621*2").
j=1 TES;

The last expression is equal to the one we obtain by combining Equation 12 and
Equation 15 and by setting M = ¢.

5 Experiments

5.1 Experiments on SMALLPRESENT-[4]

In Figure 4 and Figure 5 the distribution of Tr(D, K) is experimentally computed, for the
long key version of SMALLPRESENT-[4]. The experiments are performed over 5 rounds
of the cipher with the multidimensional linear space as in Subsection 3.6. We use the
normal distribution to estimate the distribution of Tr(D, K). The theoretical expected
value and variance are taken from Corollary 1. In these graphics we observe that the
new variance estimate is more accurate than the one given in [BN16]. The theoretical
results have been computed with the estimate of the expected capacity C = C, + £27™.
In Figure 5, the experiments are performed using known plaintexts and a comparison
with the model of [HCNOQ9] is also provided. Similar experiments over 6 and 7 rounds are
presented in Appendix F.

250 o

Experimental [ em—
[BN16]
Corollary 1 e

[BN16]
Corollary 1 e

160

120 4

200 300 400 500 600 700 200 300 400 500 600 700
Tr(D, K) Tr(D, K)

Figure 4: Comparison between the experimental distribution of 7'(D, K) and normal
distributions with mean Bf + NC and different variances recalled in this paper. Left with
N = 24, Right with N = 2'°. Experiments in the DKP setting.

The distribution of Tr(D, K). At the contrary of [BN16], the study of the statistic
Tr(D, K) presented in this paper does not directly give us the distribution of Tr(D, K).
As recalled in Theorem 8, in [BN16], it is shown that the distribution of Tr(D, K) can be
approached by a normal distribution if the number of linear approximations is large.
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Figure 5: Comparison between the experimental distribution of T'(D, K) and normal
distributions with mean B¢ + NC and different variances recalled in this paper. Left with
N =2, Right with N = 2!5. Experiments in the KP setting.

The use of the normal distribution to approximate the distribution of Tr(D, K) is
also confirmed by our experiments. Therefore, to analyze the success of the attack using
classical tools, we make the following assumption.

Assumption 1. For ¢ > 50, the statistic Tr(D, K) as defined in Subsection 4.1 follows a
normal distribution with mean pr and variance 012_3 as given in Corollary 1.

An estimate of success probability. In practice, we know that it is hard to get a
correct estimate of the mean and standard deviates of the variables in a statistical
attack. In Figure 4 and Figure 5, it is illustrated that the theoretical and experimental
variances slightly differ from the experimental ones. In our experiments on 5 rounds of
SMALLPRESENT-[4] the variance estimate of Tr(D, K) is larger than the one obtained in
practice. When the distributions are normal and pugr > uw, we use the following estimate
of the success probability

(17)

— pw — owd 11— 270
PS:1—a:¢(“R Hw — owd )>,

OR

where «a is called the advantage of the attack and corresponds to the number of gained
bits during the attack. For details, see Appendix A.2.

From Equation 17 we can conclude that if the estimate of the mean is smaller than
one obtained in practice and if the variance estimate of Tr(D, K) is larger than the one
obtained in practice and the experimental and theoretical means and variances for the
wrong keys are equal, then we obtain an underestimate of the success probability or
equivalently an overestimate of the data complexity. The experimental results illustrate
that this was not the case with the previous estimates derived in [HCN09, HVLN15, BN16].

5.2 The Multidimensional Linear Attack on PRESENT

From Theorem 7 and Corollary 1 and under Assumption 1, we can estimate the success
probability of a multiple/multidimensional linear attack using Equation 17. In particular in
this section we apply our result to the multidimensional linear attack on PRESENT [Cho10].

In [Chol0] the attack takes advantage of 9 multidimensional linear space involving
in total £ =9 - (2% — 1) linear approximations. For this n = 64-bit block cipher we then
obtain Cyy = 275283 (see Subsection 4.2).

In Table 4 we compare the previous estimate of the success probability using the setting
of [Chol0] with the one of this paper. The success probability estimate obtained in [Chol0]
does not take into consideration the variance of the capacity for the right and wrong keys.

The new success probability estimate has been computed for an advantage of 8-bits.
While in [Chol0] the attack is performed in the KP model, we illustrate that we can
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Table 4: Multidimensional linear attacks on PRESENT. Computation of the success
probability for an advantage a of 8 bits.

attacked C. Success Probability
rounds | (over r — 2 rounds) C N | [Chol0] | This paper | This paper
DKP KP
24 275016 (22 rounds) | 274995 | 2585 | 97% 87% 86%
25 275277 (23 rounds) | 277180 | 261 94% 84% 74%
26 275538 (24 rounds) | 2752:60 | 2638 1 98% 90% 51%

also assume distinct plaintexts. It is important to notice that the attack on 26 rounds of
PRESENT as presented in [Cho10] is not threatened by the more accurate statistical model
derived in this paper. For instance with a data complexity of 263-% distinct plaintexts and
an advantage of 8-bit, the attack will succeed in 81% of the cases. In [BTV16] a multiple
linear attack on 27 rounds of PRESENT is presented, the attack used a multiple linear
distinguisher over 23 rounds derived from 189 linear approximations.

6 Conclusion

In this paper, we derive a method for estimating the variance of the correlation of a linear
approximation that comprises a number of strong characteristics. Our method does not
require any heavier computation that is needed to compute an estimate of the ELP for
the linear approximation. We also showed how to use this estimate to derive the success
probability of the online linear attack. This method is then extended to multiple and
multidimensional linear cryptanalysis to provide an improved estimate of the expected
value and the variance of the capacity. The results of this paper are compared with previous
results in the simple, multiple and multidimensional linear contexts and are heavily backed
up by experiments. Finally from the new developed theory we provide a new estimate of
the success of a multiple and multidimensional linear attack. Simultaneously to our work,
Vejre et al developed an extension to [BN15a] using which the variance of the capacity
can be estimated also in the case when the linear approximations involved in the offline
analysis have statistically dependent correlations.

When using multiple linear approximations, the question about their independence is
often an issue. In the course of this work, one of the main lessons learnt has been that the
correlations of linear approximations occur in two completely different types of random
variables:

1. the empirical correlations computed for a fixed key are random variables as function

of the random data sample, and

2. the correlations of linear approximations are random variables as function of the

random key.

It follows that in this model, which integrates both the data and the key as random variables,
we have two unrelated concepts of independence of linear approximations. Moreover, the
two types of random variables are also separated by their different usage: the type (1)
random variables are used in online analysis while the type (2) variables occur only in
offline analysis when estimating parameters of the distributions of type (1) variables. In
particular, it means that assuming independence of type (2) variables does not imply
independence, or any other restriction, for type (1) variables. The main advantage of the
multidimensional linear cryptanalysis method that it does not need any assumption about
the statistical independence of the empirical correlations of the linear approximations.
This advantage is not lost if the independence of the correlations over the key is assumed
in the offline analysis for the purposes of parameter estimation as done in this paper.
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A Success Probability
A.1 Proof of Theorem 2

In this section we prove Theorem 2 given in Section 2 and restated below

Theorem 2. Given the advantage a of the key-recovery attack and op and ow as in The-
orem 1, the success probability of the attack is given as

Ps =22 (ZV; -45—1(1—2—@—1)), (5)

where @ and P~ denote the cumulative distribution function and quantile of the central
normal distribution. Equivalently, the data complexity NXY or NPKP of o linear attack
using non-distinct or distinct known plaintexts can be estimated as follows:

o1 —-272"1)2 9711 - Pg/2)?
ELP®-1(1 — Pg/2)? — 2-n¢~1(1 — 2-a—1)2’
NDEP P (1-27*"")? -7 (1~ Ps/2)?
(ELP —2—™)9~1(1 — Ps/2)?
Proof. For the purpose of this proof we denote by CDFg and CDFy the cumulative

distribution functions of the normal distributions N(0,0%) and N(0,0%,) with 0% =

B B
N + ELP and o}, = N + 27™ as in Section 2. The probability density functions of these

NKP

distributions are illustrated in Figure 2.

Given an acceptance threshold ©, the non detection error probability 1— Pg corresponds
to the case where —© < ér < O (see Figure 2). Meaning that 1 — P = CDFR(0) —
CDFgr(—©). Similarly the false alarm error probability 27¢ corresponds to the case where
éw < —0O or ¢y > O©. We obtain that 1 — Ps = 2¢(0/or) — 1 and 27% = 2¢(—0O/ow),
where @ is the cumulative distribution function of the central normal distribution.

For correctly selected parameters we can find © such that

O =0rd (1 - Ps/2) =ow® (1 —-2771). (18)

The success probability is then
_ oW p-1 —a—1
PS22¢>(~Q3 (1-2 )>
OR
To estimate the data complexity we first consider the KP case and take B = 1.
From Equation 18 we obtain the equality

% (P72(1—Pg/2)— P *(1—2"%"1)) =2""¢"%(1—2"*"') —~ ELP- & *(1 — Ps/2)

and consequently

$=1(1—279"1)2 — §=1(1 — Pg/2)?

NKP _
ELP®-1(1 — Pg/2)2 — 2—nd—1(1 — 2-a-1)2"

Now to consider the DKP case, we assume that B ~ 1 — N/2" and set
1
(I/N—=27"+ELP)-&~'(1- Ps/2)” = & o7/ (1-27""1)* 0

from where

NDKP P 1(1—-27%1)2 -9 (1 - Ps/2)?
(ELP —2-")31(1 — Pg/2)?



186 Improved Parameter Estimates for Correlation and Capacity Deviates

A.2 The Case With Different Means

Assuming that the statistic modeling the behavior of the scoring value for the wrong and the
right keys follow normal distributions, we can use classical statistical methods [Sel08, BW12]
to determine the success of the attack. The general idea is the following. Given two
statistics Tr and Ty following normal distributions with respective parameters (ug, %)
and (uw,o%,) and assume w.l.o.g. that uw < pr. Given the error probabilities, 8 and
a =1— Pg, let us denote by s and ¢, the quantiles of the standard normal distribution
corresponding to the probabilities 1 — 8 and 1 — «. It means that &(¢g) = 1 — 5 and
&(pa) =1 — a, where we have denoted by @ the cumulative distribution function of the
standard normal distribution. If it holds

pw + owps < iR — ORYa, (19)
we can select a threshold © such that
pw +owes < O < R — ORPa;

Observing a value T' < © the cryptanalyst decides that T is drawn from the distribution
of Ty . Then the probability that this decision is wrong is equal to
Tgr — 0 —
Pr(Tk < ©) = pr(- 0 HE - Z KR

OR OR

< —pa) =Pr(( < —pa) =1 =Pr(( <o) =,

Tr — pr

< Pr(
OR

where we have denoted by ¢ a random variable following a standard normal distribution.
Similarly, we can verify that with this threshold value the probability that an observed
value T' > © is drawn from distribution of Ty is equal to S. In particular, if equality holds
in Equation 19, we obtain the following success probability Ps

pr — pw —ow® (1 5)) _

PS_1—a_q'><
OR

Usually as the parameters of the normal distributions N (py, ow) and N (ug,or) depend
on data, the data complexity of the attack is derived from this formula. The false alarm
error probability 8 corresponds to the ratio of wrong keys which are accepted as potential
key candidate. In [Sel08] and in recent research publications this one is expressed as
B8 =27 where a is called the advantage of the attack and corresponds to the number of
gained bits during the attack.

B Experiments on SIMON

B.1 Experimental Results

For experimental purpose, we use the implementation of [CW16] to attack 20 rounds of
SIMON32/64. For this attack we take advantage of a distinguisher on 13 rounds with
ELP estimated experimentally to ELP = 272819 The result of our experiments for 235
and 232 distinct plaintexts as well as for 233 and 23° non-distinct plaintexts are provided
in Table 5. In the following we describe the different quantities given in this table.

e The first column of Table 5 indicates the sampling method.
e The second one corresponds to the data complexity N.

e We computed the success probability Pémp ) of 1000 attacks for an advantage of 8
and of 3 bits and compared it to different theoretical success probabilities.
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Table 5: Results of our experimental linear attacks on 20 rounds SIMON32/64. The
different notations are defined in Appendix B.1. Values in brackets have been computed
assuming that NPXP = NKP gince the corresponding models do not make distinction
between DKP and KP sampling, that is, the estimates of the success probability are
derived using binomial distributions.

Experiments N a Péemp) P(Sour) Pébt) PéSdCUk) Pémzn) Pémaz)
DKP 231518 1 32.2% | 36.6% | (26.7%) | (60.4%) | (23.5%) | (35.6%)
DKP 232 | 8 | 38.4% | 44.1% | (36.8%) | (80.5%) | (24.9%) | (38.9%)

KP 233 | 8| 30.6% | 35.3% | 61.7% 99.2% 26.1% | 42.7%
KP 2% | 8 | 35.5% | 41.4% | 97.3% 100% 26.4% | 43.7%
DKP 2515 13 1584% [ 63% | (87.4%) | (94.7%) | (25.9%) | (42.0%)
DKP 232 13 | 64.1% | 68.1% | (94.2%) | (98.6%) | (26.2%) | (42.9%)
KP 233 | 3] 60.5% | 62.2% | 99.5% 100% 26.4% | 43.7%
KP 235 | 3| 59.6% | 66.3% | 100% 100% 26.4% | 43.7%

) Pg)w) corresponds to the estimate given in Equation 5 of this paper.

Péselcuk) corresponds to the estimate given in [Sel08] and recalled below:

Péselcuk) —® ( N - ELP — 4371(1 _ 271171)) . (20)

This estimate does not take into consideration the key deviation and does not assume
distinct plaintexts.

e As observed in [CW16], because of the key deviation of the correlation, the success
probability of Selguk (Equation 20) is very optimistic. As for SIMON32/64 it is
possible to estimate the portion of keys with a given capacity, the authors of [CW16]
suggested to use this knowledge to provide lower Pémm) and upper Pémaz) bounds
of the success probability. For a complete description we refer to [CW16]. These
bounds seems to be accurate for an advantage of 8 bits but not for an advantage
of 3 bits. The difference could be explained by the fact that they do not take into
consideration the key deviation for the wrong keys.

e To complete the comparison we added the estimate of the success probability Pébt)
of the attack given in [BT13] taking into consideration the key deviation only for the

wrong keys.
/ N
Pébt) =@ <\/N-ELP— 1+2nd5_1(1—2_“_1)> .

Note that this estimate which does not take into consideration the key-deviation of
the right key remain far from accurate.

These results validate the estimate of the data complexity and success probability of a
linear attack given in Theorem 2

B.2 Distinct Known Plaintexts or Known Plaintexts

The surprising fact about the experiments of [CW16] is the experimental use of distinct
plaintexts while the theoretical expression of the success probability is extracted from
the binomial distribution. Thanks to the recently developed theory we know that this
theoretical expression should correspond to the non-distinct plaintext case. The same
observation could be done about the experimental linear attacks on the DES performed
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in [Mat94, Jun04] however the data complexity was far enough from the full codebook for
being observed in practice.
The following lemma provides the relation between distinct and non-distinct plaintexts.

Lemma 2. Given a set of 2" elements and taking randomly N elements in this set we
expect to have N different elements with

Ny=2"(1-(1-2"""N).

As a consequence in the cryptographic context for a data complexity N and a block cipher
of size n bits the number of distincts elements is

Ny = 2"[1 —exp(—N27")].

For instance when N = 23° and 2" = 232 we have N ~ 23199 &~ 232 and as illustrated
in Table 5 the success probabilities are of similar order of magnitude. In practice the
maximal success probability could be reached using the full codebook in the distinct
plaintext context. This observation is valid for all statistical attacks.

C The Matrix Method to Estimate the ELP of a Linear
Characteristic

One round of SMALLPRESENT-[4] is represented in Figure 6.

FHEEEEPPRRPEROE

) N EN N

Figure 6: 1 round of SMALLPRESENT-[4]

In [Chol10] the matrix method has been used to estimate the ELP of linear approxima-
tions. In this section, we describe how this method is implemented and provide related
matrices for SMALLPRESENT-[4]. The matrix method is particularly efficient for this
cipher with strong 1-bit linear characteristics which propagate easily thought the different
rounds. This property is derived from the correlation of the 1-bit linear approximations of
the Sbox of PRESENT. The correlation values of these 1-bit masks are resumed in Table 6.

Table 6: Correlation ¢(u, v) of the Sbox of PRESENT when u and v are 1-bit linear masks.

u/v | 0x1  0x2 0x4 0x8
ox1| 0O 0 0 0
0x2 | 0 2-2 272 972
ox4 | 0 —272 272 _9272
0x8 | 0 272 0 —272

As the permutation of PRESENT is a bit permutation, these strong 1-bit linear approx-
imations can be traced thought the cipher. The matrix M provided below corresponds to
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the square correlations of all 1-bit linear characteristics over one round, non-linear and
linear layer, of SMALLPRESENT-[4] (see Figure 6). For instance in column 6 row 6 we
can read that the square correlation of the linear approximation (0x20,0x20) is 27%.

2=4 o 0 2=4 ¢ 0 2=4 o 0
2=4 o 0 2=4 ¢ 0 2=4 o 0
M = 274 0 o o 0o o 274 0 o
o 274 o o 274 o o 274 o
o 274 o o 274 o o 274 o
o 274 o 0 0 0 o 274 o
0 o 274 0 0o 274 0 0o 274
0 o 274 0 0o 274 0 o 274
0 o 274 0 0 0 0 0o 274

Observing that for the PRESENT’s Shox S, ¢s(u,v) = 0 if v = 0x2, 0x4, 0x8 and u = 0x1
or if u = 0x2,0x4,0x8 and v = 0x1, some lines and columns of M can be removed in the
computation. For SMALLPRESENT-[4], M can be reduced to a 9 x 9 matrix (values in
black). For the 64-bit PRESENT the 64 x 64 matrix can be reduced to a 21 x 21 matrix.

To obtain the value of Expg (Q(u, v)(K)?) = 3 g p2 of a 1-bit linear approximation
where the set S corresponds to the strong 1-bit linear approximations, we just multiply
the matrix M by itself. Below M?* is the result for 4 rounds of SMALLPRESENT-[4].
On this matrix we can read that the ELP of the linear approximation (0x20,0x20) over 4
rounds is 271283, This quantity has been taken into consideration for the experiments
of Subsection 2.4. If the last permutation is omitted, a linear permutation of M* should
be performed.

2—12.83 5—13.42 ,—12.83 | 5—13.42 ,—14.00 5—13.42 (| ,—12.83 ,—13.42 ,—12.83
2—12.83 5—13.42 ,—12.83 [ ,—13.42 5—14.00 ,—13.42 | ,—12.83 ,—13.42 ,—12.83
2—13.42 5—14.42 5—13.42 [ 5—14.00 5—15.00 5—14.00 [, 5—13.42 5—14.42 5—13.42

M*
2—12.83 5—13.42 5—-12.83 2—13.42 2—14.00 5—13.42 2—12.83 2—13.42 2—12.83
5—12.83 5—13.42 ,—12.83 [ 5—13.42 5—14.00 ,—13.42 | ,—12.83 ,—13.42 ,—12.83
2—13.42 5—14.42 5—13.42 [ 5—14.00 5—15.00 5—14.00 [, 5—13.42 5—14.42 5—13.42

2—13.42 2—14.00 2—13.42 2—14.42 2—15.00 2—14.42 o—13.42 2—14.00 2—13.42
2—13.42 5—14.00 5—13.42 [ 5—14.42 5—15.00 5—14.42 | 5—13.42 ,—14.00 5—13.42
2—14.00 5—15.00 5—14.00 ;[ 5—15.00 5—16.00 5—15.00 ; 5—14.00 5—15.00 5—14.00

D The Multidimensional Linear Space Used in our Exper-
iments

The multidimensional linear space used in our experiments is represented in Figure 7.
The multidimensional linear space is defined by the set of linear approximations {(u,v) #
(0,0)]Ju = (0 % 00) and v = (00 % 0)}, where each symbol represents a nibble. This

multidimensional linear space involving ¢ = 255 linear approximations activate Sy at the
input and S; at the output.

E The 20-bit Key-Schedule

Let K be the 20-bit master key. The rounds keys are derived from the following rules:

e Left rotate K by 5 bits
e Apply the PRESENT Sbox to the 4 most significant bits of K



190 Improved Parameter Estimates for Correlation and Capacity Deviates
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Figure 7: SMALLPRESENT and the one bit linear trails used for estimating the capacity

e Add a round counter to the least significant bits of K

e The round key corresponds to the 16 least significant bits of K

F Experiments over 6 and 7 Rounds

Experiments similar to the ones of Subsection 5.1 over 6 and 7 rounds of SMALLPRESENT-
[4] are provided in Figure 8. These experiments have been performed in the DKP setting
using 2'° plaintexts. On the left graphic, the slight underestimate of the capacity value
(see Table 2) can be observed by the slight shift between the theoretical and experimental
curves. This result could be explained by the use of the 1-bit linear trails to estimate the
capacity of the linear approximation even if as resumed in Table 2 the difference between
both expected values remain small. However we observe that the new variance estimate is
better than the previous estimate.

In the right graphic we illustrate that when the capacity of the multidimensional linear
approximation is close to the uniform one the capacity and its variance are correctly
estimated. In this graphic previous and new estimates are similar.
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Figure 8: Comparison between the experimental distribution of Tr(D, K) and normal
distributions with different variances. Both figures are for 2! plaintexts. Left: over 6
rounds. Right: over 7 rounds.

In these different experiments, we illustrate that when the expected capacity is correctly
estimated then the new estimate of the variance provided in Corollary 1 is relatively
accurate.
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