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Background and Motivation
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Background

Impossible differential (ID) attack is one of the most powerful cryptanalysis
method in the field of symmetric ciphers. The methods to find IDs can be
summarized in two phases:

m Phase 1: search IDs by treating the S-boxes as ideal ones, such as
U-method [KHL10], UZD-method [LLW14]

m Phase 2: search IDs by using DDT with automatic tools, such as based on
MILP [ST17, CCJ+16], SAT/SMT [AK18, KLT15, MP13, RKJ+20] and
CP [SGL+17]
All methods above to find ID are based on two underlying assumptions:
m Markov cipher assumption

m key independence assumption
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Motivation — Is Markov cipher assumption true?

The trend to design ciphers towards lightweight: lighter round function and
lighter key schedule. Take an example in ARX cipher as follows:

m Under Markov cipher assumption:

\,\'*;00‘* PHAx, Ay — Az) = p; >0 Ag=0001* PrAz, Ae — Ah) = p, > 0
e.g. (Ax = 00001, Ay = 00011, Az = e.g. (Az = 00100, Ae = 00011, Ah =
X z 00100, z h 01001,
Ar=0000% Az=0010% x = 00000 and y = 00000) Az=0010% AB=0100% z = 00001 and e = 00000)

Pr(Ax = 0000x, Ay = 0001*, Ag = 0001x — Ah = 0100%) = p1p> > 0.

m Without Markov cipher assumption:

Ay=0001% Ag=00013

Ax=0000% Impossible! Ah=0100%

Pr(Ax = 0000%, Ay = 0001, Ag = 0001x — Ah = 0100x%) =

|
©
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Properties on Single Addition Modulo 2"

Property 1. [Li+19]
Let x=zHByand ¥ = Z @y, where x,y,z X,y ,Z € F}. Suppose

Ax=x®xX, Ay=ydy and Az=zd 7. IfAX:Ay:0~--OiO~--O, then
Az=0---0if and only if x[/] # y[/] or X[/] # Y'[]].

Property 2.
Let x=zHyand X = Z By, where x,y,z X,y ,Z € Fj. Suppose

n—1 / 0
Ax=x®X, Ay=y®Yy and Az=z®Z. f Az=Ay= 0 ---010---0,
0</<n—1, then Ax=0---0 if and only if z[/] = y[/] or Z[] = y/[]].

Ay=0“j910'“0 Ay o--j?io---o

MZO“'OiO"'O \z=0-+-0 \x=0+++0 Az=0+++010+-0
iff. x[] # ylf) or X[ # y'[1 iff. 2[] = y[f or Z[N = y'[]
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Properties on Two Consecutive Modular Additions

Property 3.

let z=xBy, Z =XHBy, h=zHgand ¥ = Z B¢, where
xv,z,8,hxX,y,Z, g, h €F5. Suppose Ax=xDX, Ay=y® Yy,
Az=zd7Z, Ag=g®g and Ah=h® K. If Az[2:1] # 00, then we have

(Ax = 1000%, Ay = 00 * **, Ag = 0000% - Ah = 00 * *x).

Ay=00sk:% \g=0000%
Jy
x —gﬂ—' z h
A=1000% Ah=00s%%

m When Az[2: 1] # 00, the differential will be impossible.
m In practical ciphers, Az[2 : 1] # 00 is possible to happen.
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Properties on Two Consecutive Modular Additions

Property 4.

Let z=xBy, Z=XHMBy, h=zHBgand i = Z B¢, where
xy,2,8hxX,y,Z, g,h €F5. Suppose that Ax=x® X, Ay=y®y,
Az=z07Z, Ag=g®g and Ah=h@ h'. Then

(Ax = 0000%, Ay = 0010, Ag = 0000% - Ah = 1010%).

Ay=0010% Ag=0000%*

Ax=00005* Impossible! Ah=1010%

m The carries brought by lower bits do not make the ID transitions viable.
m The ID can be extended to
4y i 4y itdy i ithy i

(Ax:*---**---*,Ay:*---**---*‘Ag:*---* 000, -,«;Ah:*.-.**...
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Properties on Two Consecutive Modular Additions

Property 5.

Llet z=xHBy, Z =xXMBy, h=zBgand i = Z B g, where

v, 2,8 hxX,y,Z g,h €F5. Suppose that Ax=x® X, Ay=y®y,
Az=z07Z, Ag=g®Dg and Ah=hD h'. Then

(Ax = 0000, Ay = 00 * *x, Ag = 0000% - Ah = 100 * *)

Ag=000(
0000x Imp()sslbk A= 100><><

m The carries brought by lower bits do not make the ID transitions viable.
m The ID can be extended to
4 i 4 i ihy i i+ i

(Bx=x - ox POOO] - x, Ay = oo ow fUan] 5ok, Ag=x ok J0O0] 4 Ah= sk [O0R] 5
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Summary on Properties 3 ~ 5

m The ID patterns in Properties 3~5 can be extended by adding uncertain
bits on higher and lower bit positions.

m Properties 3~5 represent just a thin selection of thousand ID patterns
found experimentally.

m These Properties can be used to find IDs on four local constructions
extracted from ARX ciphers.

X X

X
x %ky ey He—y

Finding Impossible Differentials in ARX Ciphers under Weak Keys



Properties on Addition Modulo
000008000000

IDs on Local Construction (a)

Ax
Constraints Az[i+2:i+1] # 00
T4, 0
Ay . o
Az v

)
Differentials - . "
T4, i
*I*****I* 9
pr '
Ag - . »
i
ah = e o] - 9
Ah Result (Ax, Dy, Ag — Ah) (B, By, Ag — BR) (&x, By, Bg = AR)

according to Property 3

according to Property 4

according to Property 5
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IDs on Local Construction (b)

Az
KL a

Az

Ah

Ay

Ag

Constraints| AzZ[i+2:i+1] # 00
T4, 0
Ax = (x- % e H|ax = %)
Differentialgdy = (< - - * * M)Ay = ( )
A7 = (k- % - -9|AZ = %)
4,
Az = - o] HAz = (x )
Jt4, j
Ag= (k- - - HAg = %)
Ah = (o ox [o0w] % AR = - S|Ah = (- )
Result (Bx, by, Ag - Ah) (B&x, by, Ag - Oh) (&x, By, Dg = AR)
Y according to Property 3 according to Property 4 according to Property 5

eThe i-th bit of Z is cyclically shifted to the j-th bit of z.
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IDs on Local Construction (c)

Ax
Ay Constraines | HF3:1 = 000 or 111 Ki+3:i+2] = 00 or 11 Ki+2:i+1] = 00 or 11
AZ[i+2:i+1] # 00 : :
v e e 3,0
Az Dx=(x-- o x weoH)| Ax= (o *eH) [Ax = (oo He )
k Differentials | 5, (s . .« o) Ay = o woood) | By = oo w8
N Az= (- k v Az = o ox o) | Az = e w o)
Ag= (- v Dg= e n wooon) |Dg= e ox e ¥
Ag ; i +a '
Ah= o ox O] 59| AR = G o) DR = e ox )
A Reault (Bx, Dy, Ag = Ah) (Bx, By, Ag = D) (&x, Ay, Ag - AR)

according to Property 3

according to Property 4

according to Property 5
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IDs on Local Construction (

Ax
A ) 3T 1] = 000 or 111 ia. oo
\)  Constraints A3[i+2:i+1] + 00 c[i+3:i+2] = 00 or 11 cli+2:i+1] = 00 or 11
v A, T a0
Az Dx=(x-- o x weoH)| Ax= (o *eH) [Ax = (oo )
c Differentials | Ay — (. . . % woooR) | Ay = (oo weoo®) | Ay = (oo %)
Az = (o ox woR) | Az =k woow) | Az = (re ok %)
AZ
Ag = (k- % wooH)| g = ek weo o) [Dg= (k¥ %)
Ag SR i
Dh= (o ox J00 wo] koD | A= @0 x x| Ah= (e %)
Ah Result (Bx, By, Ag - Ah) (Ax, By, Ag - Ah) (&x, Ay, Ag - Ah)

according to Property 3

according to Property 4

according to Property 5
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Properties on Three Consecutive Modular Additions

Property 6.

xBy = z(mod 2%), X By = Z(mod 2*), zB d = e(mod 2%),

ZBd =é€(mod 2*), fl g = h(mod 2°) and f B g = h'(mod 2°). Suppose
that Ax=xO X, Ay=y®y , Az=20Z , Ad=d® d,Ae=eD €, Af=
fof,Ag=gdg and Ah=h@® h'. If l4:1] = e, then

(Ax = 000%, Ay = 000, Ad = 10 * *, Ag = 0000x - Ah = 0000%)

A\d=10%% Ag=0000%

[P O SR Y

Ah=0000%

m When f= e||*, the differential will be impossible.
m In practical ciphers, f= ¢e||* is possible to happen.
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Local Constructions of ARX ciphers

m The ID patterns in Property 6 can be extended by adding uncertain bits on
higher and lower bit positions.

m The structures of consecutive three modular additions and its variants are
extracted from ARX ciphers.

m These Property 6 can be used to find IDs on these local constructions
below. Please refer to the table on the next page.

x

%*y %k‘ %F'

A
R «ni
2

4—%«“4«
ES

A
BRen
=

T

—_~ >
1]
~
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00000000000 e

IDs on Local Constructions (e)~ (

—
) Ki12: 1] =00 or 11 21 = 00 or 11
Constraints kolj+3:j+1] = 000 or 111 o [j+3:j+1] = 000 or 111
i 3, 3, 7

%) %)

.*) . *)
Differentials ) %)
) %)
"y )
Ah= o= o) %)

Result (Ax, Ay, Ad, Ag - Ah) according to Property 6

! The i-th bit of Z is cyclically shifted to LSB of z.
2The LSB of e is cyclically shifted to the j-th bit of f.
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Framework and Applications
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Framework for Finding IDs in ARXs under weak keys

using ID patterns of consecutive modular additions
(or divide and conquer based on Ax,'+m+f)

Pro=1 Pro=1
e DL R i Y

Step 1. Obtain the differentials Ax; = Axiym and Ax;_, < Ax; by some tool
according to properties of addition modulo 2".

Step 2. Check the possibility of the differential Axim — Axj—, by using ID
patterns of consecutive modular additions.
If Axitm = Axj—n, return Ax; - Ax;.

Step 3. Use some tool to obtain possible forms of intermediate difference
Axiymtt and divide and conquer with them. Specially, return to Step pz
2 to check Axiym — AXigmtt and Axipmet — Axj—p.
(i+m<i+m+t<j—n)
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Apply to SPECK32/64

When ki;1{14:13]= 00 (or 11), ki+3[14:12]=000 (or 111), x[2]# yi[11] or
(X[2]#Y.[11], there are two 8-round IDs for SPECK32/64 under 2% weak keys:

m (Ax;=0---0100, Ay; = 000010 - - - 0) - (Axirg = 0 - - 010, Ay;s = 0- - - 01010) under
kir7[1] = 0 if x18[2] = xi+5[4] © yirs[4].

m (Ax;=0---0100, Ay; = 000010 - - 0) - (Axjrg = 0---010, Ay;1g = 0---01010) under
kip7[1] = 1 if xi18[2] # xi+8[4] © yirs[4]-

when
Kul14:13]-000r 11
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Apply to LEA-k (k = 128,192, 256)

11-round ID for LEA-k under 27! weak keys:

m Rounds i~ i+ 5:
9 27 13 19 9
(10- - -0, 10 + -0, 10+ - -0, 10+ - -0) —» (s« s Lske« 4,00+ -0 #+ - % 1 00,000 - - <5 1 0---0,00 -0k - %)
with prob. 1

m Rounds i+ 7 ~ i+ 11:
(%% 100, % %+ - - 100, %- - -, %- - -x) — (0- - -0,0- - -0, 00010- - -0,0- - -0) with prob. 1

m Rounds i+ 5 ~ i+ 6: When T}[6: 5] = 00 or 11, the differential of the
red part is impossible according to the Property 5.

1 N 2
00000%--+10 v
©00003--+10--0) &2, ¢

ortprnreeny Al ©@00n- 30 of0T00]0--0) &5, ;0T menee)
o1 ,—4 P n,—4 %7':‘ 7, %

A0

i+s

it




Framework and Applications
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Apply to CHAM64 /128

A0=0-010-0) &' =ap-0) &=

o " two 22-round IDs for CHAM-64/128 under 21?7 weak keys:

7
s (AP =0 010 -0, Ax} =10- - -0, A2 =0 - -0, A} =0- - -0)

AL =(0-0)  AY=(0--0)  Ax,=(0-0)  Axl=(0--0--0) 1 7
v v v - (A){.’+22:014 0, Axt py =0 - 10, Ax,?Jrzz:o. .0, Ax?+22:0- ..010)

Pro=1 »
?%—%—é’y ) under k7] = 0 if X9[7]  x}[15].

7
w (AF=0--010 -0, Ax} =10- - -0, A2 =0 - -0, A} =0- - -0)

7
- (Ax?+22:01« .0, Ax[{rzz:o. ..0, —0.- .0, AX?+22:0- ..010)

under kif7] = 1if X2[7] = x}[15].

According to Property 1, if ki[7] = 0,X2[7] # x}[15] or ki[7] = 1,

X?[7] = x}[15], there is the differential (Ax; — Ax;,1)with Probability
1, refer to the green part.

osfeneaney a0l - (er10000000PO0000)  AiZ, - (D000000000000000) A = (0000000000000000) When ([+ 13)[2 . 1] _ 00 or 11 and (I+ 17)[10 . 8] _ 000 or 111' the
differential (Axj 9 — Axj;1g)of the red part is impossible according to
the property 6.
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Compare with Previous Results
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Cipher Round | Weak key space | Starting round | Reference
6 254 any [Li+18]
SPECK-32/64 6 2™ any [XSQ17]
7 2% any [Li+19]
8 2% any This work
10 2k any [Hon+14]
LEA-K 10 2F any [Cui+16]
11 2T any This work
18 2% any [Koo+17]
CHAM-64/128 20 21 ii€A Xu+22]
22 217 i,icB This work

LA
2B
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{3,5,11, 13,19, 21, 27, 29, 35, 37, 43, 45, 51, 53, 59}.
{2, 4,10, 12,18, 20, 26, 28, 34, 36, 42, 44, 50, 52, 58}.
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Conclusion

This work
e Some more accurate differentials properties on consecutive addition
modulo 2".
e A framework to find IDs of ARX ciphers under weak key.
e Apply to SPECK, LEA and CHAM to find longer IDs under weak key.
Future work
e As properties 3 ~ 6 represent just a thin selection of the ID patterns found
experimentally, it is valuable to continue analyzing these ID patterns.
e It is also a meaningful work to try to build an automated search model to
find more impossible differentials.

e |t is worthwhile to dig deeper for more impossible differentials to get better
key recovery attacks for ARX ciphers.
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Thanks for your attention!
Q&A
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