The Interpose PUF (iPUF): Secure PUF Design against
State-of-the-art Machine Learning based Modeling Attacks

Durga P. Sahoo, Kaleel Mahmood,
Ulrich RGhrmair and Marten van Dijk

S

T
8

Kaleel Uli Marten

CHES 2019 UCONN




UCONN Content

1. Concept - Overview - Motivation

2. Strong PUFs: APUF, XOR APUF and Interpose PUF (iPUF)

3. Short-term Reliability

4. Reliability based modeling attacks on XOR PUF: understanding

5. Interpose PUF — a lightweight PUF which is secure against state-of-the art
modeling attacks

6. Conclusion



N\YFZANYIANYIANTVI ANV I ANTY I ANY S AN

Qﬂ%ﬂ\ﬂ%ﬂ%ﬂ\ﬂ% /
NYZANYZANYZANYZANYZANYZANTZAN
ZAN\YZANYZANVZANYZANYZANY/ZA\Y/
NYZANYZANYZANYZANYZANYZANTZ4N

JANVIANVIANVIANVIANVIANVIANYS

l. Concept - Overview - Motivation
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Challenge C

Hardware R R
Primitive [Device] esponse
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Hardware R R
Primitive [Device] esponse

Nature: process variation — physically unclonability - unique

Challenge C

Application: device Identification, authentication
and crypto key generation
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Hardware

Challenge C === Response R

Primitive [Device]

PUF’s Category:

—
!

Weak PUF - small #CRPs:
RO PUF, SRAM PUF, efc.

Strong PUF — large #CRPs:
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Hardware R R
Primitive [Device] esponse

PUF’s Category: PUF’s Modeling Attacks with CRPs only:

Weak PUF - small #CRPs:

Challenge C

RO PUF, SRAM PUF, etc. Classical ML attacks Adv?mced ML attacks
— reliable CRPs: — noisy CRPs:
Strong PUF — large #CRPs: Support Vector Machine (SVM), CMA-ES + noisy CRPs
Logistic Regression (LR),

Evolution Strategy (ES),
Covariance Matrix Adaptation
ES (CMA-ES), Perceptron,
Boolean Attacks, Deep Neural
Network Attacks (DNN)
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Challenge C

PUF’s Category:

—
!

Weak PUF - small #CRPs:
RO PUF, SRAM PUF, efc.

Strong PUF — large #CRPs:

Hardware R R
Primitive [Device] esponse

PUF’s Modeling Attacks with CRPs only:

l

l

ﬁ

Broken but lightweight: ||[No Security Proof: || Security Proof:

Arbiter PUF/APUF, XOR||Power Grid PUF, LPN PUFs
APUF, Feed Forward Clock PUF, - Large HW
PUF, Lightweight Secure ||Crossbar PUF footprint
PUF, Bistable Ring PUF.

Classical ML attacks

— reliable CRPs:

Support Vector Machine (SVM),
Logistic Regression (LR),
Evolution Strategy (ES),
Covariance Matrix Adaptation
ES (CMA-ES), Perceptron,
Boolean Attacks, Deep Neural
Network Attacks (DNN)

Advanced ML attacks
— noisy CRPs:
CMA-ES + noisy CRPs

S
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Challenge C

PUF’s Category:

*

!

Weak PUF - small #CRPs:
RO PUF, SRAM PUF, efc.

Strong PUF — large #CRPs:

—

Broken but lightweight:
Arbiter PUF /APUF, XOR
APUF, Feed Forward

PUF, Lightweight Secure | m—))

PUF, Bistable Ring PUF.
S

Lightweight,
Precise Math. Model

Primitive [Device]

Hardware

==== Response R

PUF’s Modeling Attacks with CRPs only:

l

Classical ML attacks
— reliable CRPs:

Security Proof

l

Advanced ML attacks
— noisy CRPs:
CMA-ES + noisy CRPs

quInerabiIi’ry

XOR APUF
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Hardware

Challenge C === Response R

Primitive [Device]

PUF’s Category: PUF’s Modeling Attacks with CRPs only:

* *
! ! !

Weak PUF - small #CRPs:

RO PUF, SRAM PUF, etc. Classical ML attacks Advc.:mced ML attacks
— reliable CRPs: — noisy CRPs:
Strong PUF — large #CRPs: CMA-ES + noisy CRPs
| - - Security Proof
Broken but lightweight: Security Proof
Arbiter PUF /APUF, XOR Lightweight,

APUF, Feed Forward Precise Math. Model

PUF, Lightweight Secure | p—————————esssssn) |  XOR APUF === interpose PUF (iPUF)

PUF, Bistable Ring PUF.
S
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Hardware

Challenge C === Response R

Primitive [Device]

PUF’s Category: PUF’s Modeling Attacks with CRPs only:

* *
! ! !

Weak PUF - small #CRPs:

RO PUF, SRAM PUF, etc. Classical ML attacks Advc.:mced ML attacks
— reliable CRPs: — noisy CRPs:
Strong PUF — large #CRPs: CMA-ES + noisy CRPs
I, ) Security Proof
Broken but lightweight: S Security Proof
Arbiter PUF /APUF, XOR Lightweight, Y phy

APUF, Feed Forward Precise Math. Model

PUF, Lightweight Secure | p—————————esssssn) |  XOR APUF === interpose PUF (iPUF)

PUF, Bistable Ring PUF.
> Design Philosophy
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2. APUF- XOR APUF -iPUF




UCONN APUF, XOR APUF and iPUF [1]

, 0 0 1
c-bit
Challenge 1
=D Q}— 1ift
] Pr— op
= path is
o faster.
R b}
Eazlgneg = G else O

Arbiter PUF (APUF) [1]

- Extremely lightweight and large number of CRPs i.e, 2™ CRPs
- Environmental noises make the PUF’s outputs unreliable sometimes

? - Not secure against modeling attacks
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Arbiter PUF (APUF) ‘ x-XOR APUF
c-bit

Ap — 70
0 0 1
Challenge 1 _\
1 = -
'D Q

s O top ) r; :m >
E o path is S = _) v
REicsjing =G Lal:;e(? /
ge
A.’L‘—l — Tz—1
r-XOR PUF.
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APUE, XOR APUF and iPUF [3]

c = (c[0],..., cli],..., cln — 1]}—— 2-XOR APUF

The Interpose PUF / iPUF

..... clil,a,cli+1]...,c/n — 1] y-XOR APUF

—)T'
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Arbiter PUF (APUF)

" 0 0
c-bit
Challenge 1
D Qf— 1 if top
=¥ path is
o faster.
Ris ¥
E] dlgneg G else 0

x-XOR Arbiter PUF

z-XOR PUF

Interpose PUF (iPUF)

c=(c[0],...,cli,...,c[n —1]}——| 2-XOR APUF

-

il

i
(cl0],...,cli],a,cli+1]...,cn— 1]}

y-XOR APUF

Ly
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Arbiter PUF (APUF)

. 0 0
c-bit
Challenge 1
D Qr— 1 iftop
=¥ path is
o faster,
R s
éf,';eg G else 0
Challenge ¢
c[0] c[1]
0 0 dup;per
z _r 1 1 I A= dupper - dlower
20 r
.20
& 1 1 dluwer
0 0

A n-stage classic Arbiter PUF with challenge ¢ € {0,1}".

e A>0-r1r=1.0therwiser =0

- A= dupper —diower = W P

* w: unique for any APUF instance
* & s the parity vector

x-XOR Arbiter PUF

z-XOR PUF.

O] =T,_; na(1—cljD,i=0,..,n—1, ®[n] =1

&g ° Precise linear model
* Large CRP space
*  Vulnerable to ML attacks

Interpose PUF (iPUF)

c=(c[0],...,cli,...,c[n —1]}——| 2-XOR APUF —‘

il

i
(cl0],...,cli],a,cli+1]...,cn— 1]}

y-XOR APUF

Ly
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Arbiter PUF (APUF) x-XOR Arbiter PUF Interpose PUF (iPUF)
c-bit - - .
Challenge " o c=(c[0],...,cli,...,c[n —1]}——| 2-XOR APUF
D Qr— 1ift : \
g pathczg _‘
= e faster,
Edge c | elses ¢c— 4 pPr——®—r il
: a
Challenge ¢ : / . + .
<0 o - . A, - (c[0],...,c[i],a,c[i+1]...,c[n— 1] y-XOR APUF f(—r
d
! 0 wper 2-XOR PUF.
= 1 1 - _
'-gﬁ _r ],I A dupper dlower
F 1 1 dluwer €
. T
RN ’XOR APUF = SZQH(H w; @) [2]
A n-stage classic Arbiter PUF with challenge ¢ € {0,1}". 1=1

e A>0-r=1.0therwiser =0 * Precise non-linear model

d A = dupper - dlower = w- q) ° I.Clrge CRP spdace

* w: unique for any APUF instance * Secure against classical ML

* & s the parity vector *  Vulnerable to advanced ML

@[] =T,_;_n1(1—cl])i=0,..,n—1, ®[n] =1

&g ° Precise linear model
* Large CRP space
*  Vulnerable to ML attacks 18
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Arbiter PUF (APUF) x-XOR Arbiter PUF Interpose PUF (iPUF)
Chgilzirt'nge . ro c=(c[0],...,cli,...,c[n —1]}——| 2-XOR APUF
I D Q— 1 if top : _‘
v.
Edge G | else0 c— 4 Prri——@—r !
: a
Challenge ¢ E / . + .
<0l <] A, Fee1 (c[0],...,c[i],a,c[i+1]...,c[n— 1] y-XOR APUF f(—r
! ! Aupper z-XOR PUF.
5 j 1 1 I A= dupper — diower
éﬂ 1 1 diower €T
0 0 T'XOR APUF — Sign(H w?@) (x» :V) _xIPUF
A n-stage classic Arbiter PUF with challenge ¢ € {0,1}". i=1 ~ (y + E) — XOR PUF
e« A>0-71=1.0therwiser =0 .« Precise nonlinear model if a is inserted at the middle
¢ A= dupper - dlower =w-® ° Large CRP spdace
* w: unique for any APUF instance * Secure against classical ML
* & s the parity vector *  Vulnerable to advanced ML

@[] =T,_;_n1(1—cl])i=0,..,n—1, ®[n] =1

&g ° Precise linear model
* Large CRP space
*  Vulnerable to ML attacks 19
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Arbiter PUF (APUF) x-XOR Arbiter PUF Interpose PUF (iPUF)
- BN , . ¢=(c[0],....clil,....cln —1]— 2XOR APUF
I D Q— 1 if top : _‘
2
Edge G | else0 c—_ 4 P !
H a
Challenge ¢ E / ) 4 .
<0] o] o e A, I (cl0],...,cli],a,cli+1]...,c[n— 1]} y-XOR APUF |—r
! ! Gupper z-XOR PUF.,
5 j 1 1 I A= dupper — diower
éc 1 1 dluwer €T
0 0 TXOR APUF = Sz‘gn(H w;r@) (x,y) — IPUF
A n-stage classic Arbiter PUF with challenge ¢ € {0,1}". =1 = (y + ;) — XOR PUF
e A>0—7=1 0therwiser =0 . Precise non.linear model if a is inserted at the middle
* A=dypper —diower = W P * Large CRP space * Precise non-linear model
* w: unique for any APUF instance * Secure against classical ML * Large CRP
@ (s the parity vector * Vulnerable to advanced ML * Secure both classical ML and advanced ML

q)[l] = Hj:i,...,n—l(l - C[]]),l =0,.,n—-1, q)[n] =1

&g ° Precise linear model
* Large CRP space
*  Vulnerable to ML attacks 20
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3. Short-term Reliability




uconn  Arbiter: Repeatability — short-term Reliability [1]
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= —

1



uconn  Arbiter: Repeatability — short-term Reliability [5]

AA=W-CD>O,1"=O
Reliable
w
/o¢>0,7‘1
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uconn  Arbiter: Repeatability — short-term Reliability [7]

A=w-&>0,r=0
Reliable
w

Noisy

A=w - d>0,r=1

? , Reliability of C and w are related
Reliable

The Gap Between Promise and Reality: On the Insecurity of XOR Arbiter PUFs CHES, 2015, Georg T. Becker 28
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4. Reliability based Modeling Attacks

1




UCONN

Challenge ¢
c[0]

Trigger

A n-stage classic Arbiter PUF with challenge ¢ € {0, 1}".

e A>0->1r=1.0therwiser =0
- A= dupper — diower = W- @

30



UCONN Covariance Matrix Adaptation Evolution Strategy (CMA-ES) Algorithm

Wi ta?‘get Generation 1 Generation 2 Generation 3

w:estimator or model

Parent
Mutate
Children

Find best
New Parent

Generation 6

-

[4]
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Reliability-based modeling attack on APUFs using CMAES [1]

Reliable

Challenge ¢

OO OO
uif

A n-stage classic Arbiter PUF with challenge ¢ € {0,1}".

(Q:set of CRPs,
w: APUF

A=w-®>0,r=0 Q, : noisy
challenges

e

r:
reliable

challenges

Y
°
IS
°
*
°

32
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Reliability-based modeling attack on APUFs using CMAES [2]

lteration 1

Model
Q, €, W,

Q — challengec - ®(c) » A=w, - P(c)

|A| < €, » challenge c is noisy  =—) = CETE]
|A| > €; » challenge cis reliable—

33
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Reliability-based modeling attack on APUFs using CMAES [3]

lteration 1

34



UCONN Reliability-based modeling attack on APUFs using CMAES [4]

lteration 1

Compute the matching rate p, between [Q,w] and [Q, €, W]
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lteration 1

Qt el! Wl Q' 62' 17l\}2
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lteration 1

Qt el! Wl Q' 62' 17l\}2

S . :
High matching rate: Kept Low matching rate: Discarded

37



UCONN Reliability-based modeling attack on APUFs using CMAES [7]

lteration 2

Q; 61; W]_ Ql 621 Wz Q’ El’ Wl

P1 P P1 P

S High matching rate: Kept
38




UCONN  Reliability-based modeling attack on APUFs using CMAES [8]

lteration M

Q, €1, W, Q, €, W, Q, €1, Wy

P1 P2 P1 Pk

S High matching rate: Kept
39
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x-XOR APUF

C A; — T :@

/TN
/o
\ Am:_l —)T'ml/

z-XOR PUF.

> T

40



UCONN  Reliability-based modeling attack on XOR APUFs using CMAES [1]

XOR APUF - (
Q,w

Q, :

reliable

lteration M

Q, €, Wy

P1

Q, €, W,

P>

Wy, ..., Wy are STILL models of APUF

The model of
one APUF i
among X APUFs
in x-XOR APUF

Converge

APUF 1

vigh mereting rare: koot CMA-ES aittack on XOR APUF

41



UCONN  Reliability-based modeling attack on XOR APUFs using CMAES [2]

XOR APUF = Q0
Q,w

Q, :

reliable

lteration M

Q, €, Wy

P1

Q, €, W,

P>

Wy, ..., Wy are STILL models of APUF

The model of

another APUF j
among X APUFs
in x-XOR APUF

Converge

APUF j

vigh mereting rare: koot CMA-ES aittack on XOR APUF

4



UCONN  Understanding Reliability based modeling attack on XOR PUF

Question 1: How does the attack on XOR PUF work?

Question 2: How can we make the attack on XOR PUF fail?

43
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Question 1: How does the attack on XOR PUF work?
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The noisy and reliable challenges in XOR PUF
UCONN

noisy /reliable

A ?‘z‘—bea

L 4

—r noisy /reliable

rx_P/reliqble Q

z-XOR PUF. N
Noisy
XOR APUF
Q Reliable
noisy noisy
reliable Qr
S
reliable reliable
Challenge-Reliability Pairs Training Data




Key idea of the attack on XOR PUF [1]
UCONN

- (1) All the models W; in CMA-ES are models of APUF

Noisy

10-XOR APUF APUF 10
Reliable

Q All PUF

r models

converge

Challenge-Reliability Pairs Training Data  *



Key idea of the attack on XOR PUF [2]
UCONN

(1) All the models W; in CMA-ES are models of APUF
(2) W; can only converge to an APUF instance

Noisy

10-XOR APUF APUF 10
Reliable

Q All PUF

r models

converge

Challenge-Reliability Pairs Training Data ¥/



Key idea of the attack on XOR PUF [3]
UCONN

- (1) All the models W; in CMA-ES are models of APUF
- (2) W; can only converge to an APUF instance
- (3) CMA ES maximizes the matching Q of W; and

Q of XOR APUF

10-XOR APUF APUF 10

Reliable

Q All PUF

r models

converge

Challenge-Reliability Pairs Training Data  *®



Key idea of the attack on XOR PUF [4]
UCONN

- (1) All the models W; in CMA-ES are models of APUF "‘
- (2) W; can only converge to an APUF instance
- (3) CMA ES maximizes the matching Q of W; and

Q of XOR APUF

- (1)+(2)+(3) CMA ES forces Y
W; converges to APUF 10 because Q of APUF 10 Q ‘

is the representative of Q of XOR APUF. n
Noisy
10-XOR APUF APUF 10
Reliable

Q All PUF

r models
converge

reliable

49
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Key idea of the attack on XOR PUF [5]
UCONN

- Changing Q makes Q; largest

Noisy

10-XOR APUF APUF 3
Reliable

Q All PUF

r models

converge

Challenge-Reliability Pairs Training Data >



Key idea of the attack on XOR PUF [6]
UCONN

Changing Q makes Q; largest

Keep changing Q and applying CMA-ES attack
on Q to get models of all APUF instances

Noisy

10-XOR APUF APUF 3
Reliable

Q All PUF

r models

converge

Challenge-Reliability Pairs Training Data '
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Question 2: How to make the attack on XOR PUF fail?

52
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Attack fails

Maijority
Voting

CMA ES never converges to APUF A,

Q and always converges to APUF A,

unel B when majority voting mechanism in use.

Reliable

All PUF
models

53
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5. Interpose PUF (iPUF) — Reliability
? based modeling attack resistance




UCONN  Security of iPUF wrt Reliability-based modeling attack [1]

" Reason 1: the information of APUF instances in x-XOR PUF presented at the iPUF
output is less compared to APUF instances in y-XOR PUF. Thus, the reliability based
modeling attack never converges to any APUF instance in x-XOR PUF

c = (c[0],...,c[i,...,c[n —1]}—— 2-XOR APUF

S
! s
.

Reliable

(c[0],...,ci],a,cli+1]...,c[n — 1]} y-XOR APUF |(— r

All PUF
models

Challenge-Reliability Pairs Training Data

56



UCONN  Security of iPUF wrt Reliability-based modeling attack [2]

- Reason 2: to attack APUFs at y-XOR APUF, the adversary needs to compute A. But
compute A is infeasible because the output of x-XOR PUF (a) is not known.

Q,e, Wy Cannot compute ®(c) or A

Q

Unreliable

c = (c0],..., cli],..., cln—1]}—— 2-XOR APUF |—
Q - challenge c » ®(c) » A=w,- ®(c)
Z L :
i |A| < €, — challenge c is noisy — To—) ST
1a

Jeli+1]...,¢[n— 1] y-XOR APUF |—r

|A] > €, = challenge c is reliable m————)

Reliable

All PUF
models

Challenge-Reliability Pairs Training Data
‘ ‘ (1—c[)]) i=0,.

? cb[n] =1



UCONN Other Contributions

* Theoretical
* Enhanced Reliability based Modeling Attacks on APUF and XOR APUFs

* Proved Logistic Regression on XOR APUF is the best attack

* Proved Logistic Regression on iPUF is not applicable

= Engineering
* Implemented APUF, XOR, and iPUF on FPGA
= Studied good and bad FPGA-implemented APUF based PUF
* All source codes available online: hitps://github.com/scluconn/DA PUF Library/

* Detailed tutorial online:
https: / /www.youtube.com/playlist2list=PLK5NNs4GceLQw7bOEHSdZOWHImSF1zvS

S w
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https://github.com/scluconn/DA_PUF_Library/
https://www.youtube.com/playlist?list=PLK5NNs4GceLQw7bOEHSdZOwHlmSF1zvSW

UCONN 6. Conclusion

" We explain how the reliability-based modeling attack on XOR PUF works

"= We propose a new lightweight PUF design (iPUF) which is secure against the state-
of-the art of modelling attacks.

Challenge ¢
c[0] c[l]

Trigeer

x-XOR PUF.

c = (c[0],...,c[i],...,c[n— 1])—)[ 2-XOR APUF

2

(C[O]’...,c[i],agc[i+1]...,c[n—1])—)‘ y-XOR APUF | —r
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Thank you for your attention!
and any questions?

60


https://www.gsaglobal.org/forum/2009/3/articles_tuyls.asp
https://en.wikipedia.org/wiki/CMA-ES

