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SAMSUNG SDS

m] PKC (Public Key Cryptosystem)

Factoring and Discrete Logarithms

[1] Peter Williston Shor, “Algorithms for Quantum Computation: Discrete Logarithms and Factoring”, SECS 1994, pp. 124-134, 1994.
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1. Related works

SAMSUNG SDS

m] PKC (Public Key Cryptosystem)

Quantum
Computer

Code

QC code

Lattice-based Code-based

kPost-Quantumj
/ Cryptography \

Multivariate Hash-based

Goppa code
QC-LDPC code

Reed-Solomon codes
QC-MDPC code

MDPC codes

LDPC codes
Isogeny

etc.
*  Quasi-Cyclic code for saving memory (small key sizes)
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1. Related works

m] QC (Quasi-Cyclic) Code

%+ Circulant matrix

» The top row (or the leftmost column) of a circulant matrix is the generator of the circulant matrix

> 1

> 2

> 3

> 4

% Quasi-Cyclic Matrix
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1. Related works

m] QC (Quasi-Cyclic) Code

< Syndrome computation H - ' —
r 3 : C(T)
H-c'= X
- J || C{
Hy H,
r N
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1. Related works

SAMSUNG SDS

m] Constant-Time Multiplication for QC (Quasi-Cyclic) Code

< Syndrome computation H - '
2014 Timing Attack

(Simple Power Analysis)
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A [ 4

2016 Constant-Time Implementation
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m] Constant-Time Multiplication for QC (Quasi-Cyclic) Code

< Syndrome computation H - '

>

>

N {

X
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+

H, ¢ (cp << 1)T (cp << 4)T

Calculated by

Constant-Time Multiplication
* € {0,1}
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1. Related works

SAMSUNG SDS

m] Constant-Time Multiplication for QC (Quasi-Cyclic) Code

. H T
% Syndrome computation H - ¢

s N

r < X > r-bit
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1. Related works

SAMSUNG SDS

m] Constant-Time Multiplication for QC (Quasi-Cyclic) Code
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1. Related works

SAMSUNG SDS

m] Constant-Time Multiplication for QC (Quasi-Cyclic) Code

< Syndrome computation H - c' d = (11101010),
te,

27 = 128-bit = 16-byte

unrotated
16-byte rotate << rotated

(cp & d)T
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1. Related works

SAMSUNG SDS

m] Constant-Time Multiplication for QC (Quasi-Cyclic) Code

< Syndrome computation H - c' d = (11101010),
te,

27 = 128-bit = 16-byte

unrotated & 0x00---00
16-byte rotate << | rotated d,=1 &Oxff - ff

(cp & d)T
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1. Related works

SAMSUNG SDS

m] Constant-Time Multiplication for QC (Quasi-Cyclic) Code

< Syndrome computation H - c' d = (11101010),
1 ds

26 = 64-bit > 8-byte

L unrotated & 0x00 - 00
8-byte rotate << | ] rotated dg=1 &O0xff-ff

(cp & d)T
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1. Related works

SAMSUNG SDS

m] Constant-Time Multiplication for QC (Quasi-Cyclic) Code

< Syndrome computation H - c' d = (11101010),

1 ds
25 = 32-bit > 4-byte

J unrotated & 0x00 -+ 00
4-byte rotate << | i rotated ds=1  &O0xff-ff

(cp & d)T
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m] Constant-Time Multiplication for QC (Quasi-Cyclic) Code

< Syndrome computation H - c' d = (11101010),
1,

24 = 16-bit > 2-byte

! i unrotated dy=0  &Oxff-ff
2-byte rotate << ] rotated & 0x00---00

(cp & d)T
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1. Related works

SAMSUNG SDS

m] Constant-Time Multiplication for QC (Quasi-Cyclic) Code

< Syndrome computation H - c' d = (11101010),

(KE

23 = 8-bit > 1-byte

(cp & d)T
unrotated & 0x00---00

rotated d; =1 &O0xff-ff
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1. Related works

SAMSUNG SDS

m] Constant-Time Multiplication for QC (Quasi-Cyclic) Code

< Syndrome computation H - c' d = (11101010),
7 (dydqdy), < 8-bit

0-22+1-214+0-2°=2-hit

(cp & d)T

2-bit rotate <<
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1. Related works

SAMSUNG SDS

m] Constant-Time Multiplication for QC (Quasi-Cyclic) Code

< Syndrome computation H - c' d = (11101010),
7 (dydqdy), < 8-bit

0-22+1-214+0-2°=2-hit

(cp & d)T

2-bit rotate << :- 2-bit left shift | 6-bit right shift
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1. Related works

m] Side-Channel Attacks on QC Code-Based Cryptography

Syndrome computation H - ¢’

2014 Timing Attack

(Simple Power Analysis)

6‘55\)@
<> 0@(‘0 al
A | 4

co¥ 2016 Constant-Time Implementation

T 2017 Differential Power Analysis on Constant-Time Implementation

Side Channel Analysis Design Academy 2019.08. 28 Novel Side-Channel Attacks on Quasi-Cyclic Code-Based Cryptography



Slde Channel Analysis Design Academy

1. Related works

SAMSUNG SDS

(m] Motivations and Contributions
Syndrome computation H - ¢’

2014 Timing Attack

(Simple Power Analysis)
o w 2016 Constant-Time Implementation

2017 Differential Power Analysis on Constant-Time Implementation

Limitation: It could not completely recover accurate secret indices,

requiring further solving linear equations to obtain entire secret information

v 2

Is there no method allows to recover accurate secret indices
using only side-channel information?
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1. Related works

SAMSUNG SDS

(m] Motivations and Contributions

Syndrome computation H - ¢’

2014 Timing Attack

(Simple Power Analysis)
o w 2016 Constant-Time Implementation

2017 Differential Power Analysis on Constant-Time Implementation

Limitation: It could not completely recover accurate secret indices,

requiring further solving linear equations to obtain entire secret information

v 2

Is there no method allows to recover accurate secret indices
using only side-channel information?

S
Q@
. %Q‘&
2

‘E’i Enhanced Multiple-Trace Attack which can recover accurate secret |nd|ces
using only side-channel information
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1. Related works

SAMSUNG SDS

(m] Motivations and Contributions

Syndrome computation H - ¢’

2014 Timing Attack

(Simple Power Analysis)

<
o
<> @we 1 T )
00“0 L2 2016 Constant-Time Implementation
2017 Differential Power Analysis on Constant-Time Implementation
S0©
QP’ S .
00000‘66“ =’ 2017 Codeword Randomization (Masking) or =, Systems use ephemeral key pairs

Constraint : Cannot use multiple traces 2

Is it impossible to attack using only a single trace?
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1. Related works

SAMSUNG SDS

(m] Motivations and Contributions

Syndrome computation H - ¢’

2014 Timing Attack

(Simple Power Analysis)

gs©

S
X(P;o\)&ei“‘ =’ 2016 Constant-Time Implementation
2017 Differential Power Analysis on Constant-Time Implementation
S0©
QP’ S .
000\)0‘66“ =’ 2017 Codeword Randomization (Masking) or =’ Systems use ephemeral key pairs

}

Constraint : Cannot use multiple traces 2

Is it impossible to attack using only a single trace?

<
29

%@o\“‘%? Novel Single-Trace Attack on QC Code-Based Cryptography ef\
Using Masked Constant-Time Multiplication =
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1. Related works

m] Contributions

Enhanced Multiple-Trace Attack on QC Code-Based Cryptography
Using Constant-Time Multiplication

Novel Single-Trace Attack on QC Code-Based Cryptography
Using Masked Constant-Time Multiplication

L |3

A1 4

BIKE ®P>+
LEDAcrypt

It is insecure against our

Constant-Time Multipligdtion _
multiple-trace attack

>
o .. .
+ Codeword Randomization (Masking) It 'S_msecure against our
single-trace attack

>

? - - -
v " Use the ephemeral key paifs It is insecure against our

single-trace attack
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2. Multiple-Trace Attack

SAMSUNG SDS

m] Constant-Time Multiplication for QC (Quasi-Cyclic) Code

< Syndrome computation H - ' d = (11101010),
N
multiples of 8 < 8-bit d = (dydoded,dsdyd,dy)y, d; € {0,1)
e R
unrotated
16-byte rotate << rotated d, =1
unrotated
8-byte rotate << rotated de =1
| I | | unrotated
Word unit rotation
4-byte rotate << | | | | rotated ds =1
unrotated dys =0
2-byte rotate << rotated
(cp & d)T
unrotated
1-byte rotate << rotated d; =1
N J
e )
2-bit rotate << Bit rotation 2-bit left shift | 6-bit right shift
N\ Y
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2. Multiple-Trace Attack

m] Multiple-Trace Attack on Constant-Time Multiplication

d = (d;d¢dsdydsd,dqdy),

Correlation Correlation
Occurring  Power

Position Analysis
Word unit rotation ¢ - [unrotated if d;=0
resutt =1 rotated Jifdi=1

result = (rotated & 0x00) @ (unrotated & 0xff) = unrotated ,ifd;=0
"~ | (rotated & 0xff) @ (unrotated & 0x00) = rotated Jifd; =1

Bit rotation result = (<Kg_1)|(>1)

0<L= (dzdldo)z <8

Side Channel Analysis Design Academy
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2. Multiple-Trace Attack

-SﬁMSU NG SDS

Experiment

< d = (d7dedsd,dzdydqdy),, d; € {0,1}

Word unit rotation
N

Bit rotation

27 bit rotate 26 bit rotate 25 bit rotate 2% bit rotate 23 bit rotate Last 3-bit
! | T T T ; | T T | |
d; dg ds dy d; d,d,d,

09 l

0.8

éresult i
=(LE-I>L)

d
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N!l‘

,ifdl=0
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2. Multiple-Trace Attack

SAMSUNG SDS

m] Multiple-Trace Attack on the Word Unit Rotation d = (dydgdsd,dsdyd;dg)y, d; € {0,1)

result = unrotated ,ifd; =0
| rotated ,ifd;=1

target
/—/%
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2. Multiple-Trace Attack

SAMSUNG SDS

target
/—/%

m] Multiple-Trace Attack on the Word Unit Rotation d = (dydgdsd,dsdyd;dg)y, d; € {0,1)

R €Random {0' 1}8

P v 1 It = unrotated ,ifd; =0
roperty 1. result = rotated Jifd; =1 itw

16-byte rotate << ‘ ‘ -H

Unrotated value is chosen

d = (01101010),
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2. Multiple-Trace Attack

SAMSUNG SDS

target
/—/%

m] Multiple-Trace Attack on the Word Unit Rotation d = (dydgdsd,dsdyd;dg)y, d; € {0,1)

R €Random {0' 1}8

P v 1 It = unrotated ,ifd; =0
roperty 1. result = rotated Jifd; =1 itw

LS L
16-byte rotate <<
1 T T : : ; ‘
Wl I'load & save R Trace —C|0] |

ol Joad

08

07

0.6

03

0.4

12 13 14 15

Absolute Correlation Coefficient

[ o

d = (01101010), :

01

700 800 400 1000 1100 1200 1300 1400
Time
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2. Multiple-Trace Attack

SAMSUNG SDS

target
/—/%

m] Multiple-Trace Attack on the Word Unit Rotation d = (dydgdsd,dsdyd;dg)y, d; € {0,1)

R €Random {0' 1}8

P v 1 It = unrotated ,ifd; =0
roperty 1. result = rotated Jifd; =1 itw

09

LS L
16-byte rotate << 16-byte rotate <<
1 ™ N T T T T T
-------- Trace —CJ0]

I Joad & save

y load

08

07

0.6

Rotated value is chosen

03

0.4

12 13 14 15

Absolute Correlation Coefficient

d =(01101010), 1 d = (11101010),

0.1t
1

700 800 400 1000 1100 1200 1300 1400
Time

Side Channel Analysis Design Academy 2019.08. 28 Novel Side-Channel Attacks on Quasi-Cyclic Code-Based Cryptography



2. Multiple-Trace Attack

SAMSUNG SDS

target
/—/%

m] Multiple-Trace Attack on the Word Unit Rotation d = (dydgdsd,dsdyd;dg)y, d; € {0,1)

R €Random {0' 1}8

P v 1 It = unrotated ,ifd; =0
roperty 1. result = rotated Jifd; =1 itw

LS L L LS
16-byte rotate << 16-byte rotate <<
1 ™ I T T T T T 1 T I T T T T T
I : I load & save L~ Trace —CJ0] | : Iload - Trace —CJ0] |
R . load Co Yo L load & save |
0.8 1§ 5 0.8 |
I I
07k i | 07

03 03

Absolute Correlation Coefficient
Absolute Correlation Coefficient

o4 H EH i H i 0.4

Gl 4 st 81910 11 12 13 14 15
03k ' oo . 03
02 d=(01101010), 1 0
01 I 0.1

1
0 1 Il 0

800 900 1000 1100 1200 1300 1400 700 R00 900 1000 1100 1200 1300 1400

Time Time
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2. Multiple-Trace Attack

SAMSUNG SDS

target
/—/%

m] Multiple-Trace Attack on the Word Unit Rotation d = (dydgdsd,dsdyd;dg)y, d; € {0,1)

R ERandom {0' 1}8
Property 2 result = | Wrotated ,ifd; =0
roperty 2. esult =1 rotated Jifdi=1

L LS

16-byte rotate << 8-byte rotate <<

1 T T T T T T

load | | ----- Trace—(i[O]
o : l%:)ad&‘sayel ¥

09

08

07

0.6

Rotated value is chosen

03

Absolute Correlation Coefficient

01 T34 sl 75859_10 112 13-5141:|t :
T di+1 : L d;
|
02f d=(11101010), H d=(11101010),
|
01k 1 :_
|
700 200 900 1000 Time]]ﬁﬂ 1200 1300 1400
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2. Multiple-Trace Attack

SAMSUNG SDS

target
/"444444</A\444‘444<\

m] Multiple-Trace Attack on the Word Unit Rotation d = (dydgdsd,dsdyd;dg)y, d; € {0,1)

R €Random {0' 1}8

P v 2 It = unrotated ,ifd; =0
roperty <. result = rotated Jifd; =1 itw

L LS LS L
16-byte rotate << 8-byte rotate <<
1 T T T T T LE 1 T T T T L II T T T
load [ Trace —CJ0] 0 1 2 3 4 5 6 708 910 |- Trace —C[0]
09k T ; 1 ) ) g s | S
L load & save, | | : | : 5

08

07

0.6

05

e

04

141

di+1
d = (11101010),

. — (11101010), -
ol MMMWWWJP i L\me

700 800 400 1000 1100 1200 1300 1400 2100 2200 2600
Time Time

Absolute Correlation Coefficient

— o o o e e o o o
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2. Multiple-Trace Attack

SICAT:A
target

= SAMSUNG SDS
/—/%

m] Multiple-Trace Attack on the Word Unit Rotation d = (dydgdsd,dsdyd;dg)y, d; € {0,1)

R ERandom {0' 1}8
Property 2 result = | Wrotated ,ifd; =0
roperty 2. esult =1 rotated Jifdi=1

L LS

4-byte rotate << 2-byte rotate <<

0 1 2 304 ,5 6 7 8 910 | Trace —C[0]

09 O TN R I S S T

Unrotated value is chosen

Absolute Correlation Coefficient

d;
— (11101010), d = (11101010),
’II' WF I
Tlme
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2. Multiple-Trace Attack

SAMSUNG SDS

target
/—/%

m] Multiple-Trace Attack on the Word Unit Rotation d = (dydgdsd,dsdyd;dg)y, d; € {0,1)

R ERandom {0' 1}8
Property 2 result = | Wrotated ,ifd; =0
roperty 2. esult =1 rotated Jifdi=1

L LS L LS

4-byte rotate << 2-byte rotate <<

L T I o
0 1 2 31 4

0ot A

$ 6 7 % 910 | Trace —C[0] . ~Trace —C[0]

08 08

|
1
I
I
=3

I
Absolute Correlation Coeffigient

)
)

=
-

0.6

03

0.4

, I
03 i |
E I

Absolute Correlation Coefficient

03
I diyg :
d = (11101010), : d = (11101010), :
I 1 0
0.1 - I - 0.1 I -
| |
0 3300 3400 3500 3600 3700 3800 3000 200 4700 4300 4900 5000 5100 5200 5300 5400
Time Time
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2. Multiple-Trace Attack

Side
-SﬁMSU NG SDS

target
/—/%

m] Multiple-Trace Attack on the Word Unit Rotation d = (dydgdsd,dsdyd;dg)y, d; € {0,1)

R €Random {0' 1}8

% Step 1. Find the most significant bit d- based on Property 1
G e e R is only loaded in the first operation

5 E E , :
E | ! . .
e Power consumption related to R~ &
Eo; . \ does not occurs sequentially twice
% : : d = (11101010), . . -

: | in the first operation part  -=;>

wf‘ f”-mwwwmww P P < d7=1

—

ot
©

=
o0

e
Y

Power Consumption
o f=)
w (=)

04 H
03+ §
0.2
o1 ft | |
| ] ds | ds  ds B ds | - | dedqdy
O L L L L L L
1000 2000 3000 4000 5000 6000 7000 8000 9000 10000
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2. Multiple-Trace Attack

target

e
-m SAMSUNG SDS
/—/%

m] Multiple-Trace Attack on the Word Unit Rotation d = (dydgdsd,dsdyd;dg)y, d; € {0,1)

R €Random {0' 1}8

% Step 2. Find from dg to d3 based on Property 2

power consumption related to R occurs sequentially twice in the  iteration

d6 ’ il Trac’ch[b]’ d5 | Y E ,_i T — Firace — o] d4 ‘ 0 E _i o [ Trace —C[0] d3 o ; 5 w0 u | Trace —C[0]
£ R ¢ i
AL { : |
t Jifferent | same ;. dlfferent
: d= (11101010)2 h q4 d = (11101010), E Id (11101010)2 i d (11101010),
mem ""‘M«MM& 'wm "WMWMMW mmM wwmmm Wuwm.w rovoren
d6_1 d5=1 d4—0 d3=1

—

| g ™ | T - : !

ot
©

=
o0

e
Y

Power Consumption
o f=)
w (=)

04 H
03+ §
0.2
o1 ft | |
| L ds | ds C ds L ds | | dedqdy |
O i L L L L L
1000 2000 3000 4000 5000 6000 7000 8000 9000 10000
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2. Multiple-Trace Attack

-SﬁMSU NG SDS

target
/_M

m] Multiple-Trace Attack on the Bit Rotation d = (dydgdsd,dsdyd;dg)y, d; € {0,1)

resule = (110>

0<L= (dZdldO)Z <8

—

ot
©

e 2
L =

=
=)}

=

s
T
1

Power Consumption
o =]
i
|

S
:
I

|
U
N
U
=)}
a
Len
1y
-
U
W
U
N
U
e
U
=}
|

- .
T

1000 2000 3000 4000 5000 6000 7000 8000 9000 10000
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2. Multiple-Trace Attack

an A
SAMSUNG SDS

target
f_JH

m] Multiple-Trace Attack on the Bit Rotation d = (dydgdsd,dsdyd;dg)y, d; € {0,1)

resule = ()17

0<L= (dZdldO)Z <8

» Guess the L value fromO0to 7

and calculate Pearson’s correlation coefficient between traces and result values

1 T 1 T

——guess as (01 101)2 ——right guess
'l Pols 1 guess at other values except (01101), | =T __ wrong guess|
]

08 . Pols 2 - s} X5 i
= : 2 Y:0.7364
S I < AT
- | =
< 0.7y | 1 = 09 . I e
= ! ] 2 e o b
= I “er “y =
2 : < AR T e wr S TRSIXsxoszosse=s=s<
R | | g (J(q&unl‘ N
E 3t = ,L\‘f“vv, N N ~
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= os ‘r l :0< Y
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. 5N
sé‘ 5 lli’ / S TS e ——
D 04 80.4!\,“ , ST -
@ ; iy = | ' ,\’
= T E i 2 o FRARL — [
L | . . . i Jeod N AT T -4
2 :| _ Bit rotation * Resultaccumulation |~ Sy :
ﬁ § 7 I‘ :’é .w;-.

; Vi
0.2 i q E 02y,
» 50 traces
01 ! E, ! 0k = =
: e, are sufficient
{]‘ 7 i . 0 L L 1 L 1
0 50 100 150 200 250 300

The number of traces (>10)
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2. Multiple-Trace Attack

m] Multiple-Trace Attack on Constant-Time Multiplication

d = (d;d¢dsdydsd,dqdy),

W_J\/

Correlation Correlation
Occurring  Power
Position Analysis

We can accurately recover all secret indices

regardless of word size and security level

(We described the experiment results on a 32-bit processor in Appendix B)
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SAMSUNG SDS

2. Multiple-Trace Attack

m] Multiple-Trace Attack on Constant-Time Multiplication

Syndrome computation H - ¢’

2014 Timing Attack

(Simple Power Analysis)
o w 2016 Constant-Time Implementation

2017 Differential Power Analysis on Constant-Time Implementation

Limitation: It could not completely recover accurate secret indices,
requiring further solving linear equations to obtain entire secret information

_
8-bit 16-bit 32-hit 64-bit
80-bit security 0.4 seconds 15 seconds 16 hours ~ 530 years
128-bit security 2 seconds 4 minutes ~ 7 days ~ 790,000 years
% It is not feasible on 64-bit processor

O _.
(\«\6 . . . .
‘E’@ Enhanced Multiple-Trace Attack which can accurately recover secret mdm&
regardless of word size and security level
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3. Single-Trace Attack

_ (0x00 ,ifd;=0
mask = {Oxff Jifd, =1

m] Single-Trace Attack on Constant-Time Multiplication

d = (d;d¢dsd,d;d,dqdy),

w_/\/

Key Simple
Bit-dependent Power
Attack Analysis

unrotated ,ifd; =0

Word unit rotation
result = { rotated |ifd;=1

= unrotated ,if d; =0

(rotated & 0x00) @ (unrotated & 0xff)
= rotated Jifd; =1

result = {(rotated &0xff) @ (unrotated & 0x00)

Bit rotation result = (<Kg_1)|(>1)

0<L= (dzdldo)z <8

2019.08. 28 Novel Side-Channel Attacks on Quasi-Cyclic Code-Based Cryptography
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3. Single-Trace Attack

SAMSUNG SDS

target
/—/%

m] Single-Trace Attack on the Word Unit Rotation d = (dydgdsd,dsdyd;dg)y, d; € {0,1)

P v 3 It = unrotated ,ifd; =0
roperty o. result = rotated Jifd; =1 itw

(rotated & 0x00) @ (unrotated & O0xff) = unrotated ,ifd; =0
(rotated & Oxff) @ (unrotated & 0x00) = rotated Jifd; =1

0.25 T T T I T T T T T T

0.15 | i

result = {

o
¥}

o4

Power Consumption
: e
—3
N

= b

0.05
-0.1 d7 d6 ds d4 d3 d2d1d0
18 1 L | i ! L L L i
1000 2000 3000 4000 - 5000 7000 8000 9000 © 1000
i Time
10000 — é 5 5 |
s ; L X321 - dg| |
8000 — X 1865 PY:7329 [ X:4635 [ X:6093
° : Y6489 m L Y:6507 L Y:6602 a-d,
= | n - |
6000 | d |
» | i 5|
e | v d
£ 4000 - I i *
Q I —d
@? ; | 7]
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3. Single-Trace Attack

Side
SAMSUNG SDS

target
/—/%
m] Single-Trace Attack on the Word Unit Rotation d = (dydgdsd,dsdyd;dg)y, d; € {0,1)
S d= (d7d6d5d4d3d2d1d0)2, di € {O, 1} 1675~ 695 pOintS

result — (rotated & 0x00) @ (unrotated & O0xff) = unrotated ,ifd; =0
"~ | (rotated & 0xff) @ (unrotated & 0x00) = rotated Jifd; =1
mask —mask
0.12 |
— mask = 0x00, d=0
S 0.E i
£ - mask = Oxff, di=1
= = SN |
£ 008 -
£ 0.06 -
@
5 0.04 -
2
Ay 0.02 —
0 \ | \ | | \ | \ |
2 4 6 8 10 12 14 16 18 20

Time

Key Bit-dependent Property
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SAMSUNG SDS

3. Single-Trace Attack

target
. . . /—/%
m] Single-Trace Attack on the Word Unit Rotation d = (dydgdsd,dsdyd;dg)y, d; € {0,1)
< d=(d;dgdsdydsdydydg),y, d; € {0,1}
169 = (10101001), 201 = (11001001), 233 = (11101001),
¥ 4
_ i k
5 5 f
£ B’
E. E
= = o
U U .06
S )
z, z
(=] =]
=5 =
e T fime
v W=8 _ «  K-means clustering
mask = 1°0¥00 ifd; =0 «  Fuzzy k-means clustering
oxff ,ifd;=1 « EM (Expectation-maximization)
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3. Single-Trace Attack

target

/_H

m] Single-Trace Attack on the Bit Rotation d = (dydgdsd,dsdyd;dg)y, d; € {0,1)

result = (Kg_p)|>1)

0<L-= (dZdldO)Z <8

Bit rotate Left shift Right shift SPA
T . L . (8 — L) times L times
8-bitword | Single bit shift instructions ((8 — L) clock cycles) (L clock cycles) O
T2 . L . (8 — L) times L times
16-bit word | Single bit shift instructions ((8 — L) clock cycles) (L clock cycles) O

Side Channel Analysis Design Academy 2019.08. 28 Novel Side-Channel Attacks on Quasi-Cyclic Code-Based Cryptography
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3. Single-Trace Attack
target
5 - - / \
m] Single-Trace Attack on the Bit Rotation d = (dydgdsd,dsdyd;dg)y, d; € {0,1)

L4 1234567
W\WWWWW (11101110),
12 f- 123456

(11101101),

e 12345

0s MM 12134 m\/m\m (11101100),
06 MW\\/“ MW MJWW (11101011),
0.4 WWW (11101010),

(11101001),

Power Consumption

(11101000),

| -7450 7500 7550 7600 7650 7700
Time
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3. Single-Trace Attack

target
/_M

m] Single-Trace Attack on the Bit Rotation d = (dydgdsd,dsdyd;dg)y, d; € {0,1)

result = (Kg_1)|(>1)

0<L= (dZdldO)Z <8

Bit rotate Left shift Right shift SPA

T . L . (8 — L) times L times

8-bit word Single bit shift instructions ((8 — L) clock cycles) (L clock cycles) O
T2 . e : (8 — L) times L times

16-bit word | Single bit shift instructions ((8 — L) clock cycles) (L clock cycles) @)
@’@/ : Multiple bit shift instructions

32-bit word : One clock One clock X

(ex. barrel shifter)
64-bit word MUIt'?el)e( bkl);?rr:lf '[S;]r;?;[g:])CtlonS One clock One clock X

v" In the cases of 32-bit and 64-bit, we need to solve linear equations to find accurate indices

Side Channel Analysis Design Academy 2019.08. 28 Novel Side-Channel Attacks on Quasi-Cyclic Code-Based Cryptography



Slde Channel Analysis Design Academy

3. Single-Trace Attack

SAMSUNG SDS

m] Single-Trace Attack on Constant-Time Multiplication

d = (d;d¢dsd,d;d,dqdy),

w_/\/

Key Simple
Bit-dependent Power
Attack Analysis

We can accurately recover all secret indices

If processor provides single bit shift instructions

Even if processor does not provide single bit shift instructions,

we can extract substantial parts of secret indices

(We described the experiment results on a 32-bit processor in Section 5 and Appendix B)

Side Channel Analysis Design Academy 2019.08. 28 Novel Side-Channel Attacks on Quasi-Cyclic Code-Based Cryptography



4, Case Study: NIST PQC Standardization
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SAMSUNG SDS

m] Case Study: NIST Round 2 Code-Based Cryptography

Code
BIKE

Classic McElice
RQC HQC
LEDACcrypt

ROLLO
|
;V
<
"

BIKE
LEDAcrypt

>

cﬁ*b

N

0‘?+

% BIKE % LEDAcrypt

»  QC-MDPC » QC-LDPC

Constant-Time Multiplication

Codeword Randomization (Masking)

Use the ephemeral key pairs
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4, Case Study: NIST PQC Standardization

m] Case Study: NIST Round 2 Code-Based Cryptography

Table : Keys and syndromes of BIKE

< BIKE
| Public key | Private key ‘ Syndrome
» QC-MDPC Fy=G-H,
. . — N . T
BIKE-1 F=Fy | Fi] =G H, He
FO = I
9 " Fy | F r H r
BIKE-2 F [Fo | F]_] Fl _ Hl -Hﬂ_l H(]C
BIKES | F=[F | F] Lfo=CG HotH ol + Hoel
=G
* I is an r x r identity matrix
* (G is an r x r dense circulant matrix
* H; is an r x r sparse circulant matrix, H = [Hy | Hy|
* ¢ is a received row vector, ¢ = [¢g | ¢1]
< LEDAcrypt Table : Keys and syndromes of LEDAcrypt g
| Public key ‘ Private key | Syndrome H QM
» QC-LDPC LEDAcrypt KEM | =M |L]=L; L | 1.0 | Ly _1cT
LEDAcrypt PKC | P=[Z|[My|--| Mn,—2]T] ‘ : | (HQ)eT
#* I is an r X r identity matrix
* /4 s a diagonal block matrix with ng — 1 replicas of the block I,
#* M; is an r x r dense circulant matrix, 0 <i <ng—1, M = [My | -+ | Mp,_2]
* () is an n x n sparse circulant matrix composed of ng x ng sparse circulant blocks
* H; is an r x r sparse circulant matrix, 0 < i <ng—1, H=[Hy |- | Hp,_1]
* L; is an r X r sparse circulant matrix, 0 < i <np—1, L=H(Q
* ¢ is a received row vector, ¢ = [cg | -+ | en_1]
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m] Conclusion

Enhanced Multiple-Trace Attack on QC Code-Based Cryptography
Using Constant-Time Multiplication

Novel Single-Trace Attack on QC Code-Based Cryptography
Using Masked Constant-Time Multiplication

|
P»"
BIKE < .. .
LEDA t #*  Constant-Time Multiplicafion Itis Insecure against our
P multiple-trace attack

>
o .. .
+ Codeword Randomization (Masking) It 'S_msecure against our
single-trace attack

>

? - - -
v " Use the ephemeral key paifs It is insecure against our

single-trace attack
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