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Noise that leaks information?
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Analog + Digital Future:
sensitive ® Everything Mixed-Signal

Component A

to noise B Everything Networked / Multi-User

New security threats?
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digital circuits affect analog subsystem
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Paper at a Glance

® Goal: Prove Information Leakage inside Chip:

@ Digital
B Method:

@ Sample ADC during cryptographic algorithm

B Leakage Assessment + Correlation Power Analysis (CPA) {_Victim: Crypto )

B Results:
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Background: Power Distribution Networks (PDNSs) _\X‘(IT
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B Supplies current to all transistors in a chip

® Complex network: Resistors (R), Capacitors (C), Inductors (L)
® Some by design, others unwanted = parasitic

& Circuit activity causes voltage fluctuations by current changes i(t)
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Detalled Adversarial Model i Possible Attack Vectors

Analog

Digital

allowed

1. Attacker or

(1)21(1) Unsuspecting
...... Victim
samples ADC

Victim
Cryptography
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® ADC 1 or any sensor (e.g. Temperature)
@ Logical Isolation: Memory Protection, etc.

® Victim leaks information into analog part
m Affects ADC!

1. Attacker: acquires leakage by ADC

2. Attacker
with remote access
to ADC data

2019-08-27



