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Context

Context

Deep Learning against Secure RSA Implementation

ANSSI asked french ITSEFs to evaluate several secure RSA implementations against 
various attacks based on Machine Learning
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• software developed by CryptoExperts 
• hardware implements Montgomery Arithmetic 
• evaluations should include horizontal attacks and machine learning techniques
• only the Deep Learning aspects are discussed here
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Target Description

RSA in Secure Elements
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Target Description

Hardware Specifications
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RSA_SFM (u32* output, u32* input, u32* modulus, u32* exponent, u32* euler_totient, int 
len )
• output is the memory address where the output is written on len words,
• input is the memory address where the input is stored on len words,
• modulus is the memory address where the modulus is stored on len words,
• exponent is the memory address where the modulus is stored on len words,
• Euler totient is the memory address where the Euler totient of the modulus is stored on 

len words,
• len is the word-length of the RSA modulus.

Target Description

Software Specifications
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Target Description

Memory Organization
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COPRO Memory
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     seg_1  = 1;                                                   // input
     seg_2 = 2;                                                  // accumulator
     seg_3 = 3;                                                  // dummy register    

     //--- Exponentiation loop ---//
    // MMM = Montgomery Modular Multiplier
     FOR i = len-1 TO i = 0

           exp_bit = exponent [i]
          seg_4 = 9 - seg_2 - seg_dum
          
           MMM (seg_free, seg_2, seg_2)                                      //--- Square accumulator ---//
           seg_2  = seg_4
          
           seg_4 = 9 - seg_2 - seg_3                                                           //--- Multiply accumulator and input ---//
           MMM (seg_4, seg_2, seg_1))
           
           seg_2      = exp_bit * seg_4     +  (1-exp_bit) * seg_2                //--- Assign result wrt current bit ---//
           seg_3      = exp_bit*seg_3      +  (1-exp_bit) * seg_4                //--- Assign result wrt current bit ---//

     ENDFOR

Target Description

SQUARE & MULTIPLY ALWAYS
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     //--- Exponentiation loop ---//
    // MMM = Montgomery Modular Multiplier
     FOR i = len-1 TO i = 0

           exp_bit = exponent [i]
          seg_4 = 9 - seg_2 - seg_dum
          
           MMM (seg_4, seg_2, seg_2)                                                  //--- Square accumulator ---//
           seg_2  = seg_4
          
           seg_4 = 9 - seg_2 - seg_3                                                             //--- Multiply accumulator and input ---//
           MMM (seg_4, seg_2, seg_1))
           
           seg_2      = exp_bit * seg_4     +  (1-exp_bit) * seg_2               //--- Assign result wrt current bit ---//
           seg_3      = exp_bit*seg_3      +  (1-exp_bit) * seg_4                //--- Assign result wrt current bit ---//

     ENDFOR

          

           MMM (seg_4, seg_2, seg_2)                                                  //--- Square accumulator ---//

           seg_2  = seg_4
          

           seg_4 = 9 - seg_2 - seg_3                                                              //--- Multiply accumulator and Input  ---//

           MMM (seg_4, seg_2, seg_1))

           seg_2      = exp_bit * seg_4     +  (1-exp_bit) * seg_2                //--- Assign Result wrt current exp bit ---//

           seg_3      = exp_bit*seg_3      +  (1-exp_bit) * seg_4               



   

Attack Paths

Operations Sequence
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bit 1 0 1 1 0 1 0
op Square mult Square mult Square mult Square mult Square mult Square mult Square

op A
seg 2 4 2 4 4 3 4 3 4 3 3 2 3
val 1 1 m m2 m2 m4 m5 m10 m11 m22 m22 m44 m45

op B
seg 2 1 2 1 4 1 4 1 4 1 3 1 3
val 1 m m m m2 m m5 m m11 m m22 m m45

res
seg 4 2 4 2 3 4 3 4 3 4 2 3 2
val 1 m m2 m3 m4 m5 m10 m11 m22 m23 m44 m45 m90



   

Attack Paths

Operations Sequence
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bit 1 0 1 1 0 1 0
op Square mult Square mult Square mult Square mult Square mult Square mult Square

op A
seg 2 4 2 4 4 3 4 3 4 3 3 2 3
val 1 1 m m2 m2 m4 m5 m10 m11 m22 m22 m44 m45

op B
seg 2 1 2 1 4 1 4 1 4 1 3 1 3
val 1 m m m m2 m m5 m m11 m m22 m m45

res
seg 4 2 4 2 3 4 3 4 3 4 2 3 2
val 1 m m2 m3 m4 m5 m10 m11 m22 m23 m44 m45 m90



Attack Paths

Operands Sequence
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bit 1 0 1 1 0 1 0
op Square mult Square mult Square mult Square mult Square mult Square mult Square

op A
seg 2 4 2 4 4 3 4 3 4 3 3 2 3
val 1 1 m m2 m2 m4 m5 m10 m11 m22 m22 m44 m45

op B
seg 2 1 2 1 4 1 4 1 4 1 3 1 3
val 1 m m m m2 m m5 m m11 m m22 m m45

res
seg 4 2 4 2 3 4 3 4 3 4 2 3 2
val 1 m m2 m3 m4 m5 m10 m11 m22 m23 m44 m45 m90



   

Campaigns

Power Consumption Measurements
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Exponent of size  n = 1088 = 1024 + 64. 
Measured at 50 MS/s using a Lecroy WaveRunner 625Zi oscilloscope.
25, 000, 000 time samples per trace

Succession of Square and Mult with MMM Single MMM



   

Campaigns

Electromagnetic Measurements (EM)
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Signal acquired at 2.5 GS/s sampling rate over 200 μs
Each trace is composed of 5, 000, 000 time samples which correspond to the 7 MSB of the masked exponent 
Lecroy WaveRunner 625Zi oscilloscope and Langer ICR EM probe

Succession of Squares and Mults Square followed by Mult



   

Leakage Assessment

Leakage Assessment Phase (EM)
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Goal: detect time samples that statistically depend on register index 

EM Campaign - SNR for seg_4 versus the squaring initialization (bottom) and 
the original EM trace (top) 



   

Leakage Assessment

Leakage Assessment Phase (EM)
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Goal: detect time samples that statistically depend on operand bits 

Monobit SNRs (on 50, 000 traces) for the first operand of the MMM.



 

Deep Learning

Deep Neural Networks (Perceptron)
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Goal: from observations associated to labels, build an algorithm/model which correctly 
associates a label to a new observation

Fundamental Example: the Perceptron

 

 

 



 

Deep Learning

Deep Neural Networks (MLP)
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Goal: extend to non-linear classification problems

Combine several perceptrons in layers Use the same non-linear activation function to 
add non-linearity btw consecutive layers



 

Deep Learning

Deep Neural Networks (CNN)
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Goal: extend to non-linear classification, while being robust to some geometrical changes



 

Results

Deep Neural Networks vs RSA
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An input will be a leakage during a square (or a mult) MMM operation

The associated label will be:
• the value of seg_4 index 
• or a tuple composed of some bits of the Operand A

Goal: train an algorithm to correctly associate a new MMM trace to the corresponding 
seg_4 (or Operand A) label 



   

Results

Register Index Recovery 
Template Attack (EM Case)
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Supervised Attacks

Register Index Recovery 
MLP (EM Case)
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Supervised Attacks

Register Index Recovery 
CNN (EM Case)
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Supervised Attacks

Register Index Recovery 
Power Consumption Case
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[SW14]: W. Schindler et al. - Power attacks in the presence of exponent blinding  (2014)



   

Supervised Attacks

Profiling the Operand Collisions
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Targeted Sensitive Data: operand A in mult then square
If collision, then exponent bit is 0
→ recover information on the operand A values
→ decide whether they are equal or not

Initial Step: get leakages on the twelve bit of each 32-bits word of A

• Since |A| = 1088 for the tests, 34 bits are targeted by operation.



   

Supervised Attacks

Profiling the Operand Collisions
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• 34 attacks/matchings for each operand A 
• 10,000 traces for profiling and 1,400 traces for matching

Template Attacks 
→ success rate for each bit: 93%

CNN
→ success rate for each bit: 97%



   

Conclusion and Discussion

Conclusions
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• Deep learning may be very efficient against secure RSA implementations
• Selection of POI is less important than in TA attacks
• Deep Learning techniques currently used are very basic and attacks can be 

greatly improved
• Reported tests are for a Toy Implementation (RSA evaluated in CC should 

be much more resistant)



   

Supervised Attacks

Register Index Recovery 
Best MLP Model
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Supervised Attacks

Register Index Recovery 
Best CNN Model

Deep Learning against Secure RSA Implementation 14/18



   

Supervised Attacks

Partial Operand A Recovery 
Best MLP Model
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Supervised Attacks

Partial Operand A Recovery 
Best CNN Model
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