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Abstract. Cryptographic implementations on embedded systems need to be protected
against physical attacks. Today, this means that apart from incorporating counter-
measures against side-channel analysis, implementations must also withstand fault
attacks and combined attacks. Recent proposals in this area have shown that there
is a big tradeoff between the implementation cost and the strength of the adversary
model. In this work, we introduce a new combined countermeasure M&M that
combines Masking with information-theoretic MAC tags and infective computation.
It works in a stronger adversary model than the existing scheme ParTI, yet is a lot
less costly to implement than the provably secure MPC-based scheme CAPA. We
demonstrate M&M with a SCA- and DFA-secure implementation of the AES block
cipher. We evaluate the side-channel leakage of the second-order secure design with
a non-specific t-test and use simulation to validate the fault resistance.

Keywords: SCA, DFA, combined, countermeasure, masking, CAPA, ParTI, embedded,
infective computation

1 Introduction

The implementation of cryptographic algorithms in embedded systems should be done
with extreme care. Physical attacks are proliferating considerably and they are becoming
easier and cheaper to perform. The most important physical attacks are Side-Channel
Analysis (SCA), a non-invasive attack that exploits the physical leakages emanating from
the device (power consumption or electromagnetic radiation among others) and Fault
Attacks (FA), in which an adversary induces and exploits logical errors in the computation.
These attacks are commonly used to retrieve secret data from the embedded device and can
be executed either separately or combined. The most threatening attacks are differential
power analysis (DPA) [KJJ99] for SCA and differential fault analysis (DFA) [BS97] and
fault sensitivity analysis (FSA) [LSGT10] for FA.

In the case of SCA, a popular and established countermeasure is masking [ISW03,
NRRO06, PR11, NRS11, BGNT14, RBN'15, GMK16, GM17], a secret sharing-based
method in which intermediate variables are stochastically split into multiple shares in
order to make the side-channel-leaked information independent of sensitive data. To
protect against fault injections there are two major countermeasures, as noted in [LRT12]:
The first, Detection, checks whether the algorithm was faulted during the execution by
using either area or time redundancy (e.g. duplication [BECNT06], concurrent error
detection [BBKT03, KKG03, KKT04], ...). The problem with duplication is that it does
not provide security when faults are duplicated as well. Even with error-detecting codes, a
powerful attacker can avoid detection if the injected faults result in valid codewords. The
second approach, Infection, prevents an adversary from extracting secret information from
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a faulty ciphertext by ensuring that any induced fault results in a garbage output [GST12].
So far, all infective computations schemes have been broken [BG13].

The research direction of combined countermeasures - that is, countermeasures against
both SCA and FA - is quite young and experimental. A popular methodology is to
superpose two techniques that separately resist one family of attacks. Examples of schemes
that combine masking against SCA with redundancy against FA are ParTI [SMG16]
and Private Circuits II [IPSW06, CN16]. These countermeasures naturally inherit the
drawbacks of redundancy, that is, they are vulnerable against the injection of smart
undetectable faults. Moreover, implementing a checking mechanism that does not reveal
sensitive information under combined attacks is a difficult task. More recently, an actively
secure multi-party computation protocol was adapted to the context of embedded systems
in order to provide security against combined attacks [RDB'18]. The resulting combined
countermeasure benefits from very strong formal security guarantees, but is extremely
expensive to implement in hardware. A combination of duplication and infection is explored
in [LRT12], but this scheme was broken in [BG13]. Infective computation is also combined
with polynomial masking in [SFRES18]. These schemes alleviate the need for a checking
mechanism, but as a result cannot give an honest user any indication on whether or not
the chip has been tampered with.

Our Contribution In this work, we describe M&M, a new family of countermeasures that
extends any SCA-secure masking scheme with information-theoretic MAC tags against DFA
(i.e. Masks & MACs) and combines them with an infective computation mechanism. By
instantiating M&M with a d*-order secure masking scheme, one achieves generic order of
protection for SCA. The M&M construction then ensures generic order of protection against
DFA and the combination of SCA and DFA. As opposed to error detecting codes, the MAC
mapping is perfectly unpredictable, eliminating the possibility of smart undetectable faults.
This makes M&M secure against stronger adversaries than when error detecting codes are
used. We demonstrate M&M with first- and second-order secure implementations of the
AES cipher. This example shows that M&M can be very efficient in area with an overhead
factor of merely 2.53 compared to an implementation that protects only against SCA. We
perform a SCA evaluation of our implementations where no leakage is found with up to
100 million traces. Additionally, we design and perform a fault evaluation to confirm our
theoretically claimed fault coverage.

Scheme Overview We revisit the infective computation scheme of [LRT12], which uses a
redundant encryption of the plaintext and uses the difference between the two ciphertexts
to infect the output. That is, if the ciphertexts match, the output is exactly that ciphertext.
If the ciphertexts do not match, the output is randomized so the attacker cannot get any
information from it. The general idea is illustrated in Figure 1. For more details, we refer
to the original work.

This scheme was broken in [BG13] because of a bias on the randomized output. We
make two important changes. First, instead of using redundancy, which is vulnerable to
the injection of identical faults, we replace the second instantiation of the cipher with a
computation on information-theoretic MAC tags of the plaintext. If faults occur anywhere
in the computation, the output of this block does not correspond to a valid MAC tag of
the ciphertext with arbitrarily high probability. We use the difference between what the
MAC tag should be and what it actually is, to randomize the ciphertext without any bias.
This is illustrated in Figure 2. We also ensure that one can find out whether the ciphertext
is correct or not. In a way, we thus combine the advantages of detection and infection.

The computation on masks and MACs resembles the approach of [RDBT18]. However,
instead of using expensive MPC machinery, we devise new constructions for generic field
operations using existing SCA-secure gadgets.
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Figure 1: Infective Computation Scheme such as that of [LRT12]
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Figure 2: Our scheme

In Section 2, we introduce our adversarial model. Section 3 presents our framework
of shared data and information-theoretic MAC tags and the basic M&M building blocks
that are subsequently used in Section 4 to do more complex computations. In particular,
we describe M&M blocks for elementary Galois Field operations, which can be used to
construct the encryption blocks Enc and EncMec. In Section 5 we describe how the shared
ciphertext and MAC tags are used in an infective computation. This is followed by a
discussion of the security in Section 6. Finally in Section 7, we demonstrate our scheme
with an implementation and practical evaluation of the AES cipher.

2 Adversarial Model

In this work, we consider a semi-invasive adversary with probing and faulting capabilities.
On the one hand, we work under the d-probing model introduced in [[ISW03] for SCA,
providing security against d*"-order side-channel analysis attacks under the independent
leakage assumption. The model can include or exclude hardware glitches, but in this work,
we specifically instantiate M&M considering glitches.

On the other hand, we consider two types of faults. We model faults as stochastic
additive errors: this means the effect of a fault is the XOR of the current state with an
error variable following some random distribution. This adversary model is very similar to
the one described in [SMG16]. However, in this work, we do not limit the adversary in the
number of bits he can alter, since we present a scheme which can tolerate multiple faults
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with any Hamming weight.

In addition, we allow the attacker to inject non-stochastic faults (for example very
precise laser injections or stuck-at faults). In that case however, the faults must be
restricted to affect at most d of the d + 1 shares. We can justify this limitation by a proper
placement of the circuit on the chip and the more complex setup of these kinds of faults.

3 M&M: The Basics

In this section, we describe the M&M framework and its most fundamental M&M building
blocks, i.e. field multiplication and squaring in GF(2¥). We omit descriptions of trivial
linear operations such as addition and scaling. Using these blocks, it is possible to secure
any circuit against both SCA and DFA. Indeed, one only has to replace each AND-gate
(resp. XOR-gate) with a M&M multiplication (resp. addition) in the field GF(2). We note
that the proposed approach is only meant for the datapath. The control logic and public
constants do not require a combined countermeasure as they are only vulnerable to FA.

3.1 The M&M Framework

Notation. z denotes a d + 1-sharing (7o, ...,74) of an element x € GF(2*) such that
T = x0+...+x4, with “+” denoting addition in the Galois Field GF(2*). Additionally, “-” is
a field multiplication in GF(2¥) and “©” a shared (i.e. SCA protected) field multiplication
in GF(2¥) : x ®y = 2z & o -y = 2. Upright bold font is used for bit vectors x € (GF(2))*
and matrices M € (GF(2))***.

Information-theoretic MAC tags. Detection of faults in the computation is achieved
by accompanying each intermediate variable x € GF(2*) with an information-theoretic
MAC tag. Let a € GF(2%) denote a MAC key, which must be fresh for every encryption.
For each x € GF(2*), we have a MAC tag 7 = a - z. Note that, if a were fixed and
identical for all encryptions, the values and tags would be equivalent to an error detecting
code. Security against faults is based on the fact that the MAC key « is secret. Without
knowledge of o, an adversary cannot forge a valid tag 7% for a faulty Z. Its best strategy
is guessing «, which offers a success probability of 27%. If the field GF(2¥) is too small,
one can assign to each intermediate x multiple MAC tags 77[j], each for a different MAC
key a[j] for j = 1,...,m. The success probability of the adversary is then at most 27%™.
For readability, we will assume m = 1 unless otherwise mentioned.

Data representation against SCA and DFA. With security against both side-channel
analysis and faults in mind, we port the information-theoretic MAC tags to the shared
domain. This means that every intermediate z € GF(2%) is represented by (x) = (z,7%)
with value shares @ = (xq,...,xq) such that o + ... + 4 = = and tag shares 7* =
(1§,...,77) such that 7§ + ... + 77 = 7. The MAC key itself is also shared: a =
(a0, - -.,aq). Note that the MAC key o authenticates the sensitive value z itself and not
merely its shares z;. Hence, the tag shares 7 are not tags of the value shares z; but rather
a share of the tag 7%:

TS F o x,

T __
E Ti—()é'g xX;
i i

Shared multiplication. In what follows, we describe how M&M extends an existing SCA-
secure masking scheme with protection against faults. Literature provides us with many
secure Boolean masking schemes to choose from [ISW03, NRR06, PR11, NRS11, BGN ' 14,
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RBN*15, GMK16]. Each of those is defined by how it performs nonlinear operations (i.e.
a multiplication) on Boolean shares. A specific instantiation of M&M thus depends on the
choice of how to implement the shared multiplication operation  ® y = z. We assume
that this operation transforms d 4 1-sharings of two variables z and y into a d + 1-sharing
of their product z = xy. The latency and randomness cost of this operation depends on
the choice of SCA countermeasure. However, we assume for now that the latency is one
clock cycle, since this is the case in most schemes. For further discussion on the latency of
the multiplication gadgets, see Section 7.1.

3.2 Basic M&M Building Blocks

M&M Multiplication. Given two operands (x) and (y), we want to compute the value
shares z and tag shares 7% of z = xy. The value shares z can naturally be obtained using
a shared multiplier with & and y as inputs. From this point, for ease of notation, we use
xy to denote a sharing of the product xy.

rTOY=xy==2
Deploying the same multiplier for the tag shares does not result in a valid tag for z
TPOTY =ax O oy =a’z # 77

However, if we use the result above in another shared multiplication with a sharing of a1,
we can obtain the correct tag shares:

alo(rt*orY)=az="17

Note that we could also obtain these tag shares by either * ® 7¥ or 7® ® y, but we
want to avoid crossing the datapaths of value and tag shares such that faults introduced
in the values cannot automatically propagate to the tags. Consider for example a fault
injected on input «, resulting in & Then & © 7Y is a valid tag for £ © y.

The M&M multiplication is summarized in the left side of Figure 3. We assume the
operation ® includes one register stage, since this is the case for most state-of-the-art
d-secure multipliers. The value-datapath of a M&M multiplication thus requires one clock
cycle whereas that of the tags requires two.

Figure 3: M&M nonlinear operations: Obtaining the value and tag shares of z = zy(left)
and z = z?(right)

This multiplication uses a sharing of the inverse of the MAC key a—!. We assume this

is made available together with the sharing of the MAC key itself. If this is not the case,

a~! can be precomputed and stored.
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M&M Squaring. Note that squaring in M&M follows the same procedure. That is, to
obtain (z) from (z) such that z = 22, we first square the value shares & and tag shares
T®. Since a characteristic-two finite field allows (a + b)? = a? + b?, squaring in the shared
domain is a local operation that requires no registers: x? = (23,...,23%) and (%)% =
((18)3,...,(t%)?). We then again calculate the tag shares 7% by a shared multiplication
with the inverse of the MAC key aa—!. The M&M squaring operation therefore takes one
clock cycle and is depicted in the right side of Figure 3. The local squaring operation of
shared data is depicted as x2. Extending this means that exponentiations by a power of

two (arzl) take [ clock cycles for the tags.

The Field GF(2). Note that in the case of bits (the field GF(2)), no correction of the
MAC tag is needed since we then have that o? = «, i.e. 7 ® 7Y = 7%. As a result, the
M&M multiplication in GF(2) has the same latency as the SCA-secure multiplication and
M&M squaring (as well as exponentiation by a power of two) is local.

4 Building circuits with M&M

In this section we describe how to use the above building blocks to construct circuits
for more complex operations in the M&M framework. Specifically, we demonstrate the
methodology for an inversion in GF(2%), k > 2!, which is of course of particular interest
for implementing the AES S-box. Furthermore, we introduce a method for processing an
affine transformation over bits, as used as well in the AES S-box.

4.1 Galois Field Inversion

We discuss two methods to do an inversion in Galois Field GF(2¥). The first constructs a
multiplication chain from the M&M multiplication and squaring blocks described above.
This methodology is generic and can be applied to any S-box since any S-box can be
presented as a polynomial over the considered field. The second version uses a SCA-secure
inversion implementation from existing literature to build a secure M&M block. This
approach is specific for the AES S-box, but results in a more efficient implementation.

4.1.1 Version 1: “Generic”

254

For z € GF(28), the inversion 2! is equivalent to the power map z2°*. We can obtain

this function via the following power chain [GPS14]:

=t ((()7))

Since 2% = (22)? -z, this inversion requires seven M&M squares and four M&M multiplica-
tions. Using the above squaring and multiplication blocks, obtaining the inversion output
thus requires 15 clock cycles.

Optimization 1. The calculation can be sped up using a specialized block for the expo-
nentiation to the power five, shown in Figure 4. This is also done in [GPS14] and justifies
the choice of multiplication chain. In our case however, it is not trivial to do the same
optimization for the tag calculation. The operation *® raises the shares of = to the power
five in one clock cycle. This requires a local computation of % = (z¢, . .. ,xfi), followed by
a shared multiplication & ® x# = x5. This must be done with care since & and x* are

essentially the same variable and multiplying them may break non-completeness due to

In GF(2) and GF(22), inversion is trivial as it corresponds respectively to the identity and squaring
function
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the dependencies among these two variables. We therefore precompute and refresh # one
cycle before it is used.

After this first stage, which takes one clock cycle, we thus obtain a sharing of 2° in the
value datapath:

(z5,...,20) =x*
x ozt =28
and a sharing of (7%)° = a®2° in the tag datapath:
()% (r)Y) = (™)*
Tz ® (Ta:)4 _ (Ta:)5 7& Tms

A valid tag for 2° is obtained through one more shared multiplication with ac=#, which is
easily obtained locally from o™ !:

5

a”to(rro (™)) =17

a I
x *5 z
T* x5 ©) 7
\ I /
a1 x4

Figure 4: Obtaining the value and tag shares of z = %

With this specialized block, one obtains the exponentiation to the power five of (x) in
two clock cycles, if (z#, (7%)4) is already refreshed beforehand. In those two clock cycles,
we can obtain both the output (z) and a refreshed (24, (%)) to be ready for the next
block. The value shares can be refreshed using the second register stage (i.e. while the tag
shares are being multiplied with a~%). For the tag shares, there is no spare register stage
for refreshing. In the shared multiplication with o=, we therefore raise each crossproduct
to the power four. Before the register stage, we thus create a (d + 1)2-sharing of both 72
and of (7%)%, each using its own randomness. As a result, the inversion result is available
in only ten clock cycles:

One cycle for the preparation of refreshed # and (7®)*

The calculation of (£'2%) = (((:c5)5)5> requires six cycles.
2125)

In the next cycle, we square (

The last two cycles are spent on the multiplication of the result (£25%) with (z*) to
obtain (x254).

Optimization 2. By merging the last two operations into one step of two clock cycles,
we reduce the total latency of the M&M inversion to nine cycles. This is possible because
2254 = f(2*, 2'2%) with f(a,b) = a-b*>. We apply the same methodology as above. For
the value shares:

(.. 12) = b?
a®b2:f(a9b)
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For the tag shares:

()% (12)%) = (%)
70 (1) = a® f(a,b) # 77
a”?o(t*o (Tb)2) = 7 f(ab)
Figure 5 summarizes the nine-stage pipeline that calculates the value and tag shares
for an inversion of (x).

4
AT .
J ab? x1
g
5 5 5
a a a
X5 %25 5125

Figure 5: Inversion pipeline. (Register stages are depicted by red dotted lines.)

4.1.2 Version 2: “Custom”

The AES S-box has been extensively studied in literature and an abundance of SCA-
protected implementations has already been proposed. When implementing the AES S-box
in the M&M framework, it only makes sense to exploit the results from this research. We
can take the above optimizations even further by merging all stages together into one.
Consider applying a d*"-order secure shared inversion in GF(2*) (denoted x~') on both
the value and tag shares. One obtains ! and (7®)~! = a~lz=1 # 7 . Only a
shared multiplication with a? is required to calculate the correct tag shares of x~'. This
is illustrated in Figure 6. Again, it is easy to obtain a? by locally squaring the shares of a.

O

X *~1 z
™ *—1 @ Z
a— x2

Figure 6: M&M inversion: Obtaining the value and tag shares of z = x~!

4.2 Affine transformation over bits

The AES affine transformation at the end of the S-box A(x) = L(x) + ¢ is linear over
GF(2). The linear part of the transform, L(z) is a matrix multiplication operating on the
bitvector of z. A sharing of L(x) is trivially obtained by applying the transform locally
to each share of x. The same cannot be said for the tag shares of x. In this section, we
describe how to obtain the tag shares for any linear transform of this type.



L. De Meyer, V. Arribas, S. Nikova, V. Nikov, V. Rijmen 33

Isomorphisms. Consider the isomorphism ¢ between the finite field GF(2¥) and the vector
space (GF(2))*, that maps each element to its bitrepresentation vector, i.e. ¢(2!) = e;
with e; the i unit vector. We denote the bitvector of 2 as ¢(z) = x. For the linear
transform, we thus have

¢(L(x)) = Lo(z) = Lx
with L € (GF(2))¥** the matrix that defines the linear transformation. One of the
consequences of this isomorphism is

Va € GF(2%),3IM,, € (GF(2))*** s.t. Vo € GF(2F) : ¢(ax) = Mad(z) = Mox

Note that the opposite direction does not work: not for every M € (GF(2))¥** there exists
an a € GF(2*) such that this relation holds.

Given a value x € GF(2%) and a corresponding tag 7@ = ax € GF(2*), we wish to obtain
a tag 7M@) satisfying 71(®) = aL(x). We denote the bitvector of 7% as ¢(7%) = t = M,x.
We have

¢(r")) = p(aL(x)) = Mag(L(x))
=M, ,Lx
=M,L(M_,-1t)
= (MoLM,-1)t
Hence, we can go from (z,7%) to (L(x),7*®)) by applying L to the bitvector of 2 and
M,LM,-1 to the bitvector of 7. A similar approach is used in error detecting/correcting

code schemes [BCCT14]. In our case however, the code depends on o and thus the matrix
M,LM,-: is secret and different in every encryption.

Calculating M. The matrix M, is str_aightforward to find. The i*" column of M, can
be denoted by M,e; = M,#(2") = ¢(a2"). We therefore know that

M, = [¢(128a) ¢(64c) ... ¢(20) ¢(a)]

By seeing a matrix product as a compact way to describe k matrix-vector products

AB=[Ab, ; Ab,, ... Ab]
we get that
LM, = [6(L(128a7)) (L(64a™h)) ... o(L(a™))]
and thus
M, LM, = [¢(aL(128a71)) ¢(aL(64a=)) ... ¢(aL(a~))]

For each MAC key «, this matrix can be precomputed and stored in d+ 1 shares, similar
to the precomputed sharing of a~!. In the linear transformation, we obtain the tag shares
7L(®) by a shared matrix-vector multiplication with the sharing of M,LM,-1. A shared
matrix-vector multiplication can use the same equations as the SCA-secure multiplier
®, but with one of the inputs a matrix and with the field multiplication ‘-’ replaced
by matrix-vector products. Because of the register stage in the shared matrix-vector
multiplication, the affine transformation requires one clock cycle.

Latency Optimization Note that in cases such as AES, where the affine transformation
follows a power map, a little trick can ensure that the affine transformation does not
increase the total latency of an S-box evaluation. The last clock cycle of the inversion in
§4.1.1 (resp. §4.1.2) is spent on a shared multiplication of intermediate tag shares with
a~2 (resp. a?). We can incorporate this tag correction in the affine transformation by

replacing the matrix M,LM,-1 with M,LM,-s (resp. M,LM,,).
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5 Infective Computation

We have described above how to implement two encryption blocks: one that calculates
ciphertext shares, given plaintext shares and another that calculates ciphertext tag shares
from plaintext tag shares and MAC key shares a;. We now consider the ciphertext block-
per-block with blocksize k. Let ¢; € GF(2¥) be the shares of one ciphertext block and
T € GF(2*) the shares of the corresponding tag block. If the tags are consistent with the
data, then ) . 7 = - ) . ¢;.

5.1 The Problem with Error Checking

The use of infective computation in M&M is motivated by the difficulty of designing an
error checking mechanism that is secure against combined attacks. Consider the following
algorithm that computes the error on the tags £ = 7¢ + « - ¢ and verifies that it is zero.
We assume sufficient registers are in place to prevent glitch problems.

Check(c, ¢, )
Let 0+~ a®c
for all shares i do
Let E; < 0; + 7f
end for
E=3,FE;
Output (E == 0)

This checking algorithm is not secure in a combined adversary model with probing and
faulting. When an attacker manages to insert a known fault A in one share of the shared
multiplication such that the check is performed with o’ = a+ A, the unshared (zero) error
FE is replaced by

E =714d ¢
=714a-c+A-c
=A-c

A single probe on the unshared E’ thus reveals the (faulty) ciphertext c. This attack
defeats the very purpose of the error check, which is to stop a faulty ciphertext from being
released to the adversary.

5.2 The Solution

We propose the following routine Infect, which is local except for one shared multiplication
to obtain a sharing of the correct MAC tag ac. Let R be a uniformly random mask
€ GF(2%) \ {0}. Each share of the output ciphertext block is modified using this random
mask and the difference of the tags.

Infect (¢, 7¢, )

Let 0~ aGc

Draw R < GF(2%) \ {0}

for all shares ¢ do

Let ¢, «+ ¢, + R- (91 +Tic)
end for
Output &
The scheme outputs a sharing of the adapted ciphertext block ¢=)",é =c+ R - (o -

¢+ 7¢). Thus, if the tags are consistent (« - ¢+ 7¢ = 0), the scheme outputs a sharing of
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the computed block ¢. On the other hand, if the tags do not match (« - ¢+ 7¢ # 0), the
unshared output ¢ is random.

One may note that generating a nonzero mask R is nontrivial. However, there must be
a PRNG with enough throughput to realize all the randomness for the computation of the
S-box. The number of random bits available for the routine Infect is thus much higher
than the amount required. From this, it is easy to generate one nonzero byte.

Unbiased Randomization We verify that the infected ciphertexts are uniformly dis-
tributed, so the attacker cannot obtain any information from them. Consider the case
when the computation of Enc (and Enc™®) is disturbed by faults A¢ (resp. A7), resulting
in the unshared infected ciphertext block

E=c+A+R-(a-(c+A)+71¢+ A7)

We may assume A€ is non-zero and unkown to the attacker. In fact, knowing the faulty
ciphertext, or indeed A€, is the goal of the adversary in a DFA attack. Furthermore, we
assume a strong probing adversary can know the value of the mask R, which is why we do
not allow it to be zero. However, the MAC key « is always secret due to sharing. These
introduced faults (A€, A7) remain undetected with a probability of 27¥™  corresponding
to the case when A™ = - A°. We therefore claim an error detection probability (EDP) of
1 — 277%™ and focus now on the case when A7 # a - A°.

Using the fact that a.-c+7¢ = 0, we rewrite ¢ = c+A°-(1+ R-a)+ A" - R. Clearly, the
unbiased randomization of the output depends on the uniformity of the mask (1+ R - «).
It can be verified that this mask is uniformly random in GF(2*) when R is uniformly
random in GF(2%)\ {0} and « uniformly random in GF(2*). As a result, & is uniformly
random in GF(2F) when A€ # 0.

5.3 Combining Infection and Detection

In many applications, outputting garbage when the chip is under attack suffices. There are
however some use cases, where one might want to know whether the outputted ciphertext is
correct. If that is the case, we propose to do the infective computation twice, with different
masks and with different MAC keys. The two resulting ciphertexts can be compared; If
the computation was corrupted, the ciphertexts are distinct and randomized. Otherwise,
they are identical.

The above adaption requires that the number of MAC keys m is at least two. If m =1
suffices for security, we propose the following solution to avoid duplicating the tagsize just
for the sake of outputting two ciphertexts. A second MAC key S is created only for the
infective computation part and not for the cipher evaluation. The procedure Infects below
describes how to obtain the second ciphertext block & apart from the original & obtained
with Infect.

Infects (c, 76,71, B, R)
Let ' +— B O c
Let 7¢’ + a=1 0 (B O 1°)
Draw R’ & GF(2¥)\ {0, R}
for all shares 7 do

Let é; — ¢ + RI . (92/ +7'ic/)

end for
Output &
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The two unshared outputs are thus

E:ZEi:c+R~(a-c+Tc)

EI:ZE;:C-I-R/'(B-C-FB'Q_l‘TC)

i

6 Security Analysis

In this section, we discuss the security of the M&M scheme. Note that M&M can be
based on several different Boolean masking schemes providing SCA secure multiplication,
inversion and refreshing gadgets in the chosen adversary model and thus the security of
any instantiation depends heavily on those choices.

6.1 Security against SCA.

By adhering to security principles such as ensuring non-completeness [BGN114] and
proper refreshing is satisfied everywhere, M&M inherits the SCA security of the shared
multiplication and inversion mechanism used. A Boolean masking scheme that is secure in
the considered SCA attacker model thus provides security against d*P-order SCA. Since the
model can include or exclude hardware glitches if the shared multiplication and inversion
mechanism used are also secure in the presence of glitches, M&M inherits this.

The computation of the tag shares follows the same design principles as the value
share calculations. The two datapaths operate completely independently of each other
and receive their own distinct fresh randomness (see Figure 7). It is important to note
that the input sharings p and 7P must be independent as well, which is easily achieved
if the initial maskings of p and 7P are obtained separately. The independence of the two
datapaths ensure that their merging in the Infect block does not induce leakage on p or 77.

(o}

P — EncMec

Figure 7: Overview of the scheme

The Refreshing Gadget. It is important that any refreshing mechanism used (cf. § 4.1.1)
ensures the same security as is provided by the used masking scheme. The kind of refreshing
thus depends on the targeted security order d [BBPT16] and the considered attacker model.
In general, one can always make use of the multiplication-based refresh gadget of Ishai
et al. [ISW03]. It has been shown in [BBD"16, Gadget 4b] that this refreshing ensures
composability at any order. For a specific target security level, randomness can be
consumed more efficiently. For example, the ring refreshing approach of [CRB*16] uses
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d + 1 fresh masks in a circular manner to refresh d 4+ 1 shares. This method suffices for
second- and third-order security. At certain higher orders, one can use its variant, offset
refreshing, which still uses only d + 1 units of fresh randomness but rotates with an offset
of more than 1 [BBD*18, Alg. 2|. Finally, additive refreshing using only d fresh masks is
sufficient when first-order security is targeted. For a more detailed treatment of refreshing
gadgets, we refer to [BBD'18].

6.2 Security against FA.

The introduction of MAC tags to the circuit results in resistance against FA, in which
faults are not limited in Hamming weight nor in quantity. Faults are only undetected if
both the value and MAC tag shares are modified in such a way that the relation

ZTf:a-in (1)

remains true. Since the MAC key a € GF(2*™) is unkown to the adversary, any number
of stochastic additive errors result in this relation with probability at most 27 %™, If the
attacker has the ability to inject non-stochastic faults, our model restricts these to affect
at most d of the d + 1 shares. In that case, the success probability still depends on the
probability of guessing the secret MAC key o € GF(2¥™) correctly. We therefore claim an
error detection probability (EDP) of 1 — 27+,

As stated in the adversarial model in §2, the faults we consider are neither limited
in Hamming weight nor in quantity. The worst-case probability that (1) is satisfied is
27km regardless of the Hamming weight of a single fault. The accumulated effect of
multiple faults also does not change this probability. The adversary obtains no additional
information after injecting faults hence random shooting or guessing « remains the best
strategy for subsequent faults. In the end, the same equation (1) in GF(2*™) must hold
for the faults to remain undetected. It holds with probability 27%™. We experimentally
investigate the effect of multiple faults in Section 7.3.2.

The zero MAC key. The event that the MAC key is zero occurs with probability 27+
Since « is secret and shared, the adversary cannot know when the tags are zero and must
still guess o to determine what fault to inject in the tag computation. An adversary
strategy of not injecting faults in the tag computation, i.e. injecting faults only on the
value computations, corresponds to guessing that a = 0 and succeeds with probability
2-km  This is completely analogous to guessing for example that o = 1 and injecting
identical faults in both the tag and value computation accordingly. Either by guessing
a or by injecting a random fault, the adversary hits the correct value with probability
27Fm  corresponding to our claimed EDP of 1 — 227%™ Hence, in theory, the case o = 0 is
equivalent to any other nonzero MAC key. In practice however, the strategy corresponding
to guessing o = 0 is easier since it requires only fault injections in the value datapath and
not the tag datapath. To avoid it, one could exclude the zero MAC key and reduce the
EDP to 1 — (2¥™ — 1)~L. This difference is negligible if km is sufficiently large. However,
note that in that case, the infective computation output phase can no longer be used, since
it requires « to be uniformly random in GF(2+™).

Ineffective Faults. Apart from DFA and FSA, there is also an interesting branch of fault
attacks that exploits so-called ineffective faults. For example, a stuck-at-zero fault on
a wire or set of wires is ineffective when those wires already carry the zero value. This
type of faults are naturally undetectable at algorithm level, which makes them immune
to both detection and infection countermeasures. A flavour of Ineffective Fault Analysis
(IFA) [Cla07] called Statistical Ineffective Fault Analysis (SIFA) [DEK™ 18] has recently
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been proposed. SIFA collects a subset of correct ciphertexts from a large number of
faulted encryptions and exploits the fact that the intermediate state of the algorithm
is not uniformly distributed in this subset. This attack has been extended to masked
implementations in [DEG'18]. Ineffective faults (and thus SIFA) fall outside of our
adversary model since they are impossible to detect. Protection against such attack can
be provided at a different level, for example using a protocol that erases the key as soon
as a certain threshold of faulty ciphertexts has been detected.

6.3 Security against combined attacks.

Having brought the MAC tags to the shared domain, our scheme also provides security
against combined attacks. Thanks to the fact that the MAC key « is shared, it remains
secret even to a probing adversary. As a result, the detection probability of injected faults
does not change, even when the adversary combines them with SCA. We recall that our
model limits the injection of deterministic faults to d of the d + 1 shares. In case of a
combined attack, the total number of affected shares by either faults or probes should thus
still not exceed d.

Modern combined attacks such as PACA [AVFM07, CFGR10], which require a faulty
ciphertext to succeed, are prevented since faulty ciphertexts are only released with prob-
ability 27%™. The effective complexity of such attacks thus increases by a factor at
least 2¥™. Thanks to the infective computation, M&M is also secure against combined
attacks that target the checking mechanism or that exploit correlations on the faulty
ciphertext [RLK11, DV12].

Although we are not aware of any combined attack against M&M, we cannot formally
prove it as CAPA [RDB™18] does. The only provable approach against combined attacks
known so far is to adapt an actively secure MPC protocol. No other formal techniques
have yet been found.

7 AES Case Study

M&M has been designed in a way that allows it to use both provably secure (e.g.
SNI [BBD™15]) gadgets or more efficient but non-provably secure blocks. We now present
specific AES implementations confirming the latter. We target first- and second-order
security as those are relevant for realistic attacks and use TVLA for these specific orders
to demonstrate the security.

Our implementations are mere examples of the many different ways to instantiate M&M.
Any existing or future SCA-secure gadgets can be used as the underlying building blocks.
In this section, we first detail our choice of gadgets and investigate the implementation cost
of the resulting AES constructions. We then empirically validate our SCA claims using
univariate and bivariate test vector leakage assessment and we perform a simulation-based
verification of the DFA security.

7.1 Implementation Details

In Section 4, we described essentially all components that are needed to construct an AES
SubBytes implementation: the inversion in GF(2%) and the affine transformation over bits.
We distinguish two versions of the S-box implementation. One follows a rather generic
methodology using multiplication chains and the other is customized for the inversion. We
investigate the implementation cost of both implementations for first- and second-order
SCA security (d =1 or 2). For our specific instantiations of M&M, we only claim first-
and second-order security. Nevertheless, it is extendable to higher-orders given a suitable
choice of building blocks.
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The remaining AES blocks (ShiftRows, MixColumns and AddRoundKey) consist
exclusively of linear operations and are thus trivially implemented for the M&M framework.
More specifically, the datapaths in both the Enc and EncM®® blocks each consist of d + 1
copies of the AES state and key arrays. These arrays contain data shares in the encryption
block Enc and tag shares in case of the Enc™ block. In total, the area cost of these
blocks increases with a factor (d 4+ 1)(m + 1) compared to an unprotected implementation.
Our implementation uses the same byte-serialized architecture as used in [GMK17].

We now detail our choice of multiplication and refresh gadgets which are used in the
multiplication chain version of the inversion (cf. version 1, Figure 5) and the inversion
gadget used in version 2 (cf. Figure 6).

Multiplication gadgets. We choose a d 4 1-share multiplier as our SCA-secure multiplier.
The following equations describe for example a three-share, second-order (d = 2) secure
multiplication of shared variables © = (xq, 21, 22) and y = (yo, y1, y2) into z = (2o, 21, 22),
using three units of randomness rg, 71,72 € GF(Z’“) as in [GMK16]. We first calculate nine
intermediate values t;; for ¢, € {0,1,2}. After a register stage for synchronization of ¢;;,
we compute the output shares z = (2, 21, 22). The latency of the operation ® is thus 1
clock cycle.

too = o - Yo
tor = xo - Y1 + 1o

toa =0 Y2 + 71

tio =1 Yo+ 1o 20 = [toolreg + [to1]reg + [t02]reg
tin =21 21 = [t10]reg + [t11]reg + [t12]req
t1g =11 Y2+ 712 23 = [tao]reg + [t21]reg + [t22]req

tog =2 Yo+ 11
tor = x2- Y1 + 12

tos = T2 - Y2

The corresponding first-order construction is given in [GMK16]. Each multiplication
requires (*11) fresh units of randomness. It has been shown in [FGMDP*18] that such
a multiplication gadget is composable if the result is stored in a register. As shown on
Figure 5, we present in this work a construction with such registers in the value share
datapath but without extra registers in the tag share datapath. Note that, the intermediate
registers of [FGMDP 18] are a requirement for SNI schemes in HW, but the SNI property
is not a prerequisite for a scheme to be secure and we customized our design for better
performance. We see currently no formal way to prove the security of our construction,
but because the tag shares can be seen as Boolean shares of a multiplicative share of the
secret, we judge that the tag shares do not need to be stored in registers in order to obtain
security. We verify our approach empirically using TVLA and do not detect any leakage
(cf. §7.3.1). Provable security can be achieved by adding registers to each of the tag share
and value share datapaths.

Refreshing gadgets. When d = 1, a d 4 1-share variable  can be refreshed with d fresh
random units using additive refreshing:

d—1

(o, 21, 2a) = (o +70,T1 + 715, Tg—1 +Ta—1,Ta + E )
i=0
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For second-order security, we use ring refreshing as in [CRBT16], which consumes d + 1
fresh random units.

Ry j N Ry —l —

S —> S1 —>P—] —>
Ry — R

So —> So i—b —>
R3; — Rs _l

S3 — Sy —>B— >
R4 — R ® R2® R3

S —> S %—b —>
Ry — VaN Va\

Figure 8: Ring and Additive Refreshing [CRBT16]

We use these refreshings for the shares of 2%, 22° and z1'%° in Figure 5 as well as for
the shares of (7%)%. We let 7(d) be the corresponding randomness cost for refreshing d + 1
shares with security order d, i.e. 7(1) = 1 and r(2) = 3. The shares of (7% )% and (77" )4
are refreshed using (d;rl) units during the last multiplication in the M&M power five block
(cf. Figure 4). For d € {1,2}, we actually have that r(d) = (“}'), so the cost of each
refreshing is r(d). We note again that these types of refreshing gadgets are only to be used
for respectively first- and second-order security and are not secure for higher orders.

Inversion gadget. For the shared inversion in GF(28), x~!, we can use De Cnudde et
al’s d+ 1 [CRB'16] or Gross et al.’s Domain Oriented Masking [GMK17] AES S-box
implementations. Both are based on Canright’s compact S-box [Can05] using the tower
field approach. We opt for the first, which requires five register stages. Together with the
final shared multiplication with o2, the latency of the M&M inversion in Figure 6 is thus
six cycles.

7.2 Implementation Cost

Randomness We summarize the randomness cost in Table 1.

Recall that for d € {1,2}, each shared multiplication ® and each refreshing consume
(d;rl) units of randomness, where each unit is a byte in the case of AES. The inversion
pipeline of Figure 5 performs four M&M nonlinear operations (three times a® and once ab?).
Each of these requires exactly three ®’s, although we count one less for the f(a,b) = ab?
block (because this operation is included in the affine transform). We count two additional
®’s with a1 for the computation of the tag shares of % and one ® for the tag shares
in the affine transform. This brings the total number of shared multiplications ® to 14.
In addition, we need 6 refreshings to preserve the non-completeness in the power five
exponentiations x°.

The inversion circuit from [CRB*16] consumes 54 (resp. 162) bits of randomness
in first-(resp. second-)order. The M&M inversion in Figure 6 uses this circuit twice.
Furthermore, the affine transformation adds one additional shared (matrix) multiplication.

Finally, the infective computation uses randomness for one shared multiplication and
an additional unit for the mask R. However, since the infection takes place when all

SubBytes evaluations have finished, the total randomness does not increase.

Latency The first inversion from §4.1 requires nine clock cycles. In version 2, we use the
x~1 implementation from [CRBT16], which results in a M&M inversion of six clock cycles.
Recall from §4.2 that the AES affine transformation in M&M requires no additional cycles.



L. De Meyer, V. Arribas, S. Nikova, V. Nikov, V. Rijmen 41

Table 1: Randomness Cost for the AES S-box implementations

# © # « 1 # Fresh # Random Bits

d d=1 d=2
Shared Mult. (®)/Refresh 1 - - 8 (d;l) 8 24
Shared Inv. (»~1) [CRB*16] - 1 - - 54 162
Fresh Mask - - 1 8 8 8
S-box V1 14+6 - - 160 (*5') 160 480
S-box V2 1 2 - - 116 348
Infective Computation 1 - 1 8 (dgl) +8 16 32

In total, the AES S-box output is thus obtained in nine clock cycles with version 1 and six
clock cycles with version 2.

The byte-serialized architecture from [GMK17] is very efficient as it performs the
MixColumns, ShiftRows and AddRoundKey stages in parallel with the SubBytes stage.
As a result, when the S-box latency is C' > 4 cycles, one round of encryption (including
key schedule) requires exactly 16 + C' clock cycles: During the first 16 cycles, all the state
bytes are fed to the S-box pipeline input. The MixColumns operation is done in parallel
every four cycles. The remaining C' cycles are spent waiting for the last S-box output.
During the first four of these, the S-box can be used by the key schedule. In the last cycle,
the last S-box output is shifted into the state at the same time as ShiftRows is performed.

Our two versions of the AES Encryption therefore require respectively 25 and 22 clock
cycles per encryption round.

Area We report our area results for first- and second-order security in Table 2 together
with latency and randomness cost. As expected, the more customized version of the
S-box results in a much more efficient implementation. Note that many more tradeoffs
between area, latency and randomness cost are possible depending on design choices (e.g.
multiplication chain) and used building blocks (e.g. shared inversion block x~1).

Table 2: Cost of first- and second-order AES implementations

Area [kGE] Latency # Random bits/cycle

d=1 d=2 [# cycles] d=1 d=2
State Array 5.6 8.5 - - -
Key Array 4.2 6.3 - - -
S-box
e V1 19.2 42.0 9 160 480
o V2 6.5 13.5 6 116 348
Control 0.2 0.2 - - -
Infective Comp. 1.7 3.3 - 16 32
Other 1.0 14 - - -
Total
e V1 31.9 61.7 266 160 480
e V2 19.2 33.2 236 116 348

Comparison to State-of-the-art. In Table 3, we report our area results next to other
state-of-the-art schemes. Some of these protect only against SCA [CRBT16, GMK17] and
some are combined countermeasures, such as ParTI [SMG16] and CAPA [RDB'18]. For
the latter, it is not easy to compare the results given the difference in cipher implemented
and synthesis libraries used. We try to overcome these differences by also reporting the
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overhead factor of the combined countermeasure, compared to an implementation that
provides only protection against SCA.

The ParTI countermeasure is applied to the LED scheme in [SMG16]. The authors
report an area of 20.2 kGE obtained with a UMC 0.18um library [Inc04], compared
to 7.9 kGE for the SCA-only first-order secure LED implementation. This signifies an
area overhead factor of % = 2.56. For the combined countermeasure CAPA, we can
compute the overhead over a SCA-secure KATAN implementation [RDBT18, Table 2].
Finally, we compare our first-order M&M AES (V2) with De Cnudde’s [CRB*16] first-order
implementation against SCA only. Table 3 reports the area of the implementation that is
only secure against SCA in the fourth column and the area of the combined countermeasure
in the fifth column. The overhead factor for those can be found in the last column. We
note that the dependency on the synthesis library cannot completely be eliminated this
way. Furthermore, all schemes consider very different adversary models.

Table 4 does the same for second-order secure implementations.

Table 3: Area comparison for first-order secure implementations

Countermeasure Synthesis Library Cipher SCA-only Combined Overhead
kGE] kGE] factor
[CRBT16] Nangate 45nm [NAN] AES 7.62 - -
[GMK17] UMC 90nm Low-K AES 6.0 - -
CAPA [RDBT18] Nangate 45nm [NAN] KATAN 3.6 30.5 8.47
ParTI [SMG16] UMC 0.18um [Inc04] LED 7.9 20.2 2.56
M&M NanGate 45nm [NAN] AES 7.6 19.2 2.53

Table 4: Area comparison for second-order secure implementations

Countermeasure Synthesis Library Cipher SCA-only Combined Overhead
kGE] [kGE] factor
[CRBT16] Nangate 45nm [NAN] AES 12.61 - -
[GMK17] UMC 90nm Low-K AES 10.0 - -
CAPA [RDB'18] Nangate 45nm [NAN]  KATAN 5.9 55.2 9.35
M&M NanGate 45nm [NAN] AES 12.6 33.2 2.63

7.3 Evaluation

Evaluation of our M&M implementations is done separately for SCA and DFA, since no
comprehensive method for verifying against combined attacks has been published to our
knowledge. For the first, we program both versions of a second-order protected AES on an
FPGA and evaluate the leakage coming from the power consumption with a non-specific
t-test. The state-of-the-art on evaluating fault countermeasures is less advanced. We
evaluate the scheme’s EDP through a simulation of the circuits, in which we model additive
faults in the RTL.

7.3.1 SCA evaluation

Setup. To assess the security of our implementations we use a SAKURA-G board, which
is specifically designed for side-channel evaluation. On this board there are two distinct
Spartan-6 FPGA’s. The control FPGA handles the communication with the host computer
and generates the shares for the cryptographic FPGA. In the crypto FPGA, we deploy
the actual encryption scheme. This way we isolate the power consumption of the actual

2This number differs from the one reported in [CRB*16]. We contacted the authors and obtained their
code in order to synthesize with the same software and library as our M&M implementation.
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encryption, reducing considerably the noise in the experiment. We use a very slow 3 MHz
clock to ensure clear power traces with minimal overlap between consecutive time samples.
The synthesis of the design is done using Xilinx tools with the KEEP HIERARCHY constraint,
in order to avoid optimizations across different shares. We sample the power consumption
at 1.0GS/s with 10000 points per frame, which includes 30 clock cycles. This is equivalent
to approximately 1.2 rounds of V1 and 1.4 rounds of V2.

TVLA. We perform a non-specific test vector leakage assessment (TVLA) [BCD'13]
using the methodology described in [RGV17]. This assessment is not used to mount an
attack but to detect correlations of the instantaneous power consumption with the secret.
We gather power traces for two distinct plaintext classes (one fixed and one random) and
compare the two sets using the t-test statistic. When the t-statistic exceeds the threshold
4.5 in absolute value, one can conclude with confidence 99.9995% that the two sets of power
traces follow different distributions and thus, that the design leaks. This is a necessary
but not sufficient condition for a successful attack to exist. When the t-statistic remains
below this threshold, the designer can conclude with high confidence that the design is
secure. We choose the fixed plaintext equal to the key so that all S-box inputs in the first
round are zero.

We first perform the t-test on an unprotected AES implementation to verify that our
setup is sound and able to detect leakage. We emulate the unprotected implementation
by disabling the PRNG. Leakage is then expected in every order. When we turn the
PRNG on and activate the countermeasures, we expect only third-order leakage since the
implementation is second-order secure.
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Figure 9: Non-specific t-test on second-order secure M&M AES implementation, V1. Left:
PRNG off (24K traces); Right: PRNG on (100M traces). Rows (top to bottom): one
exemplary power trace; first-order t-test; second-order t-test; third-order t-test.

The t-test results for version 1 and 2 of our AES implementation are shown in Figures 9
and 10 respectively. In both cases, we see clear evidence of leakage at only 24 000 traces
when the PRNG is turned off. When we enable the PRNG, neither the first- nor second-
order t-test statistics surpass the threshold 4.5 with up to 100 million power traces.

In addition, we perform a bivariate analysis by combining time samples. For memory
efficiency, we reduce the resolution of the oscilloscope to 100MS/s, resulting in power traces
of 1000 time samples each. We then perform the t-test as described above on 1000 x 1000
matrices, formed by a centered product of the traces. The results are shown in Figure 11
and confirm that there is no bivariate leakage with up to 50 million traces.
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Figure 10: Non-specific t-test on second-order secure M&M AES implementation, V2.
Left: PRNG off (24K traces); Right: PRNG on (100M traces). Rows (top to bottom): one
exemplary power trace; first-order t-test; second-order t-test; third-order t-test.
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Figure 11: Bivariate t-test on second-order secure M&M AES imlementation, V1 (left)
and V2 (right). Below diagonal: PRNG off (20K traces); Above diagonal: PRNG on (50M
traces).

7.3.2 FA evaluation

In this section we evaluate the behaviour of our design when multiple stochastic faults are
injected. We describe our experiment, which aims to measure M&M'’s detection rate of
faults. For simplicity, we evaluate our first-order secure AES implementations.

Fault modeling. Traditionally, fault modeling theory distinguishes between faults that
affect the logic function on the one hand and delay faults on the other. Moreover, faults
can be clasified as structural (modifying the interconnections among components in the
circuit) or functional (modifying the functionality of certain parts of the circuit) [ABF94].

Faults in cryptographic devices are typically injected with a laser or introduced by
clock or power line glitches. In our experiments we consider functional faults in the logic
functions to model the adversary of §2 (i.e. additive errors). We model faults using XOR
additions. This does not only allow us to flip one specific bit, but also to XOR entire
offsets to k-bit words.

Fault injection. We enable a fault injection on a wire by extending the original VHDL
code with an additional fault gate on that wire. Such a gate is simply an XOR with a fault
selector, indicating whether or not we want to inject a fault.

In each design to be tested, we select a number of critical bytes where an attacker is



L. De Meyer, V. Arribas, S. Nikova, V. Nikov, V. Rijmen 45

most likely to inject a fault. These points are: the input to the state register; the state
and key byte before AddRoundKey; the SubBytes input from the key schedule and four
different points inside SubBytes. Faults can be inserted in every data share and every tag
share of those bytes.

This means that 256 fault gates are installed in the first order implementations. We
collect the corresponding fault selectors in a fault vector, which is controlled by the
testbench. Each bit set to ’1’ in the fault vector corresponds to a fault on a single bit.
By setting multiple bits in the vector, we enable multiple faults in the implementation.
When several faults are activated in the same byte, it implies the XOR, of an offset to that
variable.

We want to be able to randomly draw fault vectors with a chosen Hamming weight H.
For this, we draw inspiration from the basic principles of address decoding. We draw one
random bit; if it is ‘zero’, a fault occurs in the first half of the vector and if it is ‘one’, in the
second half. We draw a second bit and follow the same procedure to decide which of the
two quarters. We continue this way until a single fault bit is selected. Thus, log2(256) = 8
random bits are needed to set a one-bit fault in a 256-bit vector. By repeating this method
H times, we can draw random fault vectors with Hamming weight H. In our experiments
we choose H = 128.

For each selected bit, we flip one more coin that decides whether the selected fault is
activated or not. This means that of the 128 selected faults, approximately half will be
active. Since most of the fault attacks in literature target one of the last rounds of AES,
we similarly “inject” our faults in the last round of encryption.

Results. We simulate the fault-augmented VHDL code with Xilinx ISIM for 50000
iterations and measure the fault detection rate. In each experiment, approximately 64 bits
are altered in the computation. We are thus faulting one or more bits in multiple bytes.
We consider the faults detected if the returned ciphertext is infected. In version 1 of our
M&M AES, the experiment shows that 210 faulty ciphertexts are not infected. This means
that the experimental rate of detection of our M&M implementation is 0.9958, compared
to the theoretical 1 —27% = 0.9961. In our second AES version, 189 faulty ciphertexts are
not infected, which means the experimental detection probability is 0.9962.

8 Conclusion

We introduce a new family of countermeasures to provide security against both SCA and
DFA. M&M can extend any masking countermeasure with information-theoretic MAC
tags and infective computation. We demonstrate how to construct basic M&M building
blocks and how to build a secure implementation of any cipher. We illustrate our proposal
with first- and second-order secure implementations of AES and we experimentally verify
the SCA and DFA security. We show that M&M implementations can be very efficient
while providing resistance against both SCA and DFA in a strong but realistic adversary
model.
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