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Having been established in 1999, the Cryptographic Hardware and Embedded Systems
(CHES) conference is today the premier venue for research on both design and analysis of
cryptographic hardware and software implementations. As an area conference of the Inter-
national Association for Cryptologic Research (IACR), CHES bridges the cryptographic
research and engineering communities, and attracts participants from academia, industry,
government and beyond.

CHES 2018 was held in Amsterdam, The Netherlands, September 9–12, 2018. It was
the twentieth edition of the conference, but the first under a new hybrid (i.e., a mixture
of journal and conference), gold open-access (under the Creative Commons CC-BY 4.0
license) publication model: accepted papers constituting the CHES 2018 program were
published in the IACR Transactions on Cryptographic Hardware and Embedded Systems
(TCHES) Volume 2018, Issues 1, 2, and 3. The decision to adopt this publication model
was made by the CHES Steering Committee in early 2017. Motivated by success of other
communities such as FSE, whose program is published under the same model in the IACR
Transactions on Symmetric Cryptography (ToSC), it was viewed as a means of improving
review and publication quality while retaining the highly successful, community-focused
event, plus satisfying modern demand for (and impact of) open-access research.

The change in publication model demanded a new review process. Although the TCHES
web-site houses a comprehensive FAQ detailing both, the latter can be summarised by three
differences: while retaining a double-blind policy, and following IACR policy on declaration
and management of Conflict of Interests (CoI), the process for each TCHES issue involves
a) four submission deadlines associated with TCHES issues for a given CHES conference
(only three for this first edition), b) reviewers drawn from an Editorial Board who write
detailed, careful reviews and c) a richer set of possible decisions, adding journal-like major
and minor revision options to outright accept or reject. The decision for each submission
is informed by careful discussion between reviewers mediated by the Co-Editors-in-Chief,
and a rebuttal phase allowing authors to respond to preliminary reviews. To provide the
highest quality feedback to authors, significant effort is made by reviewers to update the
preliminary reviews: ideally the final reviews capture discussion points, and justify the
resulting decision. We expect both the publication model and review process to evolve
over time, to reflect experience, and emerging challenges and opportunities. However, in
our view it has already proven successful. The quantity and quality of submissions has
been excellent, and, through the review quality and options for revision, we feel it has
been possible to further improve both accepted and rejected submissions.

The submission statistics of TCHES Volume 2018 are summarized in Table 1. The
three issues have received a total of 181 submissions (164 discounting re-submissions)
among which 47 have finally been accepted, making a global acceptance rate of 26%. For
the re-submissions following a requested major revision, the acceptance rate soars to 60%,
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Table 1: Submission statistics of TCHES Volume 2018.

Issue 1 Issue 2 Issue 3
Number of new submissions 45 43 76
Number of re-submissions from previous issues - 5 12
Number of submissions (total) 45 48 88
Number of accepted submissions 11 13 23
Acceptance rate 24% 29% 26 %

which shows the effectiveness of the new process.
After voting, the Editorial Board conferred the CHES 2018 best paper award to Cold

Boot Attacks on Ring and Module LWE Keys Under the NTT by Martin Albrecht, Amit
Deo, and Kenneth Paterson, who were also afforded a double-length presentation slot as
a result. The program included two invited talks: (Why) Are Microarchitectural Attacks
really different than Physical Side-Channel Attacks? by Daniel Gruss (Graz University
of Technology) and Leveraging deep-learning to perform SCA attacks against AES imple-
mentations by Elie Bursztein (Google). Following their success in previous editions, the
conference also held a poster session as well as two pre-conference tutorials: Counterfeit
Integrated Circuits: Threats, Detection, and Avoidance by Domenic Forte (University of
Florida) and Rajat Subhra Chakraborty (Indian Institute of Technology, Kharagpur), and
Formal Verification of Masked Implementations by Sonia Belaïd (CryptoExperts) and
Benjamin Grégoire (INRIA). We feel all these elements reflect both hot-topics for, and the
traditional influence of both academia and industry on, CHES as a whole.
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