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Motivation
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m] UOV Variants Signature schemes

EUROCRYPT T~ 1999 UOV } Improving efficiency and reducing the key sizes
ACNS T 2005 (General) Rainbow : a layered MQ-signature scheme based on UOV
SAC —— 2006 efficient software implementations
|
|
! Efficient Implementations in HW/SW
|
' Reduction in the size of the public key
CHES —T— 2012 (Efficient) Rainbow & UOV
Czypek et al. g forth B ]
@E . = I \ v reducing the key space and runtime
Fo 1 Fiz o f,zv v" removing the constant part
" B 0 i v Appling linear maps like the picture
\ Rainbow uov J
INDOCRYPT ~—[ 2017 Lifted UOV » For smaller UOV public keys
Beullens etal. VY

It uses the linear map T of CHES form
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m] SCA on UOV Variants Signature schemes

Paul Kocher —— 1996 Timing Attacks

— 1998 Simple Power Analysis

Differential Power Analysis

2004 Correlation Power Analysis

Implementations of post-quantum algorithms are vulnerable to PA

The studies of PA against UOV variants lack.

The Computer Journal —= 2017 Semi-invasive Attack on enTTS 3 Yy )
Yietal.
@
S > Fault Injection % :}B
CHES - 2018 Ours St
s el ) &

@ =
Non-invasive Attacks on Rainbow and UOV \ ..

~ / Cryptographic
Devices

\ Q Power
N Consumption
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m] Signature generation on Rainbow

% Secretmaps: S,F, T

Inverse S Inverse F Inverse T .
message SIgnature

M|

¢

¢

» Linear map S » Random values » Linearmap T

> Matrix-vector product over a field > Solving the linear equations > Matrix-vector product over a field

ations
pasic °Field multiplications & additions
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Preliminary SICA EEA
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m] Signature generation on Rainbow

+* Rainbow generates different signatures for the same message.

Inverse S Inverse F
message

M|

Inverse T (. ‘
SIgnature

¢

L

¢

E |—» — —» i/
e/

» Linear map S » Random values » Linearmap T

> Matrix-vector product over a field > Solving the equations »  Matrix-vector product over a field

Same Input (message) = Different Output (signature)
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Preliminary SICA EQA
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m] Signature generation on Rainbow

s Applicability of Power Analysis

» Power analysis uses the position where the fixed secret value and the random public value are computed.

Inverse S Inverse F Inverse T .
message SIgnature

M|

¢

¢

E|—> —> |
K \unknown random values are used )
Y
EASY Difficult

The methods for efficiency can be vulnerable to PA.
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s1gnaru)
|

m] The flow of our proposed attacks

: Sub-attack 1
1

multiplication vulnerabilities

the general field

Sub-attack 2 Sub-attack 3

|
I C
CP A O e T T R oS ial form S-S Recove
| - using alg
I linear maps? | |
|
J

| I
. W

01 02 L] 0y 02 2 &
: =
! v
Si= | T'= o, T'=
0,
\ 0, 0 ‘

Rainbow uov

<

m

w
=y,

’_____‘

v

Recovery F | > D = = m m —m e e e mmmmmmmmmm——ea
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(m] Experimental setup

Environment

Target chip Atmel AVR XMEGA128
Sampling 7.38 MS/s
Algorithm Matrix-vector product over GF(28)

Attack system

ChipWhisperer-Lite, 500 traces

Implementation

8-bit implementation

Ist 2nd

(T N T e S M

”371 =3S11°V1 :yl =S12°)2
1 1

1 1 K 1

ii Yy, A =55Y ! i Yy, A =850y, ! To reduce the number of times y is loaded.
1 1

1 1 K 1

H 1 K ; multiplication each loaded y by the i-th column.

aa | |

11 ! : !

i IV !
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Inverse T

signature

m] Sub-attack 1

% CPAontheSs™1

!/ !/ !
S11. S12 = Sim N
Sél s E Sém y-Z
/ !/ !
Smi Smz - Smm/ \Ym

» the result of CPA for s7,
S11° Y1+ S12 Y2+ + Sim  Ym

! — Correct Key
09 : Wrong Key
\/f’\/—~’_\-—'\
Intermediate result TR
— 1
ntermediate resu ;;jf : Maximum correlation coefficients
@ g | . according to increased number of
S | traces for s';4
§057 :
) §04* :
Q ]
. '503— !
: 3 !
g |
o 02 :
- 1
guess : hypothetical key oo
ol L_:_J_L_.‘_J_.L_‘_J_L_._J_L_\_J_.L_\_J_L_._J_L_‘_J_L_‘_J_.L_L_J_L_,_J_.L_J_J_L_._J_L_\_A_.L_t_J_L_._J__l

10 15 20 25 30 35 40 45 50

= Secret = Known ’

The number of traces (x 10)
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Our attacks

SICAT:A

Slde Channel Analysis Design Academy

m] Sub-attack 2

% CPAontheT™1

Invert T
x]_ tlll t’12 tlln xll
‘X’:Z _ t121 ... ... tlzn xlz
Xn t,nl t’nZ t’nn x,n

N\

message ‘ signature [

g~ -y

ﬁ---------’

» Matrix-vector product over a field

» Itis hard to compute X*

=>» to compute the intermediate value is difficult

0y 03

3l

Rainbow uov
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Our attacks s l CA EEA

Slde Channel Analysis Design Academy
message
(=] Sub-attack 2 ]

<» CPAonthe T E* I 31 < - ~m-

’ ’
Sm1 Smz - H
~g- -a ),

ﬁ---------’

> (Assume) Special form T [£]—

Rainbow uov
Signature X
01 00 tqs tq, C1s the ta7 t,18\ X,l X1
00 01 t',5 t'y, 25 ta26 a7 tag x,z /xz\
00 00 01 00 t'35 t'3g t'3; tlag || 7 X3
00 00 00 01 tye thy t, the < | = §4
00 00 00 00 01 00 00 00 X,S x5
00 00 00 00 00 01 00 00 X6 x6
00 00 00 00 00 00 01 00 / x's \ 7/

00 00 00 00 00 00 00 O1 x'g
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Our attacks s l CA EEA
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message S ‘,
(=] Sub-attack 2 ]

<» CPAonthe T E* 31 < - ~m-

g~ -y

ﬁ---------’

> (Assume) Special form T [£]—

L1 0y 0; Ld g
E
vy |
1| v
T'= o ’

Rainbow uov Signature X

~
n

01 00 t'y3 t'y,
00 01 t'y5 t'ha
00 00 01 00
00 00 00 O1
00 00 00 00

00 00 00 00
00 00 00 00

00 00 00 00

O‘X,1®O‘x,1@1'xl3@0'xl4 [

O‘X,1®O‘Xll@0‘xl3@1'x,4

Intermediate result: guess - x's, guess - x'g, -+
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Our attacks s l CA ?EA
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Inverse S Inverse F 4
message ‘
(=] Sub-attack 2 ]

<» CPAonthe T [j**rif ; d-| Mﬁ’~4g4

g~ o)

~---------’

> (Assume) Special form T [£]—

. | W
- d | .
Rainbow uov Signature X

01 00 |t'ys t'ia t's the ti7 tig x,1 X1
00 01 |[t'ys t'od |25 t26 t27 tag X,Z /xz\
00 00 01 00 |t's5 t'36 t'37 (lag x,3 X3
00 00 00 01 |ty the tu, tg | N4 | X
00 00 00 00 01 00 00 00 X's X5
00 00 00 00 00 01 00 00 ||xe| |73
00 00 00 00 00 00 01 00 x's \ 7/

00 00 00 00 00 00 00 01/ \y 8

Compute x5 and x',
x3=x3@Dt35 X5 Dtz x'6Dt37-x"7; Dtz %xg

|‘ X3 =x3 D t'3s Xs D t'ze XDtz x'7 Dt'zg-x'g
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Our attacks s l CA ?EA
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Inverse S Inverse F
message ‘
m] Sub-attack 2 ]

N\

<> CPAonthe T71 g = . g S
H ’ : = 4 I :
> (Assume) Special form T E|—> *‘F—' ad ° |
w o & ) v 0 ﬁ——-------’l
. | | W
Rainbow uov

»  the result of CPA for ¢,

— Correct Key
Wrong Key

Maximum correlation coefficients
according to increased number of
traces for t',c

o
¥
T

o
@
T

I )
© s
T T

=
v
T

Absolute correlation coefficient
T

-l o

The number of traces (x 10)
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Our attacks SI CA @A
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message

(m] Sub-attack 3 ] 1@
IE'_' siy Stz S1m’ _IH_’

< Recovery F and T )~ e |

in-

~--------------------_

using algebraic KRASs *

»  (Assume) general form T, recovery S

% S1oP =FoT & PoT =F; certain places with zero coefficients in F*) are known

> LetP=S1topP, T=T"1 FE) = FT.pM) . T
> Where F®) is the k-th component of the central map F. Visks=m
. . v 0 (0] v 0 (0]
< Find an equivalent key (F',T") stP? = F o T’ ) L ) r
1 1

» The equivalent key F' and T' have the form the figures.

?,(k)= 01 f,: 01

V1010;
(linear equations)

(v1 +01)0y

> Rainbow(F, v4, 04, 0,) = Rainbow(GF(28), 36, 21, 22)
v~ 0.46 milliseconds
v Intel Xeon E5-2687W CPU 3.1 GHz with 256GB RAM
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Our attacks s l CA EEA

Slde Channel Analysis Design Academy

m] Attack 1 = sub-attack 1 + sub-attack 2

s+ CPA on Rainbow implementation with Equivalent keys in CHES 2012

»  Similar attack: CPA on UOV implementation with equivalent key

> CPAonthes™1

I
|
|
|
1
1
I
v

CPAontheT?! € mmmm e R
linear maps?

4q----—-—=-—=—===

ecovery ________________ > \ L
using S, T, and N 4
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Our attacks s l CA EEA
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m] Attack 2 = sub-attack 1 + sub-attack 3

* Hybrid attack on Rainbow implementation with random linear maps

> CPAonthes™1

I
|
|
|
1
1
I
v

linear maps?
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Applicability SICA ?QA
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m] Other MQ-signature schemes

% UOV-like single layer schemes.

> [INDOCRYPT 2017] Lifted UOV (LUOV)

> LUOV is submitted to NIST for Post-Quantum Cryptography Standardization. ‘ Attack 1

» LUOV uses the form of the equivalent key proposed in CHES 2012.

+* Rainbow-like multi-layered schemes.

» Rainbow and HiIMQ-3
> affine-substitution (quadratic)-affine (ASA) structure ‘ Attack 2

> GF2"),n>1
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Countermeasures s l CA ?QA
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m] Countermeasures
% UOV-like single layer schemes

» Use the T that is removed the relation between the signature value and the intermediate value.

* Rainbow-like multi-layered schemes

» focus on implementing a secure matrix-vector product against PA

» Message randomization

Inverse S Inverse F
message

--\

»H+ﬂ{»

r - signature

-+
BEIEE
H e

' |

I+E1

ﬁ-—

» Overhead: 2m field multiplications and a field inversion
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(m] Conclusion

¢ Our contributions

» CPAon Rainbow and UOV implementation with equivalent keys in CHES 2012

» Hybrid attack on Rainbow implementation with random linear maps
» Our attacks can apply to other MQ-signature schemes.

» Countermeasure against first-order CPA

«¢» Further work

» More efficient countermeasures

»  Security analysis against high-order and fault injection attacks
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