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Generic TRNG Architecture

* Timing jitter based TRNG

ES-TRNG * Compact implementation

e Reasonable throughput

e Security analysis using a stochastic model
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Stochastic model oriented security analysis

. o Initialization
For Cryptographic Applications:
Vectors

The SECURITY of a TRNG depends on its unpredictability. Q;{ .
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Timing jitter based TRNG

Noise Free Noise Free

+ Noise M

A random bit is generated only when measuring the position of a edge. |
D QF— ‘ :> O ‘ ‘

? L1 = 1 —

clk

Timing Jitter accumulation is slow Low throughput

Solution: increasing the sampling resolution!
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How to increase the sampling resolution

Sampling at a higher frequency ?

Highest sampling frequency is limited by technology, platform, system, power, energy....
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How to increase the sampling resolution

Using high resolution TDC (Time-to-Digital Converter)
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A closer look at ES-TRNG architecture
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Technique 1: variable-precision phase encoding
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Technique 1: variable-precision phase encoding

Raw bit
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Technique 2: repetitive sampling
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ES-TRNG: platform parameters
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ES-TRNG: desigh parameters
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ES-TRNG: desigh parameters
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Conclusion

Compact Hardware: 10 LUTs + 5 FFs @ Xilinx Spartan-6

or 10 LUTs + 6 FFs @ Intel Cyclone-V

Relative High Throughput: 1.15 Mbps @ Xilinx Spartan-6

or 1.07 Mbps @ Intel Cyclone-V

Security analysis supported by stochastic model

A Probability
Pr(Yy=1)
Pr(BVi 1Y, = 1) e _
. Pr(Ya=0) i Pr(EVi_,.Y; = D)
, e
) . Pr(EV) 'Z\d ey !
' T 1 .
vt — | Pr(EVy, Y, =0
L H(EVD) . — (EVo, Y1 =0)
- e Y -m -)
\ 1} —(, 1 \\-\ ,
: ‘ h C
M
. . 3
-~ -
£(ta) £(La+ Toa) S/ £(ba+ix Tos) >s

DC-TRNG & ES-TRNG resources (in progress):
https://github.com/ybhphoenix/DC-ES-TRNG

12-Sep-18

..........

pxypve(2) - Pr(EVD)

Pr(Yy=N.Yi=1)

T Pr(Yy=N,Y; =0)

COSIC, KU Leuven 14


https://github.com/ybhphoenix/DC-ES-TRNG
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