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Abstract. In the context of side-channel attacks, the Signal to Noise Ratio (SNR)
is a widely used metric for characterizing the information leaked by a device when
handling sensitive variables. In this paper, we derive the probability density function
(p.d.f.) of the signal to noise ratio (SNR) for the byte value and Hamming Weight
(HW) models, when the number of traces per class is large and the target SNR is
small. These findings are subsequently employed to establish an SNR threshold,
guaranteeing minimal occurrences of false positives. Then, these results are used to
derive the theoretical number of traces that are required to remain below pre-defined
false negative and false positive rates. The sampling complexity of the T-test, p-test
and SNR is evaluated for the byte value and HW leakage model by simulations and
compared to the theoretical predictions. This allows to establish the most pertinent
strategy to make use of each of these detection techniques.
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1 Introduction

Leakage detection consists in identifying the information leaked by a device when processing
a sensitive data [WO19]. This information can then be employed in a second phase for
template [CRRO03] or machine learning [CDP17] attacks. This is particularly relevant for
selecting Points of Interest (POI) in a template attack [DS16]. In this paper, we focus
on detecting information leakage and do not address its exploitation. Moreover, only
univariate methods that do not combine different samples from one trace are considered.
Leakage detection procedures decide for one of the two hypotheses:

e Hy: there is no evidence of leakage within the trace
e H;: there is some leakage

where a model is given to characterize the leakage of information and a metric is defined
to decide for one of the two hypotheses.

Hamming Weight (HW) and byte value are two commonly used leakage models in
the existing literature [MOPO08]. The HW model assumes that the deterministic part
of the leakage produced is in a linear relation with the HW of the processed data. For
example, it is applied to model the signal when reading or writing data on memory via a
communication bus [MOPO8]. On the other hand, the byte value model assumes that the
amount of leakage produced depends on the value of the processed byte and thus varies for
all byte values. It is more generic than the HW model since it makes fewer assumptions.

The T-test [CAMGT13], x*-test [MRSS18], p-test (Pearson’s correlation coefficient)
[DS16], Signal to Noise Ratio (SNR) [Man04] and Mutual Information (MI) [MOBW13] are
the most popular techniques used to detect information leakage. These detection methods
have different properties and usage conditions. While T-tests and y2-tests indicate the
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presence or absence of leakage, they do not offer information on its exploitability. Leakage
detection with MI is appealing because it is leakage-model-agnostic, meaning that it is
robust to wrong a priori leakage model assumptions [VS09]. In addition, it is a good
predictor of security against differential power analysis [SMY06] [MOS09]. However, it
needs an accurate estimation of the signal’s probability density function (p.d.f.) which
is known to be a computational intensive task [MOBWI13]. This is the reason why this
technique is not addressed in this paper.

The p-test detects univariate linear dependency between a leakage model and the
trace. SNR is also an univariate kind of test that detects dependences located at first-
order statistical moment. Unlike T-test and x2-test, SNR provides information about
exploitability of the leakage since it is linked to the mutual information through the capacity
of the observation channel (C = 1/2log,(1 + SNR)) and the success rate [{CGRP19].
Similarly, p-tests is also informative because it is related to the SNR [Man04]. However a
mathematical leakage model must be defined before performing the computation. The SNR
method is thus attractive because it is informative and does not need to make restrictive
assumption on the leakage model.

Once a metric is chosen, the evaluator must interpret the results in order to decide
for hypothesis Hg or H;. Practically, the result is compared to a detection threshold v in
order to decide whether or not to reject the hypothesis Hy. The value of ~y is set according
to a pre-determined false positive rate (also known as false alarm rate), o = fyoo p(z|Ho)dz,
where p(x|Ho) is the probability density function (p.d.f.) of the decision metric under
the hypothesis Ho [Po094, Chapter 2]. Though an important performance criterion is not
taken into account: the false negative rate 8 = fjoo p(z|H1)dz. A false negative (also
known as missed detection) happens when the decision metric is smaller than ~ while
leakage is present (H1). One would like to minimize both « and 3, but it is known from
detection theory that a trade-off must be made. If v is increased a will be reduced at the
expense of 5. Usually, the number of traces N is the parameter that allows to satisfy the
two constraints. In fact, the variance of the metric is usually inversely proportional to
N (e.g. sample mean variance). If « is fixed and N is increased, the p.d.f. p(z|H;1) will
concentrate around its mean value and 8 decreases. In order to estimate the false negative
rate, the probability distribution p(z|H;) must be known. In a nutshell, we are seeking for
each detection metric a theoretical formula for p(x|Ho) and p(z|H1).

Under the hypothesis Ho, the p.d.f. is known for the T-test [CAMG™13], x2-test [MRSS18],
p-test [Man04] and SNR for the byte value model [BDGN14] [CK14]. Under the hypoth-
esis H1, the p.d.f. is known for the p-test [Man04] and the T-test (with equal class
sizes) [WO19]. Consequently, the p.d.f. of the SNR is unknown for the byte value
model under hypothesis H; and the HW model under both hypothesis H; and
H1. The motivation of this article is thus to derive these formula and exploit them.

The contributions of this paper may be summarized as follows:

1. First, we exhibit the p.d.f. of the SNR for the byte value and HW models and under
Ho and H; hypotheses. To do so, we make use of a Gaussian approximation, that
we mathematically and experimentally validate under a small SNR assumption. The
proposed approximation allows to obtain a light and handy p.d.f. formulation which
helps for instance to link in an exploitable way a, N and the number of classes. This
is not possible with the F-distribution formula because it mixes all these parameters
in a complex way and its inverse is not easily tractable.

2. Second, the obtained probability distributions are used to derive the theoretical
number of traces that are required to remain simultaneously below the false positive
and false negative rates o and . This evaluation of the sampling complexity is
made for the SNR and p-test methods. This is an extension of the work described in
[WO19] for the T-test.
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3. Third, we compare the T-test, y2-test, p-test and SNR-based detection method in
terms of sampling complexity by means of simulations and experimental results.
Comparisons are performed over both byte value and HW models. The sampling
complexity is found minimum for the T-test and maximum for the SNR-based
detection method.

4. Finally, observing that the obtained results are in accordance to the theoretical
predictions, we make use of such theoretical models in order to establish the most
pertinent strategy to make use of each of the T-test, y2-test, p-test and SNR-based
detection techniques.

Paper organization Section 2 provides a definition of the Signal to Noise Ratio
(SNR) and an explanation of the methodology used to compute various probability density
functions (p.d.f.). In Section 3, we derive the p.d.f. of the signal variance S, noise variance
B and SNR Z. In Section 4, these models are validated using samples obtained from both
simulation and experiments conducted on traces from the ASCADv2 dataset. Subsequently,
in Section 5, the optimal threshold =, i.e. the one that minimizes the false alarms rate, is
calculated for each metric. This threshold is then used to derive the theoretical sampling
complexity of each detection test. These models are finally compared to simulation results
and validated with traces from the ASCADv2 dataset.

Notations The device processes a sensitive random data X resulting in a leakage
T = f(X)+ W where f(.) is the leakage function and W ~ N(0, 0?) an additive Gaussian
noise. Typically, X is a 8, 16 or 32 bits word. If f(X) is the Hamming weight function,
"HWS8’ denotes a test when X is a byte and '"HW32” when X is a 32 bits word. While
acquiring the n** trace, the device handles the sensitive variable z,, which is a realization
of X. Traces are classified based on the values of the leakage function f(z,). A class is
defined by one of the possible value of f(z,). All variables x,, having the same leakage
f(zy) belong to the same class. Given the assumption made on the leakage function f(.),
there are K classes (e.g. K =9 for the HW of a data byte). Also, as a notation abuse,
we state that z,, belongs to class k if f(z,,) belongs to class k. Q represents the set of
indices of traces that belong to class k € [0, K — 1].

2 SNR as a leakage detection method

A side-channel trace is a vector of non-invasive observations, such as power consumption
or electromagnetic radiation, captured while processing a sensitive variable. For our
theoretical work, we assume this vector includes only one element (univariate) to simplify
notations. When the device processes the sensitive random variable X, belonging to class
k, the leakage for the n'" trace is: T), = fx + W,. The signal’s deterministic component
for class k is labeled fz. W, ~ N(0,0?) is an additive Gaussian noise. We define the
subsequent random variables: the mean of the signal for all traces belonging to the same
class k, denoted as My = E[T,,cq,] and its variance, denoted as Vi, = Var[Theq,]-

The SNR is defined by [MOPO0S8]:

z=2
S = Var (My) (1)
B = E[V;]
Z, S and B are random variables. The true SNR is defined by 6 = var(ka).
o

Moreover, hypothesis Hy and H; are defined as follows:
o Ho: var(fi) =0
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o Hi: var(fix) #0

In order to derive the p.d.f. of Z, the starting point of our work is the following property. If S
and B are approximated by Gaussian random variables B ~ N (up,0%) and S ~ N (ug, 0%),
then, the p.d.f. of Z is defined by [Sim02]:

oOBog 1 2 2
e = o[ (2 2]

(0322 + 0 2 a%
1BoS + usozgz oy [ (15 —1B2) @)
V2m (0422 4 02)3/2 P 2(0%2% + 0%)

HBOg + SOpZ
A=11-2
e ()|

where Q(x) is the tail distribution function of the standard normal distribution:

Q) = \/%/ exp< Q)dt ()

Our goal is to utilize the theoretical formulation of pz to determine the detection threshold
~ and the sampling complexity of the SNR method. To do so, we will calculate the p.d.f. of
S and B under hypotheses Hy or H; and find their mean and variance. This information
will be used to derive the p.d.f. of Z.

3 Approximation of the probability density function of S,
B and Z

3.1 Analysis of S
3.1.1 Hypothesis H;

We assume that N traces have been acquired, with |Q;| = N} traces per class. For the
sake of generality, this number is not the same for all of the classes. Let also P(k) be
the probability to draw a variable belonging to class k. According to the leakage model
defined in the previous section, T}, ~ N'(fx,0?) is i.i.d. when n € Q. Under this model,
Mj, and S may be estimated in the following way:

il Z T,
nEQk

K—

H

CQ

P(k)(Mj, — M)?
k=0
where M = Y0 ' P(k)Mj.
Proposition 1. For large Ny and K, the p.d.f. of S is approzimated by a Gaussian
distribution N (pg, O'%) with:
K-1
N

S (5)

02 = 2041, + 4021,

I, and I are defined by:

K+ 1+ 35 P(k)”
N2

Iy = 5 S (P09 + POR?) (e — 1p)?

I, =
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oy, UJ% and N are defined by:

pp =Yg P(k)fr
02 =30y Plk) (fr — np)°

Proof. Let us define Ey = M, — M. Tt is decomposed into a sum of M,’s:

By = (1~ P(k)) ¥, — Y P)T,
ik

Mi is a sum of i.i.d. Gaussian random variable and is thus also Gaussian. Moreover, ]\Zfi’s
are independent since they belong to different sets of traces and classes (Q; N Q; = 0
for i # j) and the noise variables W,, are independent. Consequently, E} is a sum of
independent Gaussian variables and thus follows a Gaussian distribution.

In addition, after some cumbersome computation, the covariance of Ej, and FEj; is given by:

K—1 5,9 _
o (50
i=0 i : j

We also note that N, ~ P(k)N which leads to the following approximation: cov(Ey, E;) ~
—0?/N. Tt converges towards zero for large N. Ej and E; are thus asymptotically uncor-
related and consequently independent (because they are Gaussian).

If E.’s are independent random variables with finite variance, according to Lindeberg’s
version of the Central Limit Theorem (CLT) [ALO06], S converges towards a Gaussian distri-
bution for large K. Since the W,,’s are i.i.d., according to the Central Limit Theorem (CLT),

N _ _ _ 1
My, ~ N(fx,0?/Ny). Consequently, we also have M ~ N ( KPR fr, 02 o) P(k)2N> .
k
The mean pg and variance ag are computed with the ones of M and M. The result is
given by Eq. 5. O

3.1.2 Hypothesis Hg

When there is no leakage, it is possible to compute the probability density function of S
without relying on the central limit theorem for large K.

Proposition 2. When var(f,) =0, the p.d.f. of S is:

pg(r) = CZ S H/2HR=1) exp=a/A <I‘ (ZI + k:) )\”Jrk) (6)
k=0
where
2 o?
02, = % (1- P(k))

_ : 2
A=2 mkln T

k+1
6k = m ;iyi—l(sk—&-l—i with 60 =1
K-1 , k41 (7)
b=l S (1- A 1
T4 202, k+1

1
K-—1 —
A2

c=1l (203)

and T'(.) is the Gamma function.



Mathieu des Noes 389

Proof. S is the sum of K independent random variables with non equal variances:

K-1
S=>Y U; (8)
k=0

2
where Uy = /P (k)Ey, ~ N (0,07, ) with o7, = Uﬁ (1— P(k))

If Uy, ~ N(0,07,) then U follows a gamma distribution: U7 ~ I'(1/2,207, ). The
p-d.f. of a sum of independent gamma random variables with unequal variances is defined
by Eq. 6, with parameters given in Eq. 7 [Mos85]. O

3.2 Analysis of B

B is estimated as follows:

K—-1
B=Y Pk)Vi
k=0, 9)
(o AT \2
Vi = N.—1 Z(Tn Mk)
neQ

where M, is defined by Eq. 4. The analysis of B is the same under hypothesis H; or Hy
because the leakage variable fi is eliminated in the subtraction T;, — M.

Applying the same reasoning as in the previous section, variables T,, — M, are Gaussian
and asymptotically independent for large Ny’s. By application of the CLT, Vi converges
towards a Gaussian distribution. The Vk’s are also independent because the T),’s are
taken from different set of traces and the noise variables W, are independent. As a
result, B is a sum of K independent Gaussian random variables and is thus Gaussian
itself: B ~ N (up, 0%). After some computations, the mean up and variance 0% have the
following expressions:

pg =0
(10)
N

3.3 Analysis of Z
3.3.1 Hypothesis #;

When S and B have Gaussian distributions, the p.d.f. of the SNR Z = § / B is defined by
Eq. 2. This equation is challenging to apply in practical situations. We will demonstrate
how it can be approximated by a Gaussian p.d.f. in our context (large K, large N and
small SNR). Let us first focus on the first term of the Eq. 2:

2 2

T T

I = B~S _ = B S
m(0%22 + 02) P l 2 <012§ T2

B g 75
1%
We replace g and 0123, by their expressions defined in Eq. 10. We thus have: 0—123 = N/2.
5
In practical situations, N is very large which leads to a very high value for 5—23. As a
B

2
1 (15
result, the term exp l—Q (f)] will force I to zero. This first component can thus be
g
B
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assumed negligible.
Let now focus on the last term of Eq. 2:

2 2
A= 12@( M55 ¥ 15057 )]

ogag(cr%zQ + aé)l/2

Let us define the following change of variable z = et} (14 z) with z << 1 (small SNR
]

region). With this modification, we obtain:

o2 ~o2
Hpog + HgO B2

opog(0%2? + 02)1/2 -

where O(z) is the conventional big O notation.

I
As stated just above 2B is very large in practice. Moreover the Q(x) function vanishes for
g%

B
large x. As a result A ~ 1. This term can thus be also removed from Eq. 2. Eventually,
the remaining equation is:

o2 02 2
fpog T H5TR* (g = pp2)
py(2) = s B” _oxp | —_Hs —HBZ)

e
V2m(0% 22 +03)3/2 2(0%2% + o)
For low SNR values, a small signal approximation of p,(z) gives:

s 2
()
Hp HB

~ exp | —

P2 g 2021

Hence, Z approximately follows a Gaussian distribution with mean 5 and 022 defined by:

Mg
Hy = —
Z Lip
o (11)
Z 2
H
Under hypothesis H1, this gives:
K
—f4+ —
YA + N
(12)
5, 40 2K
05 ==+ —
z~ N " N2

Under hypothesis H, one has to set § = 0 in Eq. 12.

3.3.2 Hypothesis Hg

~ N
Under the hypothesis Hg, the SNR is proportional to the F-score [CK14]: Z = EF where

F follows an F-distribution with K —1 and N — K degrees of freedom. We will now derive
a Gaussian approximation. From Eq. 10 we observe that 012__} is very small for large N. B
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is thus almost deterministic and Z is a scaled value of S. This assumption is also valid for
hypothesis H since the distribution of B is unchanged: Z ~ S/pup. Consequently, the

p.d.f. of Z is approximated by:

Pz(2) = pppg(ps?) (13)
where pg(2) is defined by Eq. 6.
When the number of classes K is large (e.g. K = 256), this p.d.f. is well approximated
by a Gaussian distribution whose mean and variance are given by Eq. 11, 5 and 10, with
fe =y

4 Models validation

4.1 Validation with simulations

Simulations are performed to verify the Gaussian approximation of S , B and Z. Two
leakage models are evaluated:

o Stochastic linear leakage model [SLP05]: f, = ZZ:O €;X; where X; is a random
bit (’0” or "1’ with probability 1/2) and ; ~ N'(1,02). The vector (Xo, -, X7) is
the binary decomposition of the class index k. In practice, the coefficients ¢;’s are
normalized so that var(fy) = 1. Simulations are performed with o2 = 0.2.

o HW model: f, = HW(X) for X uniformly distributed in the interval [0,27 — 1].
There are K = H + 1 classes where H is the number of bits used for the binary
decomposition of the sensitive variable X. The value of K is significantly smaller
compared to the previous cases, the Central Limit Theorem (CLT) may thus lead
to a inaccurate model. N = 410° P(k) traces are generated for each class, where
P(k) =2"HC% and C% is the binomial coefficient.

Unless mentioned, all simulations are conducted with o2 = 10.

4.1.1 Stochastic linear leakage model

The probability density function for S and B is assessed using sample sets generated
with the byte value linear model. This is then compared to the Gaussian approximation
described in Eq. 5 and Eq. 10. The outcomes are illustrated in Figure 1, demonstrating a
very good matching that validates the derived models.

35 —— Gaussian approximation —— Gaussian approximation
e Simulation e Simulation

Probability Density
Probability Density

. 9.900 9.925 9.950 9.975 10.000 10.025 10.050 10.075  10.100
Signal level

0 1.02
Signal level

Figure 1: p.d.f. of S (left) and B (right).
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The p.d.f. of Z is assessed using samples obtained from the byte value linear model.
This evaluation is then compared to the probability density function provided by Equation
2 (referred to as "Model"), as well as its Gaussian approximation with mean and variance
described by Equation 11 (referred to as 'pdf-Gaussian approximation"). Results are
presented in Figure 2 for a balanced classes configuration (N, = 1000Vk) and jug/pp = 0.1.
We observe a good matching between the simulations and the two p.d.f. models. This
confirms the validity of the Gaussian approximation for low SNR. Figure 2 also illustrates
the p.d.f. of Z and the distribution proportional to the F-score under hypothesis Hg
(fx = py) for the byte value model. The Gaussian approximation closely approximates
both the F-score distribution and the simulation results.

— Model —— Gaussian approximation
--- Gaussian approximation --—- Model

Simulation —— F-score
Simulation

4000

3000

2000

Probability Density
Probability Density

1000

0.096 0098 0.104 0.106 00007 00008 00009 00010 00011 00012 00013 00014

00 0.102
Signal level Signal level

Figure 2: p.d.f. of Z with pg/tg = 0.1 (left) and hypothesis Hq (right).

4.1.2 HW leakage model

Figure 3 displays the p.d.f. of Z for H = 8 and 32 when the HW leakage is present. The
model accurately represents the true p.d.f. even for a small number of classes (K = 9).
The Gaussian approximation slightly overestimates the p.d.f., but remains close to the
simulation results. As such, it is also suitable for a HW-based classification. Figure 4
shows the p.d.f. of Z for H = 8 in the absence of any leakage (f, = pr). The p.d.f. of the
model given by Eq. 6 matches very well with simulation results.

4.2 Validation with experimental results

In this section, we experimentally validate the p.d.f. models derived under hypotheses Hg
and H;. The experiments use the ASCADv2 database [BPST20]. More precisely, we use
the "ascadv2-extracted" database available for download. The SNR measured with the
byte value model for the first output of the masked sbox is presented in Figure 5. 500000
traces are used for the computation of the SNR. A distinguishable peak is observed at
time index 5222. We assigned this time sample to hypothesis 7{; and the time samples
belonging to the interval [0,4000] to hypothesis H.

Figure 6 displays the p.d.f. of Z for the byte value and HW models computed at time
index 1955. The Gaussian approximation outlined in Eq. 11 is precise for the byte value
model, whereas the p.d.f. provided by Eq. 6 closely matches the simulation results for the
HW model.

The p.d.f. of Z for the byte value is evaluated at the time index 5222. Since the true
value of 6 is unknown, we assume that the model of Eq. 11 is valid and estimate it by
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1000

Probability Density

200

Figure 3: p.d.f.
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---- Gaussian approximation
e Simulation
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0.1000
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0.1000 1
Signal level
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120000

100000

80000 1

60000 1

40000

20000 4
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1.0 15
Signal level
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Figure 4: p.d.f. of Z under hypothesis Ho.
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01005

of Z for HW model under hypothesis H; : H = 8 (left) and H = 32
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0.01

0.00 T y T T T

0 2000 4000 6000 8000 10000 12000 14000
Time

Figure 5: SNR measured with the byte value model.
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—— Gaussian aj pproxima tion 6000
mem Measures

800 5000

4000

g

3000

Probability Density
Probability Density

3

2000

200
1000

0
0.0000  0.0001 0.0002 0.0003 0.0004 0.0005 0.0006 0.0007 0.0008
Signal level

ol
0.0035 0.0040 0.0045 0.0050 0.0055 0.0060 0.0065
Signal level

Figure 6: p.d.f. of Z - byte value model (left) and HW (H = 8) (right) - Hypothesis Hy.

0 = E[Z] — K/N. This value is then inserted in Eq. 12 to compute py and 022. Figure 7

displays the p.d.f. of Z for the byte value. The Gaussian approximation outlined in Eq.
11 is precise for the byte value model.

5 Detection threshold and sampling complexity

The detector computes a decision variable D (e.g. Z for SNR and correlation for the p-test)

and must decide between two hypotheses: Hy or Hi. When p.d.f. p(D|Ho) and p(D|H;1)

are known, the Likelihood Ratio Test (LRT) [Po094] is a conventional decision-making
D|H

rule. It based on the ratio %. However, in our situation, this is not applicable
p 1

because the LRT depends on the unknown variable we want to detect (e.g. 6 for D = Z).

An alternative solution is to design a detector that rejects the hypothesis Hy. This is the

strategy already applied by T-test and y2-test. A threshold v is pre-determined and the

detector decides for hypothesis Hy when D < v and H; otherwise. The performance are

defined by the false positive («) and false negative () rates [Poo94]:

a = Prob(D > ~v|Hy) (14)
B =Prob(D < ~|H4)
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—— Gaussian approximation
mmm Measures

Probability Density

o4
0.042 0.044 0.046 0.048 0.050 0.052 0.054 0.056 0.058
Signal level

Figure 7: SNR measured with the byte value model - Hypothesis H;.

v is set to ensure the false positive rate remains below «. Its depends on «, but also on
the other parameters such as N and K for the SNR. This equation is then inserted in the
definition of 8. This provides a new equation that links N to a, 5, 8 and K. The p.d.f.
evaluated in the previous sections are used to compute o and 5. The theoretical sampling
complexity N is eventually derived.

5.1 SNR
5.1.1 Byte value model

In the followings, we will denote Zo (resp Zl) the value of Z under hypothesis H, (resp.
H1). According to Section 3, Zo and Z; have Gaussian p.d.f. for small SNR. Using the

Gaussian approximation for Zo:
o= Q —’Y _ MZO (15)
g Zo

6:1—Q<M> (16)

021

where Q(x) is defined by Eq. 3.
Similarly,

2K 0
From Eq. 11 and 5, we have: py =0+ K/N and cr% =Nz + 4N v is set to maintain
a false alarm rate smaller than «. Using Eq. 15 with Pz, and oy given by Eq. 11 we

obtain:
V2K 0!

=¥t x () (17)
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Note that ~ is independent from the noise variance. We will now derive the relationship
between the number of trace NV, a, § and the SNR value § when all classes have the same
size (N, = N/K).

Inserting Eq. 17 in the definition of 5 in Eq. 16 gives:

2

(02,9 7M@) — )" = 0% (Q7'(1-B))

Let us define the following notations: a = Q7 1(a) and b= Q~1(1 — 3). After insertion of
the expression of oz, and oz,, we obtain a polynomial on the variable x = N§:

2% - (4b2 n 2a\/2K> o+ 2K(a?— b)) =0

The root is eventually:

zo = NO = 2b” + aV2K + |b|\/2K +4b2? + 4aV2K (18)

The product N8 is thus constant when a, b and K are fixed.

5.1.2 HW model

For an HW leakage model, the p.d.f. of Zy is not Gaussian anymore.
« is defined by:

at) = | " wpps(upa)de (19)

where pg(x) is given by Eq. 6.
Assuming that the assumption p 5 ~ o holds, we obtain:

0() = €S a9/ + koA (20)
k=0

where g(s,z) = f;o t*~le~tdt is the upper incomplete gamma function.

From Eq. 7, we observe that \ is proportional to 0. Hence 0?/\ = N/ (2miny (1 — P(k)))
does not depend on the the noise variance. Consequently, for a predefined «, the correspond-
ing detection threshold v is independent from o2 and can be pre-determined. Moreover,
the variable 02y /\ = YN/ (2ming (1 — P(k))) is constant for a fixed o. Consequently, the
product YN = cy is constant for a pre-determined « and a fixed value of H. Table 1 gives
the values of cy evaluated by simulations for different values of o and H = 8. The value
v = cg /N is eventually inserted in Eq. 16 which results in a polynomial on the variable
= N@:

2’ — (4° + ey — K)z —2Kb> + (cy — K)* =0

with K = H + 1.
The root is eventually:

z9=NO =20+ ciy — K + |b|/2K + 402 + 4(cy — K) (21)

Table 1: Value of ¢y for different false positive rates (H = 8).

a=103]a=10*a=10°] a=10"F
cH 17.34 21.06 24.5 28.08
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5.2 p test

Similar to the previous section, we compute the sampling complexity of the p-test taking
into account the false negative and positive rates. To do so, we reuse some results and
properties already presented in [Man04]. Let p be Peason’s correlation coefficient computed
with the acquisition samples and p, be its mean. The Fisher’s Z transformation of p
follows a Gaussian distribution:

[ 6
If the leakage model is valid, u, is related to the SNR 6: p, = 76 For low SNR and

correlation values, this leads to the following approximation: pg ~ p, ~ Vo
From the Gaussian approximation of ) and for low correlation values, we have:

a = Prob(|p| > v|Ho) = 209 <’y>
9Q

B =Prob(|p| < yH1) =2 (1 ~Q (t@“p)) (22)

Let us define the following notations: a; = Q7 '(a/2) and by = Q7 !(1 — 3/2). From
the definition of a and §, we have v = a1/v/N — 3 and Ko _ a1 — by. Finally, an
9Q

approximation of N is found:

To = NO =~ (a1 — b1)2 (23)

5.3 T-test

When the number of traces is large, the T-test follows approximately a Gaussian distribution
N(0,1) [DS16]. Consequently, the detection threshold is set as follows:

v =09 '(a/2)

When a = 1075, one finds the threshold value v = 4.9 which is often found in the
literature [CAMG™13].

The sampling complexity of the T-test has been derived and studied in [WO19]. Using an
approximation of the T-test variable as a Gaussian distribution, IV is derived when the
number of traces is equally partitioned between the two classes:

(24)
where by = Q7 1(B).

5.4 Sampling complexity

The impact of the trace length L on the leakage detection is analyzed in [DZD"18] and
[WO19]. In a multivariate setting, the overall false positive rate ar is related to the
univariate counterpart a by ar =1 — (1 — )’ if the L detection tests are independent.
The value assigned to « is thus set in order to limit the false positives over the entire trace:
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a=1—(1—-ar)"L. The value of f is set similarly. There is however a difference due to
the small number of leakage points in the trace which reduces the practical value of L.

The sampling complexity of T-test and p-test are compared in [DS16] for the HW
model under hypothesis ;. For a fixed SNR, the average value of the decision metric is
computed as a function of the number of traces. The authors concludes that the T-test
needs less traces than p-test to detect leakage. However, it does not provide information
regarding the exploitable leakage samples. In this section, we extend this work by adding
the SNR method into the comparison and also consider a stochastic leakage model in
addition to the HW model. The comparison is also implemented differently. The detection
threshold + is set for a false positive rate o = 107%. Then, we evaluate the number of
traces required to provide a false negative rate below a pre-determined value 8 = 1073,

The sampling complexity of the T-test, x2-test, p-test and SNR is now evaluated. For
the T-test and y2-test, the evaluation is made with the fixed-versus-random option. The
fixed class is built with byte X = 0 and the number of traces is equally partitioned between
the two classes. The x2-test is implemented in the same way as it is described in the
original paper [MRSS18]. Since the number of column of the contingency matrix may
vary from one draw to another, the detection threshold is not constant. Consequently,
the p-value is computed and a false negative is declared if the p-value is larger than 1076.
The estimation of the stochastic leakage model described in Section 4.1 is also considered
for the p-test. Instead of estimating each coefficient ¢;, the leakage fj is directly targeted.
In order to optimize the number of traces used to estimate the fi’s and compute the
p-test value, a cross-validation technique is applied. The number of traces N is split in
N. sets. The first (N. — 1)N/N, traces are used to estimate parameters fj. Traces are
classified according to the target value (0 to 255) and f is estimated by averaging the
traces belonging to the same class. The N, traces of the last remaining set are used to
compute their contribution to the p-test value. This operation is then repeated by shifting
from one set at a time. In the end, all the traces are used for the estimation and the
computation of the p-test but with disjoint sets.

The number of traces NV evaluated by simulations is compared to the theoretical value
predicted by Eq. 18, 21 ;| 23 or 24. Figure 8 shows the value of NV as a function of the
true SNR for the T-test, p-test, y2-test and SNR method for the stochastic linear leakage
model. The T-test is the most efficient technique, followed by the p-test when the leakage
model is perfectly estimated, the y2-test and the SNR method. The theoretical models are
very close to the simulation results and even overlap for the T-test. This validates them.
The sampling complexity of the SNR is higher because it requires a minimum amount of
traces for each of the 256 classes whereas the T-test considers only two classes. When the
leakage model is estimated for the p-test , the number of traces increases significantly and
deviates from the value predicted by the theoretical model for a perfect estimation. In
addition, N decreases when the number of cross-validation sets NN, increases. It converges
to the same level as the SNR. The y2-test is not the most appropriate solution because
it is not informative about the exploitability of the leakage and is less efficient than the
T-test for a binary leakage detection test.

Figure 9 shows the value of N as a function of the SNR for the T-test, p-test and SNR
method for the HW leakage model. Once again, the T-test is the most efficient technique,
followed by the p-test and the SNR method. The theoretical model for the SNR is accurate
for the HW32 leakage model. However it is not tight for the HW8 model and a very small
SNR. This is probably due to the Gaussian approximation of S in Section 3.1.1 which is
not fully valid for HW8. The number of classes is not large enough to apply the CLT. The
error between the model and the simulations may increase with o2, explaining the gap
observed at an SNR below —12 dB.

The validity of the theoretical models is then evaluated on real traces from the ASCADv2
data base. We reuse the same set of traces and methodology as in Section 4.2 for the
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Figure 8: Sampling complexity - Stochastic model - a = 1076 and 8 = 1073.
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Figure 9: Sampling complexity - HW model - & = 107¢ and 8 = 1073.

validation of the H; hypothesis. The results obtained for the SNR, T-test and p-test are
given in Table 2. It presents the theoretical value of N for the T-test, SNR (byte value and
HWS8 models) and p-test (byte value and HW8 models), the experimental measure and the
error ratio. The value provided for the p-test with the byte value model (N, = 6 or 10)
as "theory" is a simulation results obtained for 8 = 0.044. This value is the experimental
SNR measured on the ASCADv2 dataset. This corresponds to a noise variance o2 = 45.5.
The theoretical sampling complexity is close to the experimental results for the SNR with
the byte value model, the T-test and the p-test. The error is larger for the SNR with the
HWS8 model. This may come from the relative inadequacy of the theoretical model for the
HWS leakage, as explained in the paragraph just above.

Table 2: Sampling complexity - ASCADv2 - o = 1076 and 8 = 1073, (*): simulation
results with o2 = 45.5.

SNR SNR Ttest p-test p-test p-test

(byte value) | (HWS) (N.=6) | (N.=10) | (HWS)

Theory 4998 2102 | 712 | 5175 (%) | 4750 (F) | 1523
Experiment 4700 1800 660 5220 4700 1400
Error ratio 6% 14.4% | 7.3% 0.8% 1% 8%
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6 Recommendations for an evaluator

The results presented in Section 5.4 allow to draw some recommendations for the best
usage of each method:

o If the evaluator is only interested by a YES/NO answer concerning the presence or
absence of leakage, he/she should use the T-test method.

o If the evaluator is interested in the exploitability of the leakage, he/she should use
the p-test method to test an HW leakage model and the SNR for the byte value
model.

e The SNR method is not appropriate to test an HW leakage model.
In addition, for fixed values of o and 3, two strategies are offered to the evaluator:

e The number of traces is limited to N,,4.: the minimum detectable SNR value is thus
0o = 20/Nmaz, Where xg is given by either Eq. 18, 21, 23 or 24 depending on the
selected detection method.

e The evaluator is only interested in detecting leakages whose SNR is greater than 6.
The minimum number of traces that must be acquired is thus Np,in = 20/60.

If none of the previous procedure succeeds and the evaluator knows a sensitive variable is
processed during the trace acquisition, the remaining solution is to implement a leakage
detection test based on MI [MOBW13][CLM20].

7 Conclusion

The SNR is a widely used metric for assessing an information leakage from a device. We
derived the theoretical formulation of its p.d.f. in case leakage is present or not, under
a small SNR assumption. Our study covers the byte value and the HW leakage models.
These p.d.f. formulations were validated through simulations and experiments on a set
of traces taken from the ASCADv2 dataset. They are used to set a detection threshold
that rejects false positives from the SNR measurements. These p.d.f. formulations are
also used to derive the theoretical number of traces that are required to remain below
pre-determined false negative and false positive rates. The sampling complexity of the
T-test, p-test and SNR has eventually been defined and compared for the byte value and
HW leakage model. The T-test is the most efficient technique for the two leakage models.
The p-test is more efficient than the SNR method under the HW leakage model but the two
techniques perform equally under the byte value model. In fact, the leakage model must
be estimated from the traces in order to implement the p-test with the byte value model.
Unfortunately, the T-test does not provide any information about the detected leakage
exploitability. Consequently, the SNR method is the most appropriate method when the
evaluator is interested in the exploitability of the leakage and has no prior information
about the leakage model. In that case, the SNR shall be computed with the byte value
model. When the evaluator wants to test the validity of the HW leakage model, the p-test
is the most appropriate solution.
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